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Abstract

The objective of testing is to determine whether a system under test conforms to its specification. In distributed test
architectures that utilize remote testers, this objective can be complicated by the fact that testers may encounter problems
relating to controllability and observability during the application of a test sequence. Existing solutions to these problems
involve first constructing a test sequence from the specification of an implementation under test, and then inserting coordination
messages or appending selected test subsequences that prevent the occurrences of controllability and observability problem
during the application of the resulting test sequence. This paper proposes a method that utilizes a set of transformation rules to
construct an auxiliary directed graph from a given specification, and constructs a rural Chinese postman tour in this graph to
yield a minimum-length test sequence where there is no potential controllability or observability problems, and where the use
of coordination messages is minimized.
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1. Introduction quences of interactions between the system and its en-

Finite state machine (FSM) model has been widely Vironment [7,18]. Such a system has a number of in-
used to specify behavior of systems in diverse ar- terfaces, callegorts, that are remote to each other.
eas such as sequential circuits, lexical analysis, pat- Programs or users at these ports are sources of inputs
tern matching, and more recently machine learning and destinations of outputs of the system.
and telecommunications. A particular example forthe ~ When testing a distributed system to ensure its
use of the FSM model is the specification of the correct functionality, alistributed test architecture is
control structures of distributed systems which are needed where a tester is placed at each port cdythe
event-driven systems whose functionality are well- tem under test (SUT) and aest seguence (Sequence of
characterized by state-based models in terms of se-inpyt/output pairs constructed from the FSM model of
— _ _ the SUT) is applied. During the application of a test
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trollability and observability problems. These prob- remote testers relating to either controllability or ob-
lems occur if a tester cannot determine either when servability are inserted wherever there is a controlla-
to apply a particular input to a SUT, or whether a par- bility or observability problem identified within the
ticular output from a SUT is generated in response to given test sequence [3].
a specific input, respectively. A common feature of the existing methods for
Various FSM-based test sequence construction the simultaneous solution of both controllability and
methods have been proposed in the literature. An ex- observability problems is that they start with a given
cellent survey of these methods can be found in [13]. test sequence and examine this sequence for the
Since these methods disregard the existence of mul-instances of potential controllability and observability
tiple ports of an FSM, the application of the resulting problems in an attempt to eliminate them in the given
test sequences in a distributed test architecture requiressequence [3,14]. There is no attempt made however
test coordination procedures to coordinate the actionsto reduce the number of additional test subsequences
of remote testers. Examples of these procedures forto be appended in [14] or to reduce the number of
testing communication protocols and open distributed external coordination messages to be exchanged in [3].
processing systems can be found in [11] and [12], re-  In contrast, the method proposed in this paper will
spectively. Test coordination procedures bring addi- not examine a given test sequence for the instances
tional setup and execution costs and introduce delays of potential controllability and observability problems.
that may be unacceptable in some cases such as testingnstead, it will identify potential controllability and
real-time systems [6]. observability problems before constructing a test se-
It has been observed that the test coordination pro- quence from a given specification and construct a
cedures can be avoided either by eliminating the need minimum-length test sequence that can be applied
for explicit coordination among remote testers or by Without encountering controllability and observabil-
allowing testers to communicate with each other di- ity problems in a distributed test architecture. This is
rectly by exchanging external coordination messages. achieved as follows. If the given FSM has an intrinsi-
In the first approach, each pair of consecutive in- cally synchronizable test sequence, the method elimi-
put/output pairs in a test sequence is formed such thatnates the need for explicit coordination between testers
there will be no controllability problem [15] and ad- Py constructing an intrinsically synchronizable test se-
ditional sequences of input/output pairs are appendedduence where the number of additional test subse-

to the test sequence such that each observability prob-guences appended for eliminating observability prob-
lem is eliminated [10,14,21]. Clearly, this approach lemsis minimized. Otherwise, the method constructs a

can only be applied to an FSM which has iafrin- test sequence where the number of external coordina-
sically synchronizable test sequence, i.e., an FSM in tion messages exchanged between testers for eliminat-
which every transition can be followed by at least one g controllability and observability problems is mini-
transition without creating a controllability problem. Mized. . _

An efficient algorithm to determine the existence ofan _ The rest of the paper is organized as follows:
intrinsically synchronizable test sequence for an FSM Section 2 reviews the preliminaries. Section 3 presents
is given in [2] which also proves that finding a shortest the proposed method and compares it with existing
such sequence is NP-complete. Based on this result,Methods. Section 4 gives the conclusions.

various methods for constructing minimum-length in-

trinsically synchronizable test sequences that are nots prdiminaries

necessarily of optimal length have been proposed [4,9,

16,17,20]. When there is an intrinsically synchroniz- An n-port Finite State Machine (np-FSM) M = (S,

able test sequence for an FSM, the first approach is X, I'", §, A, sg) where

completed by appending a test subsequence, without

creating a controllability problem, to the giventest se- — S is a finite set of states o/ andsg € S is the
guence to eliminate each observability problem identi- initial state ofM,
fied within the sequence [14]. In the second approach, — X is ann-tuple (X1, X»,..., X,), where Xy is

the external coordination message exchanges between  the input alphabet of poit, andX; N X; = ¢ for
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i#£j,i,j=12,....,n; 1 =X1UX2U...UX, U chronization problemoccurs when, in the labels / y;

{-}, where — means null input, and xj41/yj+1 of any two consecutive transitions,

— I'isann-tuple (I1, I, ..., I,), whererly is the there exists a testdr that sendsc;;1 that is neither
output alphabet of port, and I'; N I'; = ¢ for the one sending; nor one of those receiving an out-
i#£j,i,j=212,...,n, O={a1,a2,...,a,) | putbelongingtoy;, 1< j <m—1. Lettestet be the
Ja; € I7 U {-}, 1<i <n}, where — means null  tester that sends;. As it will be used in the proposed
output, method, the solution to the synchronization problem

— § is the transition function that mapsx I to S, is to insert an external coordination message exchange
ie,8:8xI— §,and (—Cx, +Cy) relating to controllability between; /y;

— Ais the output function that magssx I to O, i.e., andx;11/y;4+1 in the global test sequence which will
ASxI— 0. result in the insertion of:

A trangition of annp-FSM M is a triple §;, si; — “—C¢” in the local test sequence of testefjust
x/y), wheres;, sy € S, x € I, andy € O such that after testerh sendsx; to imply that tester: is to
8(sj,x) =sc andA(sj,x) =y. M is represented by a send an external coordination message to téster
digraphG = (V, E) whereV represents the set of and
states ofM, and E represents all specified transitions  — “4+Cp” in the local test sequence of testefjust
of M. Thus, each edgejx = (vj, v; x/y) € E repre- before testek sendsy ;1 to imply that testek is
sents a state transition from stateto states; with in- to receive an external coordination message from
putx and outputy wherelabel (e ;) is theinput/output testerh notifying testerk to send its input to the
pair x/y. SUT.

In a distributed test architecture involving multiple
testers, each tester executes a local test sequence Given annp-FSM M and a global test sequence
constructed from the global test sequence of a given w = x1/y1, x2/y2, - .., Xm/ym 0f M, wherex; € I and
np-FSM M. In the local test sequence, testeknows yi € 0, 1<i < m,any two consecutive transitiong
only that there are transitions involving itself or others, and¢;; whose labels are;/y; andx;;1/y;+1 form
and does not know the inputs or outputs of the other a synchronizable pair of transitions ifz;; can follow
testers. Aglobal test sequence w of annp-FSM M 1;; without generating a synchronization problem. Any
is the label of a path of the digrapti representing subsequence of transitions in which every pair of
M that is of the fornx1/y1, x2/y2, ..., Xm/Ym, Where transitions is synchronizable is callegyachronizable
xi €l andy; € O, 1 <i < m. Given a global transition sequence. A global test sequence is said to

test sequence, a local test sequence wy for port be synchronizableif it is the label of a synchronizable

k of an np-FSM M is of the formai, a2, ..., am, transition sequence.

wherew; (1 <i < m) is eitherx;/y;, xj € X U Observability refers to the ease of determining if

{-}, yvi = (a1,a2,...,a,), whereay € I'x U {-} and specified inputs affect the outputs. Abservability

aj =—, for j £k, 1< j, k<n; or an external problem exists when a tester is expecting to receive

coordination message transmission or reception to an output from the SUT in response to either the

ensure controllability or observability. previous input or the current input and because it did
Controllability refers to the ease of affecting the not send the current input, it does not know when to

specified outputs. Aontrollability (synchronization) start or stop waiting for the output. The observability

problem exists when a tester is required to send an in- problem manifests itself as an undetectable output
put to the SUT in the current transition, and because shift fault. Formally, given amp-FSM M and a
it is notinvolved in the previous transition, i.e., it did  global test sequenee = x1/y1, x2/y2, ..., Xm/Ym Of
not send the input or receive the output in the previ- M, wherex; e I andy; € O, 1 <i < m, a Lshift
ous transition, it does not know when to send the in- output fault in an implementationr’vV of M occurs
put. Formally, given amp-FSM M and a global test ~ when, in the labelsx;/y; and xj;1/y;+1 of any
sequences = x1/y1, X2/y2, ..., Xm/ym Of M, where two consecutive transitions, there exists anein
x;i € I andy; € O, 1<i < m, a (controllability) syn- y; = {a1,az,...,a,) of M that occurs iny; 1 =
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(a1, a2, ...,ay) of N and notiny; of N; or there exists
oneay in yjy1 = (a1, az,...,a,) of M that occurs
iny; ={a1,az,...,a,) of N and notiny;;1 of N,
1<j<m—-1,1<k<m.

In general, if there is a 1-shift output fault related
to ax € I'; in any two consecutive transitions whose
labels arex;/y; and x;11/y;+1, this fault will be
undetectable by testerk that satisfies the condition

(arisiny; of M XORay isin y;1 of M) AND
Xj+1 ¢ X

In this case, testek is said to beinvolved in the
shift. Let testerh be the tester that sendsg ;. As

it will be used in the proposed method, the solution
to the observability problem is to insert an external
coordination message exchangeoy, +0y,) relating

to observability between;/y; andx;;1/y;4+1 in the
global test sequence which will result in the insertion
of:

Case 1: ¢« € yj+1 of M) an external coordination
message 4+ 0;,” in the local test sequence for
testerk just before receivingy . Tester: will have
a message—0y” in its local test sequence just
before sending:;;1. By this exchange, testér
informs testek to expect receiving an output from
the SUT.

Case 2: ¢, € y; of M) an external coordination
message 4+ 0;" in the local test sequence for
testerk just after receivingy. Testers will have
a message-— 0" in its local test sequence just
before sending:;;1. By this exchange, testér
informs testerk that it must have received an
output from the SUT by now.

3. The proposed method

Formally, the proposed method is a solution of the
following problem: consider a minimal and determin-
istic np-FSM M represented by a strongly connected
digraphG = (V, E). Let ®(M) be the set of all those
implementations ofV/, each of which has no trans-
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terms of the number of both transitionsdfand exter-
nal coordination messages, and thatan be applied

in a distributed test architecture without encountering
any controllability or observability problems.

3.1. Description of the proposed method

In the first phase of the proposed method, a digraph
G' = (V', E’) is constructed fronG = (V, E) of M
such thatin any traversal 6f', any two adjacent edges
of G that are covered by the traversal Gf will not
create a potential controllability problem.

Step 1. For eachvertax eV,

— create a set of vertice$, i2,...,i" in V/, and
— createVj,k, j <n, k<n, j#k, aset of
dashed edges, i*; (—Cx, +C;)) and ¢*,i/;

(—=Cj,+Ci))in E.

Step 2. For each edgg, = (v, v; x/y) € E, create
the following edge(s) ir£”:

- (j9, k% x/y),if x e X, and A ana, # —in y,
r#gq, 1<r <n.

- (j9, k% x/y) and (j9,k"; x/y), if x € X, and
Vr, r#q,3ana, #—iny, 1<r <n.

Step 3. For each vertex € V' where only dashed
edges are arriving and leaving, remove frdih
dashed edges arriving and leavimgand then
removev from V',

Step 4. For each vertex € V', if there are multiple
edges with the same label (say,y) leaving v;
then create a null vertex' in V', create inE’ a
solid bold edge with label-/— from v; to v7,
and move these multiple edges so that they are
leavingv;” instead ofv;. Make all remaining solid
edges leaving; bold. The resulting digraph is
G =V, E).

In the second phase of the proposed method, first
the setTy of triples (¢;;, tp, (— Ok, +04)) is formed
where (;;,1;,) is a transition pair with a potential
undetectable 1-shift output fault. Then, the digraph
G’ = (V', E’) is modified using the information in
Tp to form the digraphG” = (V”, E”) such that in

fer fault and has the same sets of states, inputs, out-any traversal of5”, any two adjacent edges 6f that

puts and the initial state a@d. Construct a global test
sequencev that distinguished/ from any faulty im-
plementation oM in @ (M) such thato is minimal in

are covered by the traversal &f’ will not create a
potential controllability or observability problendp
is constructed as follows:



H. Ural, D. Whittier / Information Processing Letters 88 (2003) 133-141

for each vertex; e V (1<v; <n)do
for each edge;; (say?;;) = (vi, vj;x;/y;))

entering vertex; do

for each edge;,(sayt;,) = (vj, vp; Xj41/yj+1)
leaving vertexv; do

if for some outputy, € I, ay isin y; XOR
axisiny;y1 AND x;y1 ¢ Xy, then

add(tj, tjp, (—Ok, +0n)) 10 Tp,

wherer is the tester sending the input,; to
the SUT int;, andk is the tester involved
in the shift.

When forming 7o, for each tester involved in a
possible shift in the transition pait;;,¢;,), a new
triple will be added tdlp. The digraphG” = (V”, E")
is constructed using digraph’ = (V’, E’) and Ty as
follows:

Step 1. For eachr(, tj,, (— Ok, +0y)) triple in To,
identify the vertexv; in V' and add a new vertex
viin V" (if one does not exist already).

Step 2. A dashed edge front: to v; is inserted
in E”, with the label %;,t;,, (— Ok, +0y)” for
each (;;,tj,, (— Ok, +0p)) in To. Any additional
triples ¢;;,¢jp, (—O,, +0Oy)) in To with the same
transitions;; and ¢;, will have (-0,,+0;)
appended onto the label of this edge. If there is
a triple (m, tmg. (—O;, +0y)) in To where, in
order to traverse the transition pair{, t,4), the
dashed edge from* to v; must be traversed as
is traversed for#;,¢;,), then an alternate label
“tim, tmg, (—04,+0,)" is added to this dashed
edge.

Step 3. For each solid edgg in E’ whose label is
not —/—, if #; leaves a certain vertex in V'
then it will leave the same vertex i”. If 1;
is contained in some transition pai;, z;jx) in
a triple in 7o, then edge;; will go to v% in V",
otherwise it will go tov; in V”. The resulting
digraphisG” = (V", E").

Step 4. Find a rural Chinese postman tour (RCPT)
over the set of bold edges @ that starts at
the vertex representing the initial state Mf and
minimizes the number of both transitions and
external coordination message exchanges. This is
achieved by assigning a sufficiently high cost to
each dashed edge so that an RCPT over the bold
edges avoids dashed edges whenever possible.
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By construction, two transitions of that would
follow each other in any traversal & will create
neither a controllability nor an observability problem.
Indeed, an RCPT over the set of bold edgegih
will yield a minimum-length synchronizable global
test sequence with no potential undetectable 1-shift
output faults. This claim is justified as follows: af-
ter the first phase of the proposed method, any two
solid edges (whether they have an edge with label
—/— between them or not) in the digrapf’ that
represent two adjacent transitions of the digraph
form a synchronizable sequence of transitions, either
through their own properties (i.e., they are adjacent in
G’) or through the insertion of an external coordina-
tion message exchange relating to controllability be-
tween them. A global test sequence generated f6om
would therefore be synchronizable. By a similar argu-
ment, after the second phase of the proposed method,
any two solid edges (whether they have an edge with
label —/— between them or not) in the digragh”
that represent two adjacent transitions of the digraph
G form a synchronizable sequence of transitions with-
out any potential undetectable 1-shift output faults, ei-
ther through their own properties (i.e., they do not cre-
ate an observability problem) or through the insertion
of an external coordination message exchange relat-
ing to observability between them. A global test se-
guence generated fro@” would therefore be syn-
chronizable, and would have no potential undetectable
1-shift output fault.

Fig. 2 shows the digrapl’ for the 2p-FSM M
represented by the digraghin Fig. 1. In all the -
FSMs given in this paper, the two testers are called
U (for upper) andL (for lower). Fig. 3 shows the

Iy = {a}, I = {b}
Fy={0},TL={1,2}

t5= a/<-,1> t1= a/<-,1>

t6= b/<-,2>
t4= b/<0,->

Fig. 1. DigraphG of 2p-FSM M 1.
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digraph G” constructed from the digraptf’ using
To = {(t1,12,(= 0L, +0y)), (t2,t1,{— 0L, +O0y)),

(2,16, (—O0y,+0L)), (t3,t4,{(— Oy, +0L)), (t4, 15,
(—O0L,+0p)), (6,t4, (—Oy,+0L))}. An RCPT
over the bold edges i&” in Fig. 3 yields a minimum-

(—O0y,+0L),t4,{(—0r,+0y),t5,t1, (-0, +O0y),
t2, for atotal of five external coordination message ex-
changes relating to observability and nine input/output
pairs.

Although computing an RCPT over a subset of

Iength_synchronizable globa_l test sequence that has noedges of a given directed graph is known to be NP-
potential undetectable 1-shift output faults as the la- complete [8], a sufficient condition for the existence

bel of:¢1, 3, (— Oy, +0L),t4,(—O0L, +0yp), 15, t6,

<G 4G
<-Cy, +C>

14, 15, <-O, +Oy>

of a polynomial time algorithm is given in [1]. Accord-
ingly, if the subgraph induced by the set of bold edges
in G” is weakly connected, then finding an RCPT over
this set takes polynomial time. Otherwise, heuristics
for RCPT are used [5].

It is important to note that post-processing of the
RCPT over a subset of edgesaif obtained in Step 4
provides two potential gains: The first one is the elimi-
nation of any external coordination message exchange
from the resulting global test sequence that relates to
a potential 1-shift output fault that can be rendered de-
tectable by some existing subsequence in the global
test sequence. The second one is the elimination of the
need for explicit coordination among testers when the
given FSM has an intrinsically synchronizable global
test sequence. In this case, the post-processing exam-
ines the RCPT for occurrences of external coordina-
tion message exchanges relating to observability and
eliminates each such message exchange inserted be-
tween a pair of transitions by appending a test subse-

13, 14, <-Oy, +O0>
16, 14, <-Oy, +Op>

Fig. 3. DigraphG” of 2p-FSM M1.
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guence to the RCPT to ensure that the correspondingstruct a synchronizable global test sequence with no
potential 1-shift output fault is rendered detectable.  potential 1-shift output fault. In contrast, the proposed
method constructs a global test sequence where there

3.2. Comparison with other methods is no potential controllability or observability prob-
lems as the label ofl, £3, ¢4, 16, 2, ¢3, t5 without us-
The proposed method considers the same$a1) ing any external coordination message exchanges re-
of implementations of a givenp-FSM M as the ex-  lating to controllability or observability.

isting methods represented here by [3,14] for the con- ~ Recall that the method in [14] starts with a given
struction of a global test sequence that can be appliedintrinsically synchronizable test sequence and ex-
without encountering any controllability and observ- amines this sequence for the instances of poten-
ability problems in a distributed test architecture. It tial observability problems in an attempt to elimi-
guarantees the insertion of the minimum number of nate them in the given sequence by appending a test
external coordination messages that need to be usedsubsequence for each potential observability prob-
to eliminate the potential controllability and observ- lem. Thus, this method is only applicable to FSMs
ability problems, and thus compares favorably to the Which have one or more intrinsically synchronizable
method of [3]. Indeed, when it is possible to con- test sequences. In contrast, the proposed method is
struct a global test sequence for an FSM without in- applicable to all FSMs as discussed above. In the
serting any external coordination message exchangescase of amp-FSM for which one or more intrinsi-
the proposed method succeeds in constructing such acally synchronizable test sequences exist, the proposed
sequence whereas the method of [3] does not. For ex-method guarantees constructing one with no poten-
ample, let us consider the digraphof a 2p-FSM M2 tial observability problem and with minimal length
shown in Fig. 4. Any of 24 possible Chinese postman whereas the method in [14] does not guarantee the
tours of this FSM may be the input to the method of construction of one with minimal length. For exam-
[3]. Note that although the digraph of Fig. 4 contains ple, let us consider the digragh of a 2p-FSM M3

no controllability problems, a global test sequence shown in Fig. 5. The proposed method constructs
based on any of these Chinese postman tours will re-an RCPT over the bold edges 6f which yields a

sult in observability problems. This is because any in- minimum-length synchronizable global test sequence
stance ot 1 orz2 followed directly byr4 or¢5 (or vice with no potential observability problem as the label of:
versa) will result in a potential undetectable 1-shift #3,¢5,6,111,710,19,17,11,¢2,16,19,8,15,16,r11,
output fault. The method of [3] starts with one Chinese 112, ¢4 for a total of 17 input/output pairs. For the same
postman tour out of 24 alternatives and requires the in- FSM, the method of [LB94] constructs a synchroniz-
sertion of an external coordination message exchangesable global test sequence with no potential observabil-
relating to observability into the selected tour to con- ity problem as the label o3, ¢5, 6, t11, ¢10, 9, 7,

ts= e/<1,->

Yy={a,b,c} Z.={d, e, f}
Fy={1} L= {2}

t4=d/<1,->

te= f/<1,2>

t3=c/<1,2>

Fig. 4. DigraphG of 2p-FSM M 2.
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t1=b/<1,2> t10= a/<1,2>

t2= a/<1,2>

t12=a/<1,2>
Zy={a} I = {b}
Fy={1} I'L={2}

Fig. 5. DigraphG of 2p-FSM M 3.

t1,¢2,16,111,¢12,¢5,16, 19,8, 15,16,r11,¢t12, ¢4, chronizable global test sequence foraRPSM where
for a total of 21 input/output pairs. all 1-shift output faults are detectable when applied
in the distributed test architecture (either through in-
sertion of an external coordination message exchange
4. Conclusions related to observability or not), and where each out-
put associated with a particular transition within the
For distributed testing, a method has been pro- global test sequence is unique, there will be no un-
posed which constructs a minimum-length global test detectablek-shift output faults,k > 2, in the global
sequence that can be applied in a distributed test test sequence. However, if the assumption of output
architecture without encountering any controllability uniqueness is removed, then it can easily be shown that

and observability problems. If the givesp-FSM has  certaink-shift output faults may remain undetectable.
an intrinsically Synchronizable global test sequence Hence, the genera| case remains open.
with no potential undetectable 1-shift output fault, the
proposed method will construct such a sequence of
minimume-length without inserting any external coor-
dination message exchange relating to controllability
and observability. If external coordination message ex-
changes are needed, then the proposed method gen-[1] A- Aho, A. Dahbura, D. Lee, M. Uyar, An optimization
erates a synchronizable global test sequence without technique for protocol confor_mance test generation based on
. L .. UIO sequences and rural Chinese postman tours, IEEE Trans.
any potential controllability and observability prob- Comm. 39 (11) (1991) 1604-1615.
lems such that the number of both input/output pairs |5} s. Boyd, H. Ural, The synchronization problem in protocol
and external coordination message exchanges are min-  testing and its complexity, Inform. Process. Lett. 40 (1991)
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