A Little Knowledge Can Go a Long WayTowards Program Understanding1

1 This work is supported by NSERC and Mitel Corporation and sponsored by the Consortium for Software Engineering Research (CSER).Jelber Sayyad-ShirabadTimothy C. LethbridgeDepartment of Computer ScienceUniversity of OttawaOttawa, Canada, K1N 6N5{jsayyad, tcl}@csi.uottawa.caSteve LyonMitel CorporationKanata, Ontario, CanadaSteve_Lyon@software.mitel.comAbstractLarge, complex software systems are hard to learn andnavigate. In an ideal environment, documentation can helpin this process. However the latter is usually out of dateand hard to use. Others have proposed using largeknowledge bases to model software systems, howeverthese are very expensive to build and may be asunmaintainable as the code. In this paper, we proposeinstead to use a highly circumscribed, small, conceptualknowledge base, whose purpose is to help the apprenticenavigate a software system, and facilitate search within thecode. We present our vision, and some initial experimentswhich involve building such a knowledge base in a semi-automated way.1. IntroductionThis paper presents an approach to programunderstanding that makes use of a very simple knowledgebase.We hypothesize that maintainers will more effectivelyunderstand source code if the browsing, search and analysistools they use were able to make use of a knowledge base.Such a knowledge base would describe only the high levelsystem concepts and properties and would be kept verysmall so it could be maintained.In this paper, we present this approach in some detailand describe an application of the approach in an industrialcompany. We place emphasis on the knowledgeacquisition approach we have used — a semi-automatedmethod designed to minimize consumption of themaintainers’ scarce time.2. Overview of the approach2.1 The scenarioIn industrial projects which we have studied, thefollowing scenario is very common:¥A group of software engineers (SEs) are evolving alarge legacy system, that is hard to maintain due to itscomplexity and continuous change.¥Documentation exists, but is little used for programunderstanding because of one or more of the following:It is a) out of date, b) hard to maintain, c) difficult tounderstand, d) difficult to access, and/or e) not structuredso as to be useful to typical maintenance problems.¥The information sources maintainers use most are: a)the source code, b) their mental model of the system, asdeveloped over time by experience , and c) theknowledge of other SEs.¥The mental models of ’apprentices’ (who may be expertsoftware engineers, but who are new to the particularsystem) are naturally non-existent or poor. The mentalmodels of experts tend to focus on particular parts of thesystem that they have been working on morefrequently.The initial subject of our studies is a maintenanceteam within Mitel corporation, a telecommunicationscompany. They are working on a large real-time systemthat has been evolving since the early 1980’s and stillproduces a significant component of company revenue.The above four points are clearly true in this team.The goals of our work are twofold: a) To improve theproductivity of expert maintainers, and b) To reduce theamount of time it takes an apprentice to learn the system.The work reported in this paper is part of a largerproject [1] that has two main thrusts: 1) We studysoftware engineers scientifically, to learn their work patterns and needs; 2) We apply the results of this study todevelop tools that satisfy the above goals. Our overallapproach to tool creation uses user-centred designtechniques.2.2 Some solutions proposed in the pastThe following are some alternatives to our approach,with arguments as to why they are insufficient:2.2.1 Use a more sophisticated knowledge base.We believe that once a body of documentation growsbeyond a certain size, its ’marginal usefulness’ diminishesto the point where the cost of production and maintenancedrops below the benefit. A knowledge base is really just astructured kind of documentation that the computer canprocess: We therefore believe it is futile to build adescriptive knowledge base that is very large [2, 3]We also observe that software engineers tend to makethe vast majority of their references to a small subset ofthe documentation, e.g. conceptual overviews ormaintenance handbooks [4]. This appears to be becausewhat the SEs really need from documentation are ’key’items of information, not a large amount of detail. Theycan often obtain the detail more easily by examining thesource code.2.2.2 Improve the conventional documentation. Itmight be argued that one should simply improve existingdocumentation, and perhaps add hyperlinks fromdocumentation into code. We agree that this is a usefulapproach, however we propose that the presence of formalrelationships in a knowledge base is of more value thanmere descriptive text or non-computer-interpretablediagrams. We have demonstrated this in earlier research [5,6].2.3 Generic description of the knowledge basesKnowledge bases used in our approach have thefollowing characteristics:1.They are based on concepts and conceptual relations.They do not contain rules, procedures or complexlogical conditions. For our current work, we are using aknowledge management system called CODE4 [7, 8].2. They are small (200-400 main concepts).3. They cover the most important high-level concepts ofthe system under maintenance.A new knowledge base will have to be created foreach new system to be understood. Each existingknowledge base evolves as its corresponding systemchanges — some of this maintenance can be automated.We have used such knowledge bases to help in thedesign of software [5] We are now adapting the sametechnology to its maintenance.2.4 Application of the knowledge bases toprogram understandingOnce a knowledge base is constructed, we plan todevelop tools that make use of it. The following sectionsdescribe situations where we hypothesize such knowledgebases could be employed. We are planning to validatethese hypotheses using experiments and observation. Alsonote that these tools will fit within the context of a largerarchitecture which is shown in figure 1.2.4.1 Improved navigation. ’Apprentices’ will beable to browse the CODE4 knowledge base in asystematic way. When they encounter a concept, they willbe able to see its description, how it is implemented,pointers to relevant documentation and other relatedconcepts. We hypothesize that they will be able to learnabout code faster by alternating between theimplementation and conceptual levels. All classes of SEswill be able to use the knowledge base to help work withmore abstract views of the system.2.4.2 Improved search. Searches within code oftenfail because the software engineer does not know theprecise way to which a concept is referred in the code.If a tool can access a knowledge base, it canintelligently suggest other terms that might be used asalternate search keys. For example, imagine somebodysearches for ’call waiting’ because they are used to atelephony feature commonly available on central offices.In the context of a specific PBX system, this concept maynot be found in the source code. However, the knowledgebase might ’know’ that a related concept is ’camp-on’, andpoint the software engineer to that instead. Anotherclosely related scenario is when a concept is referred to bymore than one term. An intelligent tool can use theknowledge base to find these alternative names and expandthe search accordingly.3. The knowledge acquisition (KA)processIn this section we will discuss the method that wehave employed to elicit the knowledge regarding thesoftware system we are studying at Mitel.

Figure 1: Overall System ArchitectureFrom the beginning of the project we were challengedby the issue of the limitation of the SEs time. Althoughwe credit the SEs at Mitel for their commitment andwillingness to act as �experts�2 in the KA process, itbecame obvious to us that:1) They are not going to be able to find the time todevelop a knowledge base, however small, on theirown; hence a knowledge engineer must be involved.2) We must automate, as much as possible, the process ofdetermining which concepts and relations are the mostimportant. The involvement of the experts must belimited to responding to automated queries, and

2 In knowledge engineering, the people who provide information forthe construction of a knowledge base are traditionally called the�experts�. In our case, these experts are SEs who are performingsoftware maintenance; many of the same SEs will also end up beingusers of the tools we develop.reviewing versions of the knowledge base to detecterrors.3.1 Inputs to the processWe use the source code comments as the initial inputto the knowledge acquisition process. We hypothesizethat:1. Almost all the important high level concepts will bementioned in source code comments.2. High level concepts will be among the most frequentterms in comments (if we first extract the mostcommon English words and the names of datastructures, routines and files).Therefore, our process extracts the most frequentterms from the source code and uses these as the basis for

SEE (SoftwareExplorationEnvironment)XCDB (CommandLine-OrientedAdvanced Query Tool)KGREP (KnowledgeableRegular ExpressionSearch Tool)OtherToolsUser InterfaceSubsystemsCDB (sourceCode DataBase)WSDB(Work Statemanagement)Data ManagementSubsystemsCODE4(knowledgemanagement)GCPMInterface(GenericConfigurationand ProblemManagement)

entire system)

VisGen

(prepares VRML

virtual worlds)

AbGen

(Abstraction

analyser and

Generator)

Analysis

Subsystems

Mitel Pascal

parser unit

Parser

Module C parser unit

other

parser unit

Software Information System

the knowledge base. After initial extraction of terms, theexpertise of the software engineers comes into play; theyare asked to pick those concepts that really are importantand to organize them into a knowledge base.3.2 Steps in the processThe following steps constitute our process. The first6 steps are the KA phase:1.Build a list of terms (concepts) by scanning the sourcecode.2.Ask the experts to rank these terms according to theirimportance in the context of the software componentwhich we are studying and create a refined list of themost important concepts.3.Ask the experts to categorize these concepts in termsof the is-a relation4.Analyze the expert groupings to come up with aninitial hierarchy of concepts5.Refine the hierarchy using structured reviews and thesystem documentation.6.Ask the experts to augment the knowledge base bysupplying other relations (e.g. ’part-of’, ’implements’etc.7.Put the knowledge base into production.8.Maintain the knowledge base by asking experts toreview it periodically. Since the knowledge base issmall, reviewing it in its entirety should not be time-consuming. This review process could be triggeredautomatically when changes are made to places in themaintained source code to which the knowledge baserefers.In what follows we will present more details abouteach of the above steps, and our initial experiences.3.2.1. Creation of a concept list. We create theinitial concept list by simply scanning the code commentsand creating a table of terms3.The entries in the table are weighted according to thefollowing empirical formula:weight = W * (min(Files, W / Files)) + Filesin whichW = NumOccur * FactorNumOccur is the number of occurrences of a term in allfiles

3 A word is a sequence of alphanumeric characters bounded bywhitespace or punctuation. A term is a sequence of 1 to 3 words.Files are the number of files in which a term hasoccurred at least onceFactor for a term depends on the number of words in theterm as shown in the following table:Number of words in a termFactor1128340As it can be seen, the above formula gives moreweight to the sequences that contain more than one word.This is to compensate for the lower probability of suchsequences appearing in comparison to single words. Wealso assume that longer sequences of words that appearmore than once have higher information content comparedto single words. This method also gives more credit toterms that appear many times in many files. We believethat these terms have a higher probability of representingimportant concepts in the system.We have applied the above method to a corecomponent of our subject system at Mitel. Thiscomponent contains approximately 200K line ofcommented code in over 160 files (�Header� files thatcontain such things as common type definitions wereignored).The resulting table contained about 13,000 termswith weights ranging from 145041 to 3.To bring the table to a manageable size we firstremoved the entries that had appeared only once thenbrowsed through the table to remove the terms thatappear, with a good degree of confidence, to not representany valuable information. Examples of these terms arevariables such as i and j, terms that are the abbreviation orshorter form of other terms in the table, or English wordsthat are not being used in a technical context. At the endwe chose approximately the first 1000 highest weighedentries. The resulting table contained terms with a weightbetween 27 and 145041 inclusive.The following are interesting observations about thisfirst step:¥It is very heuristic, yet appears to do a good job ofselecting important high level concepts. It certainlyformed a good base for the next step, since experts didnot need to change it very much.¥It is a very rapid process, taking only a few hours for avery large system (even for a knowledge engineer whohas only peripheral knowledge of the system).¥It does not consume any of the experts’ time.

Figure 2: Differences in opinions of the experts about the importance rankings of terms.Left: The number of terms where the experts agreed or disagreed. Right: The magnitude o f disagreement, among three experts, for those terms where all three disagreed.3.2.2. Ranking the words by experts. Aftercreating our initial word list we ask a small subset of theSEs to rank these words in terms of their importance inthe context of the particular software system.Each of the participating SEs performs the rankingindividually. To facilitate this task, we provide the SEswith a simple tool which allows them to assign animportance value of 1 to 5 to each concept, 1 being notimportant and 5 meaning very important. The SEs alsohave the option of indicating that they do not knowanything about a specific concept. The concepts arepresented in alphabetical order so the SEs are not affectedby the ranking obtained by occurrence frequency.The interface allows the SEs to add a new concept tothe existing term list if they think that it is an importantconcept which is missing. During the process of ranking,we maintain a minimal interference policy. We present theuser interface and explain its features and what we areexpecting from the SEs; then we let them to do theranking alone.After the ranking process, we calculate an averageweight for each concept. The concepts with an averageweight of 3 and higher are kept for further processing inthe next stages.In our experiment, we asked three of the Mitelsoftware engineers to rank the concepts. The experts haddifferent amounts of work experience with the subjectsoftware, ranging from 3 to 7 years (including the mostexperienced team member). After the process wascomplete, the number of concepts had been reduced to403, of which 30 had been added by one or more softwareengineers. Each software engineer took about 1 hour toperform this step. Figure 2, describes the differences ofopinions among the software engineers.3.2.3. Categorizing concepts. In the next stage wewant to see how the experts group the concepts that wegenerated in stage 2. The experts are provided with anothertool which is shown in figure 3. This allows them tocreate ’groups’ of concepts, and hence more general andabstract concepts. They can put any existing concept inone or more groups, and they can add whatever groups andnames they desire.There are a variety of ways to group concepts; we askthe experts to categorize the concepts given to them interms of the is-a relation (where the group name representsthe superconcept). Not all of them will be able toaccurately do this, but such deviations will be dealt withlater.To keep the interface simple we do not providefacilities to create several levels of nested groups. If theywant to do this, we ask them to use a period, "." toseparate a category from its subcategories e.g.device.sets.display might be a low level category, withdevice.sets and device as higher categories.In our experiment at Mitel, we used a different butintersecting set of experts than we used in the previousstep. The idea is to maintain continuity, but also allowothers to inject their ideas. The result of this process werefour rather different groupings.3.2.4. Analyzing the expert groupings. Onereason to create multiple categorizations (one for eachexpert), as opposed to creating a single one by asking agroup of experts to do the categorization together, is tocapture the different ways of looking at the same data. Wewant to give our experts the opportunity to show us howthey see the system from their own perspective. Our otheralternative, i.e. categorization done by a group had thefollowing drawbacks:

17.8%52.8%28.9%0.5%0501001502002501234Maximum difference in ranking number of terms

45%50%5%050100150200250300350400450500All ThreeAgreedTwo AgreedAll ThreeDisagreedExpert’s opinion

Number of terms

Figure 3: The user interface for the categorization tool.¥Arranging a meeting between a group of experts, witha diverse range of assignments, specially during amajor release, is not an easy task.¥Junior members of the group in the presence of themore expert members may not present their views,specially when they find their view is different fromthe senior SE.While it is true that more experienced SEs have abetter global view of the system; we have found thatdifferent SEs tend to have a better understanding ofparticular subcomponents of the system, as compared withtheir coworkers (including the expert members of thegroup). In typical legacy systems there is no single personwho knows each and every part of the system. Instead,people learn the details of a component of the systemduring working on an assignment that involves thatcomponent.To find out the equivalent categories among differentexperts, we group the categories that share the sameconcepts together. These groupings are sorted based on thenumber of common concepts between categories. Thehigher the number of shared concepts, the stronger thepossibility of equality of categories in a group. Ingenerating the groups, our program creates the biggestpossible grouping of categories.At the end of this stage, and after discarding groupsthat only shared in one concept, we were left with 153groups and 379 total concepts.3.2.5. Creating the first version of thehierarchy of concepts. After creating the equivalentcategory groups, the knowledge engineer manuallystudies the groups to select the most appropriate name torepresent a concept.In our experiment, the experts’ application of the dotnotation assisted us in the creation of the originalhierarchy of concepts. The resulting hierarchy of conceptswas stored in a CODE4 knowledge base [7, 8]. From thispoint onward every change in the concept hierarchy wasdirectly applied to the CODE4 knowledge base.3.2.6. Refining the hierarchy by interviewingthe experts. Having an initial hierarchy of concepts, weasked two of the SEs in the team to review our hierarchytogether and assist us in refining it. One of the SEs wasvery experienced and was among the original four SEsassisting us with ranking and categorizing. The other SEhad the same number of years of experience with thesystem but did not participate in the earlier stages of theKA process. This allowed us to benefit from the feedbackand expertise of yet another SE.We found that the mere fact of doing the interviewswith two SEs at the same time initiated very interestingdiscussions and helped us with the better understanding ofthe system while giving us higher confidence in theaccuracy of the generated hierarchy. As we reviewed eachconcept and its place in the hierarchy, we solicited ideasfor other relationships among concepts as well as a simpleEnglish description for the concept.

The review process took 5 sessions, each lastingabout 2 hours. After each interview we updated ourhierarchy by applying the suggested changes by SEs andreferring to the existing system documents. These weremostly documents that describe the functionality of thesystem without going into very many details of theimplementation.Having a hierarchy before starting our interviewshelped us to save a large amount of time. If we had startedto gather knowledge about the important concepts in thesystem, without the earlier semi-automatic phases, wewould have had little to guide our work.3.2.7 State of our work. In the next stage we areplanning to present the resulting hierarchy to the mostexpert member of the team and acquire his feedback aboutthe concept hierarchy. Our hope is to benefit from hisglobal view of the system. Once this stage is over, thesoftware engineers will start adding other importantdetails about the concepts.We plan to start experimenting with the use of theknowledge base to assist program understanding as soonas the hierarchy is complete.4. ConclusionsWe are experimenting with the use of very simpleconceptual knowledge bases as an aid to programunderstanding. Such knowledge bases draw on technicalterms found in source code comments and the combinedknowledge of experts in the software system. They do notconsume much of the time of busy software maintainersto build, and should be maintainable due to their smallsize.Initial results show that such knowledge bases can beefficiently constructed and that they give a useful view ofthe system. We plan next to enhance various searchingand browsing tools. Such tools will use the knowledgebase to assist beginners to understand the system betterand to help everybody search more effectively within thecode.AcknowledgmentsWe would like to thank the software engineering teamat Mitel who we are using to develop and test ourapproach, including Steve Szeto, Soo Tung, Ian Duncan,Marc Beauregard and Glen Ala. We thank Pierre Fauvel fortesting the user interfaces. Also, we thank NicolasAnquetil and other members of our research group for theircomments.References[1] T.C. Lethbridge and J. Singer, "Strategies for StudyingMaintenance", proc Workshop on Empirical Studies ofSoftware, Monterey, November 1996.[2] P.J. Layzell, M.J. Freeman and P. Benedusi, "ImprovingReverse-engineering through the Use of Multiple KnowledgeSources", Software Maintenance 7, 279-299, 1995.[3] J. Mylopoulos, A. Borgida, M. Jarke and M. Koubarakis.�Telos: a Language for Representing Knowledge aboutInformation Systems�, ACM Transactions on InformationSystems,. 8 (4), pp. 325-362, 1990.[4] S.R. Tilley and D.B. Smith, "Coming Attractions inProgram Understanding", CMU/SEI-96-TR-019, SoftwareEngineering Institute, Carnegie Mellon University.[5] D. Skuce, �Knowledge Management in Software Design: aTool and a Trial�, Software Engineering Journal, Sept. 1995,pp 183-193. [6] T. C. Lethbridge, & D. Skuce, "BeyondHypertext: Knowledge Management for the TechnicalDocumenter" Proc. SIGDOC 92. Ottawa: ACM.[7] D. Skuce and T.C. Lethbridge, "CODE4: AUnified Systemfor Managing Conceptual Knowledge", Int. J. Human-Computer Studies 42 (1995), 413-451.[8] T.C. Lethbridge, Practical Techniques for Organizing andMeasuring Knowledge, Ph.D. Thesis, Department ofComputer Science, University of Ottawa, 1994.