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Abstract—

This paper discussesan application layer framework
that usesa setof standard IETF protocolsfor supporting
real-time and non-real-time multimedia applications on
mobile terminals of next generationwir elesg43G/4G] net-
works. It describesa 3G-IP architecture and brings out
the requirementsand issueswhich are essentialfor sup-
porting roamingusersin the wir elesdnter netin a ubiqui-
tousway. In addition it highlights ways of achieving end-
to-end mobility by meansof signalinginsteadof usingany
agentin the middle of the network asoften donecurr ently.

I. INTRODUCTION

Rapid growth of Internetand increaseddemandfor
ubiquitous wireless accessare the driving forces be-
hind intenseactvities towardsthe designof all IP wire-
lessnetworksin differentstandardandtechnicaforums.
Severalforumsandstandardodiese.g.,MWIF, 3GPR
andIETF are actvely working on specificationof all
IP wirelessnetworks that allow roaming usersto ac-
cessintegrateddata, voice and multimediaservicesof
the Internetvia their wirelessIP terminalsand appli-
ances. Furthermore the existing circuit switchednet-
work and1G/2G(i.e.,1G and2G) wirelesssystemswill
eventuallyevolve andmeige into anend-to-endP plat-
form that provides ubiquitousreal-timeaswell asnon-
real-timeservices. In a nutshell, it is ervisioned that
anend-to-endvireless/wirelineP platformcomprising
3Gwirelessaccessmetworksandawireline IP backbone
will supportreal-timeandnon-real-timanultimediaser
vicesin thefuture.

In principlemobility managemergchemen thewire-
less Internet provides meansof terminal, sessionand
serviceandpersonamobility. Currentlythereare Mo-
bile IP andmary of its variantssuchasMIP with route

optimizationprovide interdomainmobility solution,on

the other hand there are several other evolving ap-
proachessuchasCellular IP[8], HAWAII[7], IDMP[9]

which provide intra-domainmobility by using source
basedrouting or dynamichomeagent. All theseap-
proachesuse network layer solution while providing

continuousmedia support when nodes move around
and provide meansof terminalmobility aswell asdy-

namicaddressassignmentsing network accessdenti-

fier (NAI). HoweverMobile IP by itself doesnotprovide

meansof device independenpersonamobility andlo-

cationservice. QoSrequirement®of real-timeservices
arealsonotwell defined.In additionto impactof trinag-
ularroutingwhich addsdelayin thenetwork in classical
Mobile IP case,theserequire modificationof the host
IP protocolstacksfor IP in IP encapsulationvhich also
addsto theoverheador bandwidthconstrainedvireless
link. [6] providesanend-to-endapproacho hostmobil-

ity but it doesnot addresschieving mobility aspart of

endto endsignaling,anddoesnot addresgpersonalor

servicemobility.

On the other hand, Sessioninitiation Protocol (SIP)
[2] is rapidly gainingwide-spreadcceptancasthesig-
naling protocol of choicefor Internetmultimediaand
telephony serviceswhich canbe usedfor Wirelessin-
ternetaswell. SIP supportgpersonamobility aspartof
its signalingmechanismits featuresetcanalsobe ex-
tendedto provide adequateneansof terminal,and ser
vice mobility. It hasalreadybeenacceptechsa means
for signalingfor sessiormanagemerit mary of thefo-
rum andstandardodiessuchasMWIF, 3GPPwho are
designingthe architecturefor all IP wirelessnetwork.
Becauseof someof the shortcomingsassociatedvith
Mobile IP or its variantsasoutlinedabore, it maynotbe



thebestapproacHor providing mobility managemerin
thewirelessinternet.

Onealternatve is to useSIP only for personamaobil-
ity, mobile IP or oneof its route-optimizedsariantsfor
terminal mobility, and either extend mobile IP to sup-
portservicemobility too or developanotherprotocolfor
servicemobility. Anotheralternatve aspropsedn [1] is
to useSIP‘scapabilityfor real-timecommunicatiorand
useMobile IP or its variantfor non-real-timecommuni-
cationby usingapolicy table.

Theproposedpproactattemptgo developanend-to-
end mobility managemenframenork that exclusively
usesSIP messaging/signalingp supportterminal, se-
sion and serviceaswell as personalmobility for both
real-timeand non-real-timecommunication.It utilizes
aswell asextendsSIPto provide variousmeansof roam-
ing capabilitieswithin anadministratie domainandbe-
tweenthe domains,so that userscan accessthe net-
work and obtain variety of servicesfrom ary location
usingtheir own mobile terminalwith minimum disrup-
tion. SIPworkswith othersetof IETF protocolssuchas
DHCR AAA, Diffservto provide differentfunctional-
ity suchasaddressssignmentsecurity accountingand
QoS.It alsooffersanotheradwantagesothatit canspoof
constantendpointsvhich supportanobile TCPapplica-
tionsin a SIP ervironmentwithoutary changedo TCP.

Primary motivation for this proposedapproachare
mentionedoelow:

- It allows the usersto dependupontheir appliances
ratherthanthe network for supportingmobility on an
end-to-endbasis without reliance on and knowledge
aboutabilities of network elementdor paclet intercep-
tion andforwarding.

- It provides a meansof route optimizationandim-
proved performanceor real-timeservicesvia SIP sig-
nalingmessagefr addresbinding, registrationetc.

- Allows dealing with mobility at a semanticlevel
above IP terminals,by using appplicationlayer identi-
fier suchasSIPURI.

- It provideseasielinteractionwith otherlETF proto-
colssuchasDIAMETER, DHCPR, SMTPR, DNS.

1. A 3G-IP ARCHITECTURE

A 3G-IPnetwork comprisesll IP wirelessaccesset-
worksanda paclet switchedIP backbonenetwork. The
IP backbonenetwork is an end-to-endwire-line infras-
tructurethat will compriseregional providers’ wireline
IP networksthatareconnectedhroughthe Internet,be-
sidesmobile stations/terminalsa wirelessaccesmet-
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Fig.1. A 3G Architecture
work alsoconsistof aradioaccessmetwork (RAN), and
an EdgeRouterandController In orderto supportthe
needsof its users,a wirelessaccessetwork interacts
with the network control entitieswhich are shavn as
DomainControl Agent. Figurel depictsthe skeletonof
onesuch3G-IP network. Following arethe description
of someof theelementsiescribedhere.

Mobile Station(MS) : It is the usermobile terminal
that allows usersto communicateand also provides a
meansof interactionandcontrol betweernusersandthe
network.

Radio AccessNetwork: The Radio AccessNetwork
representshewirelessandback-haulnfrastructurehat
providesMSswith wirelessaccesso thewirelineinfras-
tructure. In IMT-2000, RANs useprogrammablesoft-
ware radiosto provide the flexibility acrossfrequeng
bandsatthe MS andacrossRAN.

EdgeRouter Controller(ERC): An ERCis arouting
and control systemthat connectsa wirelessaccesset-
work to aregionalwireline IP network. EachERC may
supportsereral RANs. An ERC comprisestwo func-
tional entities,an edgerouter (ER) andan edgecontrol
agent(ECA). The ER functionsasan IP router, while
the ECA is an intelligent agentthat interactswith the
Domain Control Agent (DCA) to controlthe RANs as
well as supportnecessannetwork-wide control tasks.
Control Agentfunctionality canbedistributed.

DomainControlAgent: (DCA)

The domaincontrol agentprovides sessiormanage-
mentaswell asthe meansof interactionbetweenusers
andnetwork control systemandinteractionamongnet-
work control entities. DCA also supportsl) Mobility
Management?) Authentication AuthorizationandAc-
countingand 3) QoS management.lt is assumedhat



eachautonomousystemwould have componentsf do-
main controlagentdistributedwithin it.
Eachdomaincontrol agentwould interactwith each
otherdirectly or via aninterDomaincontrolagentusing
properauthenticatioomechanism.

[11. MOBILITY MANAGEMENT REQUIREMENTS AND

I SSUES

In generalmobility managemergchemeof wireless
IP networks satisfieghefollowing requirements:

1. It supportsneanf personalserviceandterminal
mobility, i.e., it allows usersto accessetwork services
arywhere,aswell asto continuetheir ongoingcommu-
nicationandto accessetwork servicesarnywhereusing
ones own mobileterminal.

2. It supportglobalroaming,i.e.,it shouldremainin-
dependenbf the underlyingwirelesstechnology This
would ensurghatthemobility managemergchemecan
be transportedover all membersof IMT-2000 family
which comprisesseveral wirelesstechnologiesuchas
W-CDMA, TDMA etc.

3. It supportsbothreal-timeandnon-real-timemulti-
mediaservicessuchas mobile telephor, mobile web
access,and mobile data servicesin a way that their
prices and performancesare comparable. In orderto
achieve this mobility managemenschemeshould in-
teracteffectively with the QoS managemeniand AAA
schemedo verify theusers identitiesandrights,aswell
asto ensurethatthe QoSrequirementg&ndapplications
aresatisfiedandmaintainedasusersroamaround.

4. It transparenthysupportsTCP basedapplication.It
shouldsupportTCP asis withoutrequiringarny changes
to TCPor TCPbasedapplication

5. It shouldsupportmulticastand arycasttreeseffi-
ciently asmobile stations/usersove around.

Mobility managemergchemedor thewirelesslP net-
work shouldtake careof the following issuessuchas
registration,configuration,dynamicbinding, andloca-
tion managemendn needbasis.

A. Hand-of

Hand-of, oftenknown ashand-wer is a procesghat
allows an establishectall/sessiorto continuewhenan
MS moves from one cell to anotherwithout interrup-
tionsin the call/session.This handoff processcanbe
eitherhardor soft. In the hardhand-of casethe mobile
recevesandacceptonly oneradio signalfrom a radio
channelor basestationwithin a single cell, asthe mo-
bile movesinto a new cell, its signalis abruptlyhanded
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Fig. 2. InternetRoaming
overfromits currentcell (or basestation)to thenew one
rapidly in few secondsWith soft hand-of [14] the MS
continuesto receve and acceptradio signalsfrom the
basestationswithin its previous aswell asits new cell
for alimited periodof time. In orderto ensurehelayer
two independencesquiremenbf mobility management
schemea maximumacceptabldand-of time (MAHT)
of 2-3 secondss required. In end-to-endwirelessIP
paradigmthreelogical levelsof hand-of procedurecan
bedefined:

i. CellHand-of : It allows anMS to move from acell
to anotherin a subnetwithin anadministratie domain.
Onesubnetmay consistof multiple cells. IP addresof
themobile hostremainssamein this case.

ii. Subnethand-of : It allows an MS to move from
a cell within a subnetto anadjacentell within another
subnethatbelongsto the sameadministratie domain.

iii. Domainhand-of : It allows anMS to move from
onesubnetwithin an administratre domainto another
in adifferentadministratie domain.

The hand-of processis built upon the registration,
configuration, dynamic addressbinding, and location
managemenfunctions. Hand-of processs transparent
to usersand shouldsatisfy the following requirements
sothatit would ensurethe integrity, privagy, andconfi-
dentialityof userslocation,performthenecessarpAA
procesdo verify users’identities. It shouldensurethe
servicemobility asthe MS roamsaroundby making
surethat it maintainsthe QoS of the ongoingsessions
throughminimizing thelossof transientdataduringthe
hand-of, aswell assatisfyingthe delayrequirement®f
real-timeapplications.

Figure 2 illustratesan Internetroamingas a mobile
userkeepsmoving from its homebasein the Internet,



and performsdifferent kinds of handofs as it moves
along. it alsoshaws variousfunctionalelementsvhich
arepartof the controlagentswithin a domain. Eachof
thesefunctionality canbedistributedwithin thedomain
agent.

B. Rajistration

Registrationis a procesdy which a network is made
awareof the existenceandlocationof anMS andits as-
sociateduser Whenan MS becomesactive or roams
into a network for the first-time, it would registerwith
the network. This procesomprisesendinga registra-
tion requestfrom the MS to the network and perform-
inganAAA (Accounting,Authorization,Auditing) pro-
cesshy the network, andsendingappropriateesponses
to the MS aswell aslocation managemenéntitiesto
ensurethat the network is aware of MS'’s currentloca-
tion. Dependinguponthe extent of registration,it can
be cateyorized as completeor expedited/partialregis-
tration. Completeregistrationusuallytakes moretime
than the expeditedregistration. There are variantsof
AAA protocolsto take careof securityassociatiorbe-
tweenthe mobile stationandhome AAA sener when
a client moves betweenthe subnetswithin a domain.
HomeAAA sener or anintermediatebroker agentSIP
CentralPointof Contact[12]is contactedvhenthe user
movesinto a new domainfor the first time to establish
the credentials. It is importantto completethe regis-
tration processin a timely mannerduring the handof
process.

C. Configuation

Configurationis a processby which an MS updates
its IP addressasit roamsbetweensubnetseitherwithin
the sameadministratre domainor in differentadmin-
istratve domains. As an MS moves betweensubnets,
it needsto re-configureitself by acquiringnew IP ad-
dress,new default gatevay, subnetmask. The key re-
guirementof the re-configuratiorprocessncludethat,
it shouldnot take morethanafew hundredmilliseconds
to completeandthe DNS shouldget updatedautomati-
cally to reflectthe currentnameto addressnappingand
vice-versaonly if themobileis asener.

D. DynamicAddressBinding

Dynamicaddresdindingis a procesdgor allowing an
MS to maintaina constantidentifier regardlessof its
point of attachmento the network after the sessionis

established Therearemary existing solutionsfor pro-
viding dynamicaddresdindingwhenMS’s network at-
tachmentchanges. It is essentialto provide dynamic
binding in sucha way so that therewill be minimum
paclet loss and less overheadassociatedvith the me-
dia whenthe sessionis in progressduring a hand-of.
This dynamicbinding cantake placeat the end-points
or by someagentsin the middle of the network. There
are mary waysof providing dynamicaddressinding,
theproposedramenork providesanelegantapplication
layerapproactfor bothreal-timeandnon-real-timeap-
plicationwhichis definedlaterin the paper

E. LocationManagement

Locationmanagemenis a processy which the net-
work updateghe locationdatabaseand supportsloca-
tion/redirectservicedo authorizedusersaandauthorities.
Locationserviceis essentiafor new inboundsessions
beforea sessions establishedlt is essentiafor a user
to beaccessibléendependenof thedevice oneis logged
in.

IV. MOBILITY TIERS

Proposednobility managemergachemeneeddo pro-
vide meansof terminal, sessionand service,and per
sonalmobility. Eachof thesetypesof mobility is out-
lined below.

A. Terminalmobility

Multimediatraffic is cateyorizedasreal-timeor non-
real-timetraffic andis mostlycharacterizetly delayand
lossfactors. Differenttransportmechanismis usedto
carry eachtype of traffic separately Most of the real-
time traffic is carriedover RTP/UDPwhereasnon-real-
time traffic is carriedover TCP. Terminalmobility pro-
vide meansof cell, subnetand domainhand-of while
the sessioris in progress.n mostcasest is taken care
of by network layer mechanism.The proposedscheme
providesadifferentapproacho achiee terminalmobil-
ity by meansof applicationlayersignalingunlike tradi-
tional Mobile IP approackor bothtype of traffic.

B. TerminalMobility for Real-Tmeapplication

For multimedia application which are typically
RTP/UDPbaseddelayandlossareof primaryconcern,
henceit is paramounto decreaséhelateny asmuchas
possible.Soit is advisableto avoid thetriangularrout-
ing and ary kind of encapsulatioomechanism.[1] il-



lustratessucha mechanisno provide mobility for real-
time traffic.

Handof is animportantfactorfor terminal mobility
for multimediacallswhichwould determinghelateng.
Upon every cell hand-of the DHCP clientin MS may
initiate reconfigurationprocessto obtaina new IP ad-
dressfrom the DHCP sener dependingiponthe detec-
tion mechanisnasto if it is in the samesubnetor a dif-
ferentone.

SIP is usedto supportsubnetand domain handof,
while cell hand-of is takencareby thelink layer When
the MS moves from one subnetto anotherwithin the
sameadministratre domain,SIP would supportsubnet
hand-of duringthe sessiorasdescribedelaw. It usesa
combinationof DHCP, andan AAA protocol(e.g.,DI-
AMETER). This procesanbesummarizedsfollows.

- MS interactswith DHCP or oneof its fastvariants
[11]to reconfigureitself, this procesdakesaroundtrip
MS-DHCP-MSpropagatiordelay

- MS re-invitesthecorrespondindpostto its new tem-
poraryaddress.Theidentifier of the outboundproxy in
the visited network shouldbe insertedin the Record-
Routerfield of this SIPINVITE messages.

- MS alsoinitiatesanexpeditedregistrationmaylocal
AAA protocolto updateits locationinformationin the
homeregistrar

- In caseof domainhand-of a completeregistration
takesplace.

Detailsof thecall flowsarenotshavnin thisextended
abstracwersion.

C. Non-Real-timapplication

The proposedframeavork also usesSIP signalingto
provide meansof terminalmobility for mobile TCP ap-
plications.In this proposedapproactthe mobile station
is equippedvith a ST P.ye agenthatmaintainsarecord
of its ongoing TCP connectionsuponhand-of the MS
sendsnformationto thecorrespondindpostusingINFO
[13]method. Within the body of the INFO methodit
sendsthe binding messagerequestingbinding of the
MS’s old addresdo its new one. MS and CH uselP
encapsulatiomaintainconstanendpointdor MS’s on-
going TCP connectionsThis is neededsincelong lived
TCP connectionswould die if the destinationaddress
changesn the middle of a continuingsession.

The SIP,.ye is eitherintegratedwith the SIP UA or
keptasa separateagentthatinteractswith the SIP UA
asnecessary SIP.ye operatesas follows:It examines
headerof TCP pacletsto monitor the birth anddeath

of TCP connectionsaswell asidentify their end-points.
It maintainsa currentrecordof Mobile's ongoingTCP
connectionsdentifierswithin the MS. SIP,ye records
a statecomprising3 integers, (original MS IP address,
currentMS IP addressoriginal CHIP address)perTCP
connection.The original IP addresss the IP addresst
the beginning of the TCP session. This approachcan
alsobeusedto forwardary transietdatafrom a router

TheCH andtheMS uselP encapsulatioritherwithin
IP or minimal to forward the TCP informationto each
other

D. ServiceMobility

Service mobility refersto the end users ability to
maintainongoingsessiongndobtainservicesn atrans-
parentmannerregardlessof the end users point of at-
tachment. The servicemobility includesthe ability of
the servicehomeprovider to eithermaintaincontrol of
theservicest providesto theuserin thevisitednetwork
or transfertheir controlto the visited network. In order
to supportthe servicemobility one strivesto maintain
the QoS of ongoing sessionsas the user (MS) roams
around,and ensurethat the MS hasaccesdo all of its
subscribedhetwork servicesand featuresregardlessof
its point of attachment. The QoS can be maintained
throughappropriateesourcellocationduringthehand-
off and SIP registration[5]] alongwith the necessary
AAA functionscan be usedto ensureusersaccesso
subscribedservices.

E. PersonalMobility

Personamobility refersto the ability of endusersto
originateandreceve callsandaccesshesubscribechet-
work serviceson ary terminalin ary locationin atrans-
parentmannerandtheability of the network to identify
endusersasthey move acrossadministratie domains.
Thisis achiezed by personamobility featureinherentin
SIRP SIP’s URI schemeandregistrationmechanisni5]
aresomeof the main componentsvhich would provide
personamobility. A roamingusercanbe accessiblén-
dependenbf the device oneis loggedon. It worksin
conjunctionwith DNS andotherdatabaseenerssuch
asLDAP, andwhois. As proposedn [14] mobileseners
couldusedynamicDNS so asto be ableto be availabe
to theclientasit roams.

V. ARCHITECTURE REALIZATION

With aview to realizingdifferentprotocolsandcom-
ponentsneededfor supportingmobile streamingmul-



timedia such as wirelessIP telephory, and delivering
multimediastreamingcontentin a 3G wirelessIP ervi-
ronmentatest-bechasbeendesignecaindimplemented
wherethe proof of conceptfor different entity of the
saidarchitecturdnasbheendemonstrated-igure3 shavs
the testbedarchitecturavheredifferentfunctionality of
applicationlayer mobility managemenéchemesuchas
registration, signaling, binding, securityand QoS fea-
tureshave beenprototypedincluding differenttypesof
mobility suchas micro, macro and domain mobility.
This testbedcan also be usedto provide supportfor
billing, network managemerdandroamingacrosgliffer-
entdomains.Herewe would presentsomeinitial mea-
surementsrom SIP basedterminal mobility for real-
time traffic.

As partof the experiment,SIP basederminalmobil-
ity for real-timetraffic wastried using a modifiedand
customizedversionof ColumbiaUniversity’s sipc (SIP
client) andsipd (SIP sener). Following providessome
performancemeasurementiuring subnetmobility. A
Multimedia SIP sessiorfor real-timetraffic wasestab-
lished betweentwo clientsin a IEEE 802.11ernviron-
ment. Themobile hostmovesaway from the CH while
the sessions in progress.As soonasthe mobile host
discorersthatit is in a new subnetit getsa new IP ad-
dressusingDRCP[11] alight-weightversionof DHCP,
sendsa Re-Irvite to the corresspondindpostandsends
anew registrationmessageo theregistrar Packet sizes
for differentmessagearealsonoted.For initial call set
upatypical INVITE messagavas455UDP bytes,ring-
ing was 223 bytes, OK was 381 bytes, ACK was 216
bytes,REGISTERandits OK messagewereabout370
bytesand412bytes. Subsequende-ragistrationandre-
registrationmessagewereof 372and425bytesrespec-
tively followed by OK messagewhichwereof size510
and410bytes. A typical Re-Irvite after subnetchange
and respectte OK messagesvere 450 and 380 UDP
bytesrespectiely. It takesabout100 msecfor the pro-
cessingtime on Linux basedVH betweenconsecutie
messagesge.g., betweenreceving an OK and sending
the ACK whichis stronglyOSdependent)lt took about
5 msecto forward the INVITE paclet to traversebe-
tweenMH and CH whenMH is at home. As the MH
moves away to a foreign network with more network
routersin betweenRe-INVITE takesabout70 msecbe-
causeof the queueingdelayat the routersenroute.The
SIPregistrarwasplacedn themiddleof thenetwork be-
tweenthe two domains,t took about150 msecto com-
pletethewholere-ragistrationprocesshowever it takes
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more processingime to deletethe old registrationthan
updatinga nen oneattheregistrar Thesefigureswould
vary dependinguiponthe operatingsystemandnetwork
topology It would be desirableto reducethe Re-Irvite
time, re-registrationtime in awirelessroamingerviron-
mentfor fasterhandof andavoiding lossof data.

V1. CONCLUSION AND OPEN |ISSUES

This paperoutlinesthe requirementsand issuesin-
volved with mobility managemenin a 3G-wirelessin-
ternetervironment.It describegnapplicationlayerso-
lution to variety of mobility thatwouldbeneededo pro-
vide ubiquitousaccesgo a roaminguserby using SIP
signalingschemeThis approachighlightssomeof the
issuesinvolved with applicationlayer mobility support
in an Internetroaming ervironment.Thecurrentarchi-
tecturewith all the functionalcomponent$iasbeenre-
alizedin a test-bedemulatinga wirelessinternetin a
wavelanernvironment. Simulationsandexperimentsare
beingcarriedoutto measurehe efficiencgy of SIPbased
mobility schemecomparedto other mobility manage-
mentschemesurrentlyin practice someof it have been
presentedhere.
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