CSI 3140
WWW Structures, Techniques and Standards

Server-side Programming:
Java Servlets




Server-side Programming

*The combination of
s HTML
= JavaScript

= DOM
IS sometimes referred to as Dynamic HTML
(DHTML)

*\Web pages that include scripting are often
called dynamic pages (vs. static)
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Server-side Programming

+Similarly, web server response can be static
or dynamic

s Static: HTML document is retrieved from the
file system and returned to the client

= Dynamic: HTML document is generated by a
program In response to an HTTP request

+Java servlets are one technology for
producing dynamic server responses

= Servlet is a class instantiated by the server to
produce a dynamic response
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Servlet Overview
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Servlet Overview

1.When server starts It instantiates servlets

2.5erver receives HTTP request, determines need
for dynamic response

3.Server selects the appropriate serviet to generate
the response, creates request/response objects,
and passes them to a method on the servlet
Instance

4.Servlet adds information to response object via
method calls

5.5erver generates HTTP response based on
Information stored in response object
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Hello World! Servlet

public class ServletHello extends Httpbervlet
{

FES"
* Rezpond to any HTTF GET request with an
* HTML Hello World! page.
*f
public void doGet (HttpServletRequest requast,

HttpServletResponse response)
throws ServletException, I0Exception

{
// Set the HTTP content type in response header
response.setContentType("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter object for creating the body
// of the responze

PrintWriter servletOut = response.getWriter();
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Hello World! Servlet
All servlets we will write
public class ServletHello extends are subclasses Oof T ———
{

HttpServilet

FES"
* Rezpond to any HTTF GET request with an
* HTML Hello World! page.
*f

public void doGet (HttpServletRequest requast,

HttpServletResponse response)
throws ServletException, I0Exception

{
// Set the HTTP content type in response header
response.setContentType("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter object for creating the body
// of the responze

PrintWriter servletOut = response.getWriter();
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Hello World! Servlet

public class ServletHello extends Httpbervlet E—

{
FES"
* Rezpond to any HTTF GET request with an
* HTML Hello World! page.
¥/ Server calls doGet () in response to GET request
public void(deGet) (HttpServletRequest requast,

HttpServletResponse response)
throws ServletException, I0Exception

{
// Set the HTTP content type in response header
response.setContentType("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter object for creating the body
// of the responze

PrintWriter servletOut = response.getWriter();
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Hello World! Servlet

public class ServletHello extends Httpbervlet E—

{
FES"
* Rezpond to any HTTF GET request with an
* HTML Hello World! page.
*/ Interfaces implemented by request/response objects
public void doGet (HttpServletRequest request,

HttpServletResponse| response)
throws ServletException, I0Exception

{
// Set the HTTP content type in response header
response.setContentType("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter object for creating the body
// of the responze

PrintWriter servletOut = response.getWriter();
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Hello World! Servlet

public class ServletHello extends Httpbervlet E—

{
FES"
* Rezpond to any HTTF GET request with an
* HTML Hello World! page.
*f
public void doGet (HttpServletRequest requast,

HttpServletResponse response)
throws |[BervletException, I0Exception| Production servlet should

{ catch these exceptions
// Set the HTTP content type in response header

response.setContentType("text/html; charset=\"UTF-8\"");

// Obtain a PrintWriter object for creating the body
// of the responze

PrintWriter servletOut = response.getWriter();
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Hello World! Servlet

+JWSDP Tomcat server exception handling:
= Stack trace appended to
logs/jwsdp_log.*.txt
= HTML document returned to client may (or may
not) contain partial stack trace

*Servlet output to System.out.print(),
printStackTrace(), etc. is appended to
logs/launcher.server. log
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Hello World! Servlet

public class ServletHello extends Httpbervlet E—

{

FES"
* Rezpond to any HTTF GET request with an
* HTML Hello World! page.

*f

public void doGet (HttpServletRequest requast,

HttpServletResponse response)

throws ServletException, I0Exception

{
First two // Bet the HTTP content type in response header
things done response,setContentType ("text/html; charset=\"UTF-8\"");
by typical servlet; | _ S _ _
must be in this // Obtain a PrintWriter object for creating the body
der ff_@f tye response _
or PrintWriter servletOut = response.getWriter();
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Hello World! Servlet

// Create the body of the responze
servletOut.println(
"<!DOCTYPE html ‘\n" +
" PUBLIC \"-//W3C//DTD XHTML 1.0 Strict//EN\" ‘\n" +
" \http://www.w3.org/TR/xhtnll/DTD/xhtml1-strict .dtd\"> \n" +
"<html zmlns=‘http://www.w3.org/1909/xhtml’> \n" +
" <head> \n" +
" <title> ‘n" +
" ServletHello.java \n" +
" </title> \n" +
" </head> \n" +
" <body> \n" +
" <p> \n" +
" Hello World! ‘n" +
L1 t:,u"llp} ‘III,D.” 4
" ﬂfbﬂdyh \n" +
"{,-"']'.'ltIﬂl:“ 11':];
servletOut.close();

}
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Hello World! Servlet

// Create the body of the response =

servletOut.println?p
"<!DOCTYPE html ‘\n" +
" PUBLIC \"-//W3C//DTD XHTML 1.0 Strict//EN\" ‘\n" +
" \http://www.w3. org/TR/xhtml1/DTD/xhtml1-strict.dtdy"> \n" +
"<html xmlns='http://www.w3.org/1999/xhtml’> \n" +

L] {h_ d} n . .
n i;tlz R:LH + HTML generated by calling print() or

" ServletHello.java ‘\n" + printin() on the servlet’s
" </title> \n" + PrintWriter object
" </head>» \n" +
L] {bﬂd}-r} ‘I'I.:n." 4
" <p> \n" +
" Hello World! ‘\n" +
" {J"IIP} \n" +
n .::Illlrbcld}-r} "!,'In" +
"¢ /html> 11];
servletOut.close();

}
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Hello World! Servlet

// Create the body of the responze
servletOut.println(

"<!DOCTYPE html ‘n" +

" PUBLIC \"-//W3C//DTD XHTML 1.0 Strict//EN\" ‘n" +

" \http://www.w3.org/TR/xhtnll/DTD/xhtml1-strict .dtd\"> \n" +

"<html zmlns=‘http://www.w3.org/1909/xhtml’> \n" +

" <head> ‘\n" +

" <title> ‘\n" +

" ServletHello. java \n" +

" </title> \n" +

" </head> \n" +

" <body> \n" 4+

" <p> \n" +

" Hello World! ‘n" +

1] ,::Jl,l'p:) ‘I'I.D.” 4

" ﬂfbﬂdyh \n" +

1r{}.l'htm1::, 11':];

Good practice to explicitly close
} the PrintWriter when done
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Servlets vs. Java Applications

+Servlets do not have amain()
= Themain() isin the server

= Entry point to servlet code is via call to a method
(doGet () in the example)

+Servlet interaction with end user 1s indirect
via request/response object APIs

= Actual HT TP request/response processing Is
handled by the server

*Primary servlet output is typically HTML
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Running Servlets

+ Simple way to run a servlet (better later):

1. Compile servlet (make sure that JWSDP
libraries are on path)

2. Copy .class fileto shared/classes
directory

. (Re)start the Tomcat web server

s, If the class is named ServletHel 1o, browse
to
http://localhost:8080/serviet/ServietHello
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Dynamic Content

¥ HelloCounter.java - Mozilla z E D__<|

Boriiiiineis

Hello “World!

Wisitz sihce most recent server restart: 4
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Dynamic Content

public class HelloCounter extends HttpServlet

{
[/ Number of times the servlet has been executed since
/ the prosram (web server) started

[...] // removed doGet() declaration and initialization
// Obtain a PrintWriter object for creating the body

// of the response
PrintWriter servletOut = response.getWriter();

/ anpute the number of visits to the URL for this servlet
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Dynamic Content

<p> \n" +

Hello World! ‘n" +
</p> ‘\n" +
<p> \n" +

Thiz page has been viewed ‘\n" +
visits )+
times 2ince the most recent server restart. ‘\n" +

</p> ‘\n" +
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Dynamic Content

+Potential problems:

= Assuming one instance of servlet on one server,
but

e Many Web sites are distributed over multiple servers

e Even a single server can (not default) create multiple
Instances of a single servlet

= Even If the assumption is correct, this servlet
does not handle concurrent accesses properly

e We’ll deal with this later in the chapter
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Servlet Life Cycle

*Servlet API life cycle methods

= 1n1t(): called when servlet is instantiated,;
must return before any other methods will be
called

» service(): method called directly by server
when an HTTP request is received; default
service () method calls doGet () (or related

methods covered later)
» destroy(): called when server shuts down
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Servlet Life Cycle

public void Example life cycle method:
throws ServletException attempt to initialize visits'veriape'- -+

{ from file
try o
BufferedReader br
fferedReader (new FileReader("aFile"));
(new Integer (br.readLine())).intValue();

}
catch (FileNotFoundException fnfe) {
throw new UnavailableException("File not found: " +
fnfe.toString());
}

catch (Exception &) {
throw new UnavailableException("Data problem: " +
e.toString());
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Servlet Life Cycle

public veid init()

{

+

throws ServletException

try o
BufferedReader br =
new BufferedReader(new FileReader("aFile")):
visits = (new Integer(br.readline())).intValue();
}
catch (FileNotFoundException fnfe) {
throw new"File not found: " +
fnfe.toString());

}

catch (Exception e
throw pew@navailableException) "Data problem: " +
e.toString());

} e

Exception to be thrown
if initialization fails and serviet
should not be instantiated
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Parameter Data

*The request object (which implements
HttpServletRequest) provides
Information from the HT TP request to the

servlet

+One type of information Is parameter data,
which i1s information from the query string

ortion of the HTTP request
p http://www.example. ::mmfaervletfPrintThiE'?
Query string with
one parameter
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Parameter Data

*Parameter data Is the Web analog of
arguments in a method call:

System.out.println("aString");

http://www.example. com/servlet/PrintThis7arg=aString

+Query string syntax and semantics
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Parameter Data

+Query string syntax and semantics
= Multiple parameters separated by &

http://www.example. com/servlet/PrintThis7arg=aStringkcolor=red

= Order of parameters does not matter

http://www.example. com/servlet/PrintThis?color=redkarg=aString

= All parameter values are strings

http://www.example. ::mmfservletfPrintThis::::Jln::-r=red

Value of arg is empty string
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Parameter Data

+Parameter names and values can be any 8-bit
characters

+URL encoding Is used to represent non-
alphanumeric characters:

http://www.example. com/servlet /PrintThizTarg=L27a+String 27

Value of arg is
‘a String’

+URL decoding applied by server to retrieve
Intended name or value
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Parameter Data

+URL encoding algorithm

initialize the result to the empty string
for each 8-bit character in the original string
1f the character 1s an alphanumeric
concatenate the character to the result
elzse 1f the character iz a space
concatenate a plus sign (+) to the result
elze
concatenate a percent sign (J) followed by
the two-digit hexadecimal walue of the character
to the result
endif
endfor
return result
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Parameter Data

TABLE 6.1: Some HttpServletRequest methods for accessing parameter data.

Method

Purpose

String getQueryString()

Returns the entire query string in its original

(URL encoded) form.

Enumeration
getParameterllames ()

Returns Enumeration of String values repre-
senting all parameter names (URL decoded )
m the query string.

String getParameter
(String name)

Returns String representing value (URL de-
coded) of parameter named name, or null if
parameter 15 not present n the query string.

String[]
getParameterValues
(String name)

Returns array of String's representing all val-
nes (URL decoded ) of parameter named name,
or null it parameter 12 not present in the
query string.
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Parameter Data

¥ PrintThis. java - Mozilla {Build ID... |z E E|

| T

Chuety string: arg="o2 fatstring® o2V &color=red

‘a otring
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Parameter Data

L1] {bﬂdy} ‘III,D.” +
" <p*Query string: " +
WebTechUtil.escapeXML(request.getQueryString () ) + "</p>" J;

// Decide whether or not to set color
String color = request.getParameter("color");
if (color == null) {

servletOut.println(

(L[] {p:, n ;]!

} oelse {
servletOut.println(

" <p style=’color:" +

1r::,, L ':].
1

WebTechUtil.escapeQuotes (WebTechUtil.escapeXML{color)) +
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Parameter Data

Must escape XML special characters in
" <body> \n" + all user-supplied data before adding t0 H T e
SOne . n 4 toavoid cross-site scripting attacks

ebTechlUtil.escape

LPrequest.getQueryString()) + "</p>" );

// Decide whether or not to set color
String color = request.getParameter("color");
if (color == null) {
servletOut.println(
L1 {P} n ];
} oelse {
servletOut.println(
" <p style=’color:" +

WebTechUtil.escapeQuotes (WebTechUtil.escapeXML{color)) +
"!} L1 ];
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Parameter Data

*Cross-site scripting

Attacker

Comment containing
<script> element

\

-

Victim

Document containing

N

Blogging Web
site

~

attacker’s comment (and script)
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Parameter Data

" <body> \n" + E—

" <p*Query string: " +
WebTechUtil.escapeXML(request.getQueryString () ) + "</p>" J;

// Decide whether or not to set color
String color = request.getParameter("color");
if (color == null) {
servletOut.println(
L1 {p} n ;];
} oelse {
servletOut.println(
" <p style=’color:" +

webTechUtilwebTechUtil.escape}{MLfcolmr)) +

} Also need to escape quotes within
attribute values.

1r::,, L ':].
1
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Parameter Data

// Decide which string to output
String arg = request.getParameter("arg");
if (arg == null) {
arg = "Hello World!";
}

// Create remainder of response body
servlietOut.println(
" " + WebTechUtil.escapeXML(arg) + "\n" +
L ,::Jl,fp} "'-.Il” +
n ﬂ{"’bﬂdy:} "lllln“‘ +
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Parameter Data

+ A form automatically generates a query
string when submitted

= Parameter name specified by value of name
attributes of form controls

<input type="text" size=” 40" />

= Parameter value depends on control type

<label>

<input type="checkbox" name="boxgroupl" GELRE=SESIIND/ >tall

</label> Value for checkbox
specified by value attribute
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TAELE 6.2

Parameter Data

Values for HTML form controls {except mput /file)

Control(s]

Value

input/text.
input/password.
textarea

text present in control when form is submitted

input/checkbox,
input/radie,
input/submit,
input/image,
button/submit

String assigned to corresponding value attribute. Control
must be selected /elicked for parameter to be returned.

input /hidden

String assigned to corresponding value attribute.

zelact

String assigned to value attribute of selected option(s),
or content of any selected option for which value is not
defined.
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Parameter Data

% LifeStory. html - Mozilla {Build ID; 2003052908} M=1E3

Fiiiiiiiiil

Enter your name: vou username

Crive wour hfe's story 100 words or less:
less is mwore

\\ / lifestory

boxgroupl (values same as labels)

| Publish hy Life's Story |
doit
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Parameter Data

*Query string produced by browser (all one
line):

username=youklifestory=les E+iE+Iﬂ[JI'E funny

smart&dnit=Fublish+H}r+Lif e}27e+Story

™~

Checkbox parameters have same name values;
only checked boxes have corresponding parameters
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Parameter Data

¢GET vs. POST method for forms:

s GET:
e Query string Is part of URL
e Length of query string may be limited

e Recommended when parameter data is not stored but
used only to request information (e.g., search engine

query)

+ The URL can be bookmarked or emailed and the same data
will be passed to the server when the URL is revisited
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Parameter Data

% Google Search: form GET POST - Mozilla (=13

\5{. hitkpe f e, gonale. com)' searc ?q=FDrm+GET+POST}

H_Advanced oearch  Preferences Language Tools  Search Tips

form GET POST Google Search

Searched the web for form GET POST. Fesults 1- 10 of about 6,270,000, Search took 0.09 seconds.

[thelist] GET POST Form FPHF

[thelist] GET POST Form PHP. rudy thelist ... 01 2003: Previous message: [thelist]
GET POST Form PHF; Mext message: [thelist] GET POST Form FHF, ...

lists. evalt. orgfarchiveMtYeek-of-Mon-200302247 135437 himl - 4k - Cached - Similar pages

Get/Postin aform - HTMWL - The Complete Webmaster

... Get/Post in a form ... Follow Ups: He: Get/Post in a form werert 15:37:22 27221/103
0): Re: Get/Post in a form werert 15:37:19 27211103 (D) Post a Fallowup. ...
wenewy abiglime. comdwebmaster/boards/htmlfpost=/Ba8 him - Bk - Cached - Similar pages

Browser content copyright 2004 Google, Inc. Used by permission.
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Parameter Data

¢GET vs. POST method for forms:

a POST:

e Query string is sent as body of HTTP request
e Length of query string is unlimited

e Recommended If parameter data Is intended to cause
the server to update stored data

e Most browsers will warn you if they are about to
resubmit POST data to avoid duplicate updates
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Parameter Data

Confirm

The page vaou are krying ko wiew contains POSTDATA, IF wou resend the daka, any action the Form
carried ouk {such as a search or online purchase) will be repeated. To resend the data, click Ok,

iDtherwise, click Cancel,
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Parameter Data

¢ GET vs. POST in a Web application:
According to the HTTP 1.1 specification (RFC 2616):

In particular, the convention has been established that the
GET and HEAD methods SHOULD NOT have the
significance of taking an action other than retrieval

A consequence of this is that “web accelerators” might pre-
fetch your GET-based URL, with possible disastrous
consequences if you actually use GET for processing.

(note that because of this, accelerators such as Google’s
won’t pre-fetch GET-based URLSs with parameters)
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Sessions

+*Many interactive Web sites spread user data
entry out over several pages:
= EX: add items to cart, enter shipping information,
enter billing information
*Problem: how does the server know which
users generated which HTTP requests?

= Cannot rely on standard HTTP headers to
Identify a user
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Advancing
Time
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Sessions

iZlient 1

|

HTTF Request

Server

HTTF Response

Client 2

HTTF Request

|

Session D =4235

HTTF Request

HTTF REesponse

Session D = 4235

HTTF Response

Session D = 9168
HTTF Request

Session D= 9168
HTTF Response

HTTF Request

HTTF Request

Session D =4235
HTTF Response

Session D = 9168
HTTF Response




Advancing
Time

Server sends back
new uniqgue - —
session ID when
the request has
none
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iZlient 1

|

HTTF Request

Server

HTT 5e

Client 2

HTTF Request

|

< Session D =4235

HTTF Request

HTTF REesponse

Session D = 4235

HTTF Response

Session D = 9168
HTTF Request

Session D= 9168
HTTF Response

HTTF Request

HTTF Request

Session D =4235
HTTF Response

Session D = 9168
HTTF Response
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Sessions

Client 1 Server Client 2
- l HT TP Request l
Advancing HTTF Request
Time HTTF Response
Session D =4235 HTTF REesponse
Session D = 9168
Client that supports HIIE Requedt HTTP Request

session stores the //C Segen b= 2286 Session ID = 9168

: —]
ID and sends it HTTP Response

back to the server HTTF Response

in subsequent

requests HTTF Requeast HTTF Request
Session ID = 4235 Session ID = 9168

HTTP Response HTTF Response
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Advancing
Time

Server knows
that all of these
requests are
from the same
client. The

set of requests
IS known as a
session.
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iZlient 1

|

Sessions

Server

Client 2

HTTF Request

|

HTTF REesponse

Session D = 9168
HTTF Request

Session D= 9168
HTTF Response

HTTF Request

Session D = 9168
HTTF Response
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Advancing
Time
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Sessions

iZlient 1

|

HTTF Request

Server

HTTF Response

a

HTTF Request

Client 2

a |

Session D =4235

HTTF Request

HTTF REesponse

Session D = 4235

HTTF Response

Session D = 9168
HTTF Request

Session D= 9168
HTTF Response

HTTF Request

HTTF Request

Session D =4235
HTTF Response

Session D = 9168

HTTF Response

h 7

And the server
knows that all
of these
requests are
from a different
client.
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Sessions

HttpSession session = request(getSession();

if (session.islNew()) {

visits++;

Guy-Vincent Jourdan ::

Returns HttpSession object associated

with this HTTP request.

 Creates new HttpSession object if no
session ID in request or no object with
this ID exists

» Otherwise, returns previously created
object
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Sessions

HttpSession session = request.getlession();

if (zes Ei[ll‘l {

) ViS1tEH; Boolean indicating whether returned
object was newly created or already
existed.

Guy-Vincent Jourdan :: CSI 3140 :: based on Jeffrey C. Jackson’s slides 53



Sessions

HttpSession session = request.getlession();
if (sesszion.isNew()) {

Incremented once per session

}

Guy-Vincent Jourdan :: CSI 3140 :: based on Jeffrey C. Jackson’s slides

54



Sessions

Bt Greeting. java - Mozilla |:||E|E|

Boiiiiiiiil

Please sign o

% Greeting. java - Mozilla M=E3
Three Web Boiiiiiiiil

pages_ prOdUCGd Thanlks for signing i, <b>This & That</b>.
by a single servlet

Please wisit again|

Bt Greeting. java - Mozilla |:||§|[E|

Boiiiiiiiil

Hey, vou're <b>This & That</b>, aren't
vou?! Welcome back!|
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Sessions

l GET Request
no Session D

Advancing
Time

Sign-in page
+ Session D

FOST Request
+ Session D

Thank-you page

GET Request
+ Session D

VWelcome-back page
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Sessions

public veid doGet (HttpServletRequest request,
HttpServletResponse response)

HttpSession seszion = request.getSession();
String signln = (String)session.getAttribute("signIln");

if (session.isNew() || (signIn == null)) {
printSignInForm(servletOut, "Greeting");
} else {

printWelcomeBack (servletOut, signln);
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Sessions

public veid doGet (HttpServletRequest request,
HttpServletResponse response)

Session attribute is a

HttpSession session = request.getSession(); name/value pair
String signln = (String "signln");
if (seszsion.isNew() || (sign

print3ignInForm(servletOut, "Greeting");

} else {
printWelcomeBack (servletOut, signln);
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Sessions

public veid doGet (HttpServletRequest request,
HttpServletResponse response)

Httplession session = request.getSession();

String signln = (String)session.getAttribute("signln");

if (session.islNew() || } { Session attribute will
printSignInForm(servletOut, "Greeting"j;haVe|1U11 value until

b else { a value is assigned

printWelcomeBack (servletOut, signln);
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Sessions

public veid doGet (HttpServletRequest request,
HttpServletResponse response)

HttpSession seszion = request.getSession();
String signln = (String)session.getAttribute("signIln");

Generate if (sessicn.isNew() || (signln == null)) {
sign-in form print3ignInForm(servletOut, "Greeting");
if sessionis { } else {

new or printWelcomeBack (servletOut, signln);
signln +

attribute has no value,
weclome-back page
otherwise.
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Sessions

¥ Greeting. java - Mozilla Z E'E'

Boiziiiziil

Sign-in form Please sign in:

% Greeting. java - Mozilla |Z E|[z|
Welcome-back Hey, vou're <b>Thiz & That</b>, aren't
page you? Welcome back!!
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Sessions

private void printSignInForm(PrintWriter servletOut,
String } Second argument
{ (“Greeting”) used as
action attribute value

servletOut . println( (relative URL)
! <form method='post’ action="" +‘!!!!!?-+ "ix<dive \n" +

" <label> ‘\n" +
" Flease =ign in: <input type='text’ name=’szignln’ /> ‘n" +
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Sessions

private void printSignInForm(PrintWriter servletOut,
String actiom)

Form will be sent using POST HTTP
servletOut.printin¢ Method (doPost() method will be called)

" <form methmd= action="" + action + "’'><div> \n" +
" <label> ‘\n" +
" Flease =ign in: <input type='text’ name=’szignln’ /> ‘n" +

Guy-Vincent Jourdan :: CSI 3140 :: based on Jeffrey C. Jackson’s slides 63



Sessions

private void printSignInForm(PrintWriter servletOut,
String actiom)

servletOut . println(
" <form method='post’ action='" + action + "’'><div> \n" +
" <label> ‘\n" +

" Flease =ign in: <input tj,rpe=’te:{t’ /> An" +

Text field containing
user name is named
signln
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Sessions

public void doPost (HttpServletRequest request,
HttpServletResponse response)

String signln = request.getParameter ("signIn");
HttpSession session = request.getSession();
if (signIn '= null) {
printThanks (servletOut, =ignln, "Greeting");
session.setAttribute("signIn", signln);
} else {

printSignInForm(servletOut, "Greeting");
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Sessions

public void doPost (HttpServletRequest request,
HttpServletResponse response)

Retrieve _{ S8tring signln = request.getParameter ("signIn");

signln HttpSession session = request.getSession(),
parameter value j¢ (sjgnIn != null) {

printThanks (servletOut, signln, "Greeting");

session.setAttribute("zignIn", =ignln);
b else {

printSignInForm(servletOut, "Greeting");
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Sessions

public void doPost (HttpServletRequest request,
HttpServletResponse response)

String signln = request.getParameter ("signIn");
Httplession session = request.getSession();

Normal if (signIn '= null) {

processing: printThanks (servletOut, signln, "Greeting");
signln session.setAttribute("signln", signln);
parameter b oelse {

IS present in printSignInForm(servletOut, "Greeting");

HTTP request 1}
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Sessions

public void doPost (HttpServletRequest request,
HttpServletResponse response)

String signln = request.getParameter ("signIn");
HttpSession session = request.getSession();
if (signIn '= null) {
printThanks (servletOut, =ignln, "Greeting");
session.setAttribute("signIn", signln);
} else {

printSignInForm(servletOut, "Greeting");

Generate
HTML for {
response
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Sessions

¥ Greeting. java - Mozilla Z E'E'

Foiiiiiiiil

Must escape

Thank-you page
Thanks for sigrung m, Qb= This & That=ib> | v\ special

N . characters in
Please visit again! user input
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Assign a {
value to the
signlIn session
attribute

Sessions

public void doPost (HttpServletRequest request,
HttpServletResponse response)

String signln = request.getParameter ("signIn");
HttpSession session = request.getSession();
if (signIn '= null) {
printThanks (servletOut, =ignln, "Greeting");
session.setAttribute("signIn", signln);
} else {

printSignInForm(servletOut, "Greeting");
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Sessions

+Session attribute methods:

» setAttribute(String name, Object
value): creates a session attribute with the
given name and value

» Object getAttribute(String name):
returns the value of the session attribute named
name, or returns nu 1 1 if this session does not
have an attribute with this name
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Error
processing
(return user

to sign-in form)

Sessions

public void doPost (HttpServletRequest request,
HttpServletResponse response)

String signln = request.getParameter ("signIn");
HttpSession session = request.getSession();
if (signIn '= null) {
printThanks (servletOut, =ignln, "Greeting");
session.setAttribute("signIn", signln);
} else {
print3ignInForm(servletOut, "Greeting");

}
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Sessions

+By default, each session expires If a server-
determined length of time elapses between a

session’s HTTP requests
= Server destroys the corresponding session object

+Servlet code can:

» Terminate a session by calling 1nvalidate()
method on session object

= Set the expiration time-out duration (secs) by
calling setMaxInactivelInterval (1nt)
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Cookies

* A cookie Is a name/value pair in the Set-
Cookie header field of an HT TP response

+*Most (not all) clients will:

= Store each cookie received in its file system

= Send each cookie back to the server that sent it
as part of the Cookie header field of subsequent
HTTP requests
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Cookies

Client 1 Server Client 2
- 1 HTTP Request l
Advancing HTTF Eequest
Time HTTF Response W
Session D = 4235J HTTP Response

Tomcat sends Session ID = 9168
session ID as value HTFE Request HTTP Request
of cookie named SESElen [DSAres Session D - 9166
JSESSIONID

HTTF Response HTTP Response

HTTF Reqguest
Session D= 9168

HTTF Eesponse

HTTF Request
Session D= 4235

HTTF Response
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Cookies

Client 1 Server Client 2
- l HTTF Request l
Advancing HTTF Eequest
Time HTTF Response
Session D = 4235 HTTF Kesponse

Session D= 9168
HTTF FEequest

. HTTF Request
Cookie-enabled i W

Session D= 4235 : —
browser returns J Session D = 9168
session ID as value LT [Reaeiee HTTP Response
of cookie named
JSESSIONID TP Feguss: ] HTFP Feguest
Session D = 4235 | SiEselen D SEee
HTTP Response HTTF Response
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Cookies

*Servlets can set cookies explicitly
» Cook1e class used to represent cookies

» request.getCookies() returns an array of
Cookie Instances representing cookie data in
HTTP request

» response.addCookie(Cookie) addsa
cookie to the HTTP response
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Cookies

TABLE 6.3: Kev Cookie class methods.

Method

Purpose

Cockie(3tring name, 3tring value)

Constructor to create a cookie with given
name and value

String getllame ()

Return name of this coole

String getValue()

Return value of this cookie

vold setMaxAge(int seconds)

Cookies are expired by
client (server can request
expiration date)

Set delay until cookie expires. Positive
value 15 delay in seconds, negative value
means that the cookie expires when the
browser closes, and 0 means delete the
cookie.
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Cookies

public void doGet (HttpServletRequest request,
HttpServletResponze response)
throws ServletException, I0Exception

[/ Get count from cookie if available, otherwise
// use initial value.
int count = 0;
Cookie[] cookiez = request.getCookies();
if (cookies !'= null) {
for (int i=0; (i<cookies.length) &k (count==0); i++) {
if (cookies[i] .getlName () .equals("COUNT")) {
count = Integer.parselnt (cockies[i].getValue());

}
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Cookies

public void doGet (HttpServletRequest request,
HttpServletResponze response)
throws ServletException, I0Exception

[/ Get count from cookie if available, otherwise

// use initial value. _
int count = 0; Return array of cookies

Cookie[] cookies = @.gatﬂtm@ contained in HTTP request

if (cookies !'= null) {
for (int i=0; (i<cookies.length) &k (count==0); i++) {
if (cookies[i] .getlName () .equals("COUNT")) {
count = Integer.parselnt (cockies[i].getValue());

}
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Cookies

public void doGet (HttpServletRequest request,
HttpServletResponze response)
throws ServletException, I0Exception

[/ Get count from cookie if available, otherwise
// use initial value.

int count = 0;

Cookie[] cookiez = request.getCookies();

if (cookies !'= null) {
Search for

_ for (int i=0; (i<cookies.length) &k (count==0); i++) {
cookie if (cookies[i] .getlName () .equals("COUNT")) {
named { count = Integer.parselnt (cockies[i].getValue());
COUNT and }
extract value }
as an int T
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Cookies

i - ——
// Increment the count and add request to client to store it

// for one year.
count++;
Cookie cockie = new Cockie("COUNT",
new Integer(count).tedtring());
cookie.setMaxAge (oneYear) ;
response.addCookie (cookie) ;

// Set the HTTP content type in response header
responge. setContentType ("text/html; charset=\"UTF-8\""),

" <body> \n" +

" <p>You have visited this page " 4 count + " time(s) ‘n" +

" in the past year, or since clearing vour cockies.</p> \n" +
L1 ,::llfbﬂdy:) "||lln1r +
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Cookies

i - ——
// Increment the count and add request to client to store it

// for one year.

Send [ count++;

replacement Cookie cookie = new Cockie("COUNT",

cookie value < new Integer (count).toString());
to client cookie.setMaxAge (cneYear);

(overwrites L response.addCookie (cookie) ;

existing cookie
J ) // Set the HTTP content type in response header

responge. setContentType ("text/html; charset=\"UTF-8\""),

" <body> \n" +

" <p>You have visited this page " 4 count + " time(s) ‘n" +

" in the past year, or since clearing vour cockies.</p> \n" +
L1 ,::llfbﬂdy:) "||lln1r +
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Cookies

i - ——
// Increment the count and add request to client to store it

// for one year.
count++;
Cookie cockie = new Cockie("COUNT",
new Integer (count).toString());

cookie.setMaxdpre (oneYear);
Should call resp-::-ns:::ml-:ie} ;

addCookie()

before Writing // Set the HTTP content type in response header

HTML responsze. setContentType ("text/html; charset=\"UTF-8\"");
" <body> \n" +

" <p>You have visited this page " 4 count + " time(s) ‘n" +
" in the past year, or since clearing vour cockies.</p> \n" +
L1 ,::llfbﬂdjlir} \'l.ﬂ" +
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Cookies
Privacy Issues

HTTP request to
intended site

HTTP response:
HTML document
including ad <img>

HTTP request for
ad image

Image
plus Set-Cookie
in response:

third-party cookie
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Cookies
Privacy Issues

HTTP request to 2nd
intended site

HTTP response:
HTML document
including ad <img>

HTTP request for
ad image plus Cookie (identifies user)

Image Based on

Referer, | know two
Web sites that

this user has

visited
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Cookies
Privacy Issues

*Due to privacy concerns, many users block
cookies

= Blocking may be fine-tuned. Ex: Mozilla allows
e Blocking of third-party cookies
e Blocking based on on-line privacy policy

+ Alternative to cookies for maintaining
session: URL rewriting
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URL Rewriting

Client 1 Server Client 2
- 1 HTTP Request l
Advancing HTTF Eequest
Time HTTF Response W
Session D = 4235J HTTP Response
Tomcat adds Session ID = 9168
session ID within HTFE Reguest HTTP Request
HTML document Session ID = 4235 Session D = 6168
to all URL’s R
referring to the HTTF Response S
servlet Session ID = 4235
HTTF Request HTH:_) REEIEE:
Sossion D = 4735 session D = 9163
HTTP Response HTTF Response
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URL Rewriting

Client 1 Server Client 2
- l HTTF Request l
Advancing HTTF Request
Time HTTF Response
Session D = 4235 HTTF Kesponse
=ession D =2163
Subsequent ;TF Riunej235] HTTP Request
: : ession D = : —
request will contain J Session D = 9168
session ID in the P REerRase HTTP Response
URL of the request ;
Session ID = 4235 LTTE R
HTTP Request request
Session ID = 4235 sieeeten D= e
HTTP Response HTTF Response
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URL Rewriting

Client 1 Server Client 2
- l HTTF Request l
Advancing HTTF Eequest
Time HTTF Response
Session D = 4235 HTTF Kesponse

Session D = 9165

HTTF FEequest
Session D= 9168

HTTF Request
Session D= 4235

Next response must

again add session ID HTTP Response ) HTTP Response
to all URL's Session ID = 4235)
HTTP Request HTH:_) Request
Session D = 4235 Session D = 9168
HTTP Response HTTF Response
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URL Rewriting

+QOriginal (relative) URL.:

href=“URLEncodedGreeting”

+URL containing session ID:
href="URLEncodedGreeting;jsessionid=0157B9E85”

Path parameter

+Path parameter is treated differently than
query string parameter

» EX: invisible to getParameter()
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URL Rewriting

*HttpServletResponse method
encodeURL () will add session id path
parameter to argument URL

Original
=Erint printSignInForm(servlstOut, ] -

Relative URL of serviet

Serviet print3ignInForm(servletOut,

using URL response.encodaURL( URLEnc:ndadGr@} :
rewriting
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URL Rewriting

*Must rewrite every servlet URL in every
document

*Security Issues

URL with
session ID
7152

Web site using
URL rewriting

User A
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URL Rewriting

*Must rewrite every servlet URL In every
document

*Security Issues
URL with

Web site using

: URL rewriting
session ID
7152
Email URL
User A > User B
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URL Rewriting

*Must rewrite every servlet URL In every

document

*Security Issues

URL with
session ID
7152

User A

Web site using
URL rewriting

Email URL

Visit Web site with
session ID 7152

User B
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More Servlet Methods

TABLE 6.4: Additional Http3ervletRequest methaods.

Method

Purpose

String getRemoteAddr()

Return IP address of the client machine
making this request.

String getRemoteHost ()

Beturn fully qualified name of the client
making this request, or its [P address if
name 18 not available.

String getProtocol()

Beturn the type and version of communi-
cation protocol used by the chent to make
this request (e.g., “HTTP/1.17).

boolean isSecure()

Heturn boolean indicating whether or not
this request was made over a secure corm-
munication channel.

StringBuffer getRequestURL()

Heturn a StringBuffer containing the URL
nsed to access this servlet, excluding any
query string appended to the URL as well
as any Jsessionid path parameter.

Enumeration getHeaderNames ()

Heturn an Ennmeration of String objects
representing names of all header fields in
the request.

String getHeader (String fieldName)

Given a valid header field name. return a
String representing the value of the field,
or null if header field 1= not present in
request. The match of fieldName against
header field names 15 case-insensitive.
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More Serviet Methods

¥ PrintHitplnfo. java - Mozilla

Boiiiiiiilt

Chent IP address: 209114 161 203
Chent host name: 209 114 161,203
HTTP protocol: HITF/1.1
Secure channel: falze
Request URL: http:iflocalhost: 2525 servletPrintHttpInfo

HTTF Header Fields

Name Value

host

falce example. org 2525

user-agent Momllals 0 (Windows, T, Windows MNT 5.1, en-TU5,; rw1.4) Gecko/20030624

accept

testtzml, application/zml, applicationfzhtmiml textthtml, =0 9 textiplain,q=0.8

accept-language |en-us,en,g=0.5

accept-encoding |gzip, deflate

accept-charset  |[I50-8859-1 uth-8,q=0.7 *,q=07

leeep-alive 200
contection keep-alive
cookie COUNT=T, ISESEIONID=8821304BCHCOTE4AEZ ASDFCZDAS0C 2119
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More Servlet Methods

TABLE 6.5: Additional HttpServletResponse methods.

Method

Purpose

vold setHeader (String name, String value)

Include a header field with the

given name and value in the
HTTF response.

vold setDateHeader (String name, long value)

Include a date header field (such
as Expires) with the given name
i the HT'T'P response. The given
value is converted from millisec-
onds since 00:00 01 January 1970
UTC to an equivalent time in

HTTFP date format.

vold setContentLength(int lan)

Set. the Content-Length header
field to the given value.

vold setBufferSize(int size)

Set the desired size of the re-
sponse buffer (see below). The
server may override the specified
size and use a larger value. This
method must be called before any
data 1s written into the response

buffer

int getBufferSize()

Return an integer representing
the actual size of the response

buffer.
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More Serviet Methods

*Response buffer

» All data sent to the PrintWriter object is
stored in a buffer

= When the buffer is full, it is automatically
flushed:

e Contents are sent to the client (preceded by header
fields, if this is the first flush)

e Buffer becomes empty

= Note that all header fields must be defined before
the first buffer flush
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More Servlet Methods

TAELE 6.5 Additional HttpServletResponse methods.

void

zetStatus(int statuszCode)

Set the status code in the HT'TP
response (status code s 200 (OK)
bv defanlt).  Anyv imformation
contained in the response buffer
1= cleared. Use only for non-error
status codes.

vioid

sendError (int statusCode, String msg)

Set  the status code in the
HTTF response to the given error
statusCode (status code begin-
ning with 4 or 5), and in the body
of the response send a server-
generated HTML error page con-
taining the given msg.

vioid

sendRedirect (3tring url)

Cause HI'TF response with sta-
tus code 307 (Temporary Redi-
rect) to be sent to the client,
cansing the client to send a new
HTTF request to the given url.
Client will behave as if it had sent
request to the specified url.

vioid

encodeRedirectURL (String url)

Perform URL rewriting (for ses-
slon management) on url that
will be used for redirection.
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More Serviet Methods

+In addition to doGet () and doPost (),
servlets have methods corresponding to other
HTTP request methods

» doHead () : automatically defined if doGet ()
IS overridden

» doOptions (), doTrace(): useful default
methods provided

» doDelete(), doPut(): override to support
these methods
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Data Storage

+ Almost all web applications (servlets or related
dynamic web server software) store and retrieve data

= Typical web app uses a data base management system
(DBMS)

= Another option is to use the file system
= Not web technologies, so beyond our scope

+ Some Java data storage details provided In
Appendices B (file system) and C (DBMS)

+ One common problem: concurrency
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Concurrency

Servlet Servlet
Weh for for
Terver Tserl LLETS

Time -
Start J_

Begin 110

Suspend

Start

Complete

Complete
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Concurrency

+Tomcat creates a separate thread for each
HT TP request

¢ Java thread state saved:
= \Which statement to be executed next

= | he call stack: where the current method will
return to, where that method will return to, etc.
plus parameter values for each method

= | he values of local variables for all methods on
the call stack
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Concurrency

+*Some examples of values that are not saved
when a thread Is suspended:

= Values of instance variables (variables declared
outside of methods)

= Values of class variables (variables declared as
static outside of methods)

s Contents of files and other external resources
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Concurrency

public class HelloCounter extends HttpServlet

{

// Number of times the servlet has been executed since
// the program (web server) started
private int visits=0;

[...] // removed doGet() declaration and initialization

// Obtain a PrintWriter object for creating the body

// of the response
PrintWriter servletOut = response.getWriter();

// Compute the number of visits to the URL for this servlet
visita++;

/[ Output HTML document
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Concurrency

Tsexl Tserd
Thread Thread
=started=
visits++:
=v1sits nonar 18=
=mspendad=
=starteds=
visits++,

=visits noar 19=
servlatCnt prantlng...
visits + ... 1,
=cutputs 19=
=completed=

“rennmed=
servletChat prantlng ...
visits + ... 1;
=outputs 159=
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Concurrency

+ Java support thread synchronization

synchronized) public void doGet (HttpServletRequest request,
HttpServletResponse response)

Only one thread at
at time can call doGet ()

= Only one synchronized method within a class
can be called at any one time
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Concurrency

Tserl
Thread

=started=

synchllethod(),
synchromzed woid
synchMlethad) |

=sspended,
holding lock=

remmed=

} M end of method

Guy-Vincent Jourdan :: CSI 3140 ::

Tserd
Thraad

=started=

symchMethod():
=hblocked, warting
for lock=

sunhblocked=
synchromzed woid
synchblethod] {

based on Jeffrey C. Jackson’s slides
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Concurrency

*\Web application with multiple servlet classes
and shared resource:

Servlet 1 (CounterBeader) Servlet 2 (CounterWriter)

Input count from file (24)

<suspended>
Input count from file (24)
Increment count (25)
Overwrite file with count (25)
Dizplay "Hello World!" page
<resumed>

Overwrite file with 0O
Display count (24)
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Concurrency

+Solution: create a shared class with
synchronized static methods called by both
servlets

. readAndReset() incr() .
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Common Gateway Interface

+CGl was the earliest standard technology
used for dynamic server-side content

+CGl basics:

s HTTP request information is stored in
environment variables (e.g., QUERY_STRING,
REQUEST METHOD, HTTP_USER_AGENT)

= Program Is executed, output is returned in HTTP
response
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Common Gateway Interface

+ Advantage:

= Program can be written in any programming
anguage (Perl frequently used)

+Disadvantages:
= No standard for concepts such as session

= May be slower (programs normally run in
separate processes, not server process)
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