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Abstract

This paper proposes an algorithm for the construction of an MSC
graph from a given set of actual observations of an existing cosurr
system which has repetitive subfunctions. When a design represerding th
current functionality of the existing system is desired, such a graph can
be checked for safe realizability and be used as input to existing synthesis
techniques to construct the design for the system functionality.

I. INTRODUCTION

A concurrent system consists of two or more processes comgating
among themselves via message exchanges. Each individueticiality
(i.e., intended or actual behavior) of such a system can baed as a
sequence of subfunctions. Often, depictions of individotEnded behaviors
of a concurrent system are given by designers as Messager®exCharts
(MSCs) [1], [2]. An individual MSC is a visual description ef series of
message exchanges among communicating processes in areoheystem
where the local view of the message exchanges is a total witterespect
to each process but the global view is a partial order. A taplesisting of a
local view for each process of the message exchanges dificesn MSC
uniquely determines that MSC. Thus, an MSC represents @lbarter
execution of a concurrent system which stands for a set efltinations



(total order executions of the system) determined by cemiid all possible
interleavings of concurrent message exchanges impliethdoyartial order.

Formal semantics associated with MSCs provides a basisér anal-
ysis such as detecting timing conflicts and race conditi@&sHron—local
choices [4], model checking [5], and checking safe reallitgt{6]. Safe
realizability is a property that characterizes whetheravédrs represented
by a given set of MSCs can be realizable by some deadlockifnpée-
mentation of communicating processes. [6] shows that ifgiven set of
MSCs is safely realizable then an approach similar to egstynthesis
algorithms can be used to synthesize a deadlock-free dédbigis not, then
unspecified (and possibly unwanted) MSCs that are impliedoeadetected
and fed back to the design process. While checking for safezabdity of
a given set of MSCs that does not imply any repetitive systebfusictions
can be done in polynomial time [6], that of a given bounded Mf8&ph is
EXPSPACE—complete [7].

One of the aims of the reverse engineering [8], [9] is to recdkie design
of an existing system from the run time behavior of its impéenation.
In this paper, we consider the reverse engineering of desifrexisting
concurrent systems from given sets of observations of imgilementations.
Here, a given set of observations consists of individuaddnizations of a
set of MSCs that is not given. We propose an algorithm for waosng
an MSC graph from a given set of observations of an existimruoent
system as a representation of the system’s design.

We assume that every repetitive subfunction of the systérany) is
represented in the given set of observations at least twicee with no
occurrence or one occurrence, and once with two or more catige oc-
currences. This assumption stems from the fact that soneitiep subfunc-
tions can be skipped during executions, whereas otherotadowever, in
all the observations in which the repetitive subfunctiosuws two or more
times, it must occur exactly the same number of times to siyniile loop
inference algorithms.

When the resulting graph is acyclic, it is guaranteed thatsystem’s
functionality is free from repetitive subfunctions. Otiwise, the resulting
MSC graph is cyclic due to the existence of repetitive subfions in
system’s behavior. In either case, the resulting MSC graply then be
checked for safe realizability and, when found safely peddie, can be
used directly as input to the existing automated synthesisniques.

An earlier version of this work appeared as [10]. Some smhstifor the
same problem, under different assumptions, were presémtdd], [12].

The rest of the paper is organized as follows: Section lloshiices the
terminology and notation used throughout the paper. Sedtlogives the
formal definition of the problem. Section IV presents the stauction of



an MSC graph from a given set of observations. Section V disgsisome
open problems and gives the concluding remarks. The progfs@amplexity
analysis can be found in the appendices.

Il. PRELIMINARIES

The notation we will be using is directly adopted from [6]. Ancurrent
systemP is a set of processé® = {P;, P, ..., P,}, communicating with
each other by passing messages from an alphabhetver infinite slot
(not necessarily FIFO) buffers. An event labeled sagi(i, j,a) denotes
the transmission of a message= ¥ by the process’; to the process;.
Similarly, an event labeled agw(j, i, a) denotes the reception of a message
a by the processd’;, which must have been sent By.

We use[n] to denote the sefl,2,...,n}. Let % = {snd(i,j,a)|j €
[n],a € 2}, 37 = {rev(i,j,a)|j € [n],a € £}, and¥; = £ U LT be
the set of send event labels, the set of receive event labeisthe set of
event labels of the proced3, respectively. Then we definE? = U;c,, 3,

57 = Ui El, and ¥ = £° US7, as the set of send event labels, set of
receive event labels, and the set of event labels, respéctiv

A word w over an alphabet is a finite sequence of elements from that
alphabet. For two words and w’, juxtaposition of the two wordsypw’,
denotes the concatenation of and w’. w’ is said to be grefix of w, if
there existsw” such thatw = w'w”. For an integett > 0, w*) denotes
the concatenation of copies ofw, wherew(?) is defined to be the empty
word. We will use the notatioms* to denote concatenation of O or more
copies, andv™ to denote concatenation of 1 or more copies of the word

Given a wordw over 3 and an event labek € 3, let #(w, o) be the
number of occurrences ofin w. w is said to bevell-formedf Vprefix w’ of
w, Vi,j € [n] andVa € X, #(w’, snd(i, j,a)) — #(w', rev(j,i,a)) > 0. In
other words, every receive event must be preceded by a mgtsbnd event.
w is said to becompleteif Vi,j € [n] andVa € 3, #(w, snd(i, j,a)) =
#(w,rev(j,i,a)). That is, every message sent by P; to P; must be
received byP;, within the word.

Given a wordw and a sef, we usew|x (projection ontoK) to denote
the word that is derived by removing all the elementsuirthat are not in
K. We use the same notation to denote the restriction of theadoof a
binary relationR onto a setK. That is, R|x is the projection ofR onto
K.

Again, we directly adopt the formal definition of an MSC agddiuced
in [6]. A X—-labeled MSCM for a concurrent systeri is composed of the



following components
(i) A finite set S of send events and a finite sét of receive events. Let
E=SUR.
(i) A mapping! : E — 3 that maps each event to a label such that
1(S) € £ andI(R) C F,
(iii) A bijection f : S — R mapping each send eveatwith its matching
receive event such that ife) = snd(i, j,a) theni(f(e)) = rcv(j, i, a).
(iv) A mappingp : E — [n] such that ifi(e) = snd(i, j,a) thenp(e) = 1,
and ifl(e) = rcv(i, j,a) thenp(e) = i. p simply gives the process on which
e occurs. LetE; = {e € E|p(e) =i} be set of events of; for i € [n].
(v) For eachi € [n], a total order<; on E;, such that when the relatios
is defined to be

Sé Uie[n) <i U{(s,f(s))\s € S}

the transitive closurec* of < is a partial order orF.

The total order<; on E; gives a strict execution order of the events of
P; as seen on the vertical process linesfn the visual representation of
the MSC. The pairgs, f(s)) € < correspond, in the visual representation,
to the message passing arrows from the process lingsfto the process
line of p(f(s)).

Throughout the papek, andP are assumed to be fixed and all the MSCs
mentioned will beX—labeled and defined db. Let & denote the set of all
Y —labeled MSCs fofP.

Let | E| denote the cardinality of the sét. A permutation of the events
E of an MSC ase;e; ... e is valid whenVi, j € [|E|], e; <* e; implies
1 < 7. In other words, the total order induced by the given pertrariaon
E is consistent with the partial order*. A word w on 3. is a linearization
of an MSC M if there exists a valid permutatiofye; . . . ¢| of M such
that w = I(eq)l(e2)...l(eg)). The language of an MS@/, denoted by
L(M), is the set of all linearizations af/. Two MSCs M and M’ are
considered to be equald = M’, iff L(M) = L(M’).

Note that, by definition, ifw € L(M), thenw is well-formed and
complete. Further note thatw, w’ € L(M), w|y, = w'|s,. In other words,
the projections of the words (M) onto the event labels of a process
is unique. This follows from the fact that all the valid perations of M
must respect the total ordet; which is included in<*. In fact, this unique
word, which will be denoted by/|;, is the concatenation of the labels of
the events that appear on the vertical linefbfin the visual representation
of M. Therefore, as shown in [6], given a well-formed and conepleord

INote that, this definition of MSCs does not include the notibrto—region(the region on
a process line in which the events of the processes are neteaf)din MSCs which is also
omitted in this paper.



w, there exists a unique MS@/, such thatw € L(M), under a non—
degeneracy assumption (that there is no message overtagingen same
labeled events) which we also adopt in this paper. We wilbtiethis unique
MSC by msc(w). We also letw = L(msc(w)).

Due to this fact, an MSC can be characterized by the sequehse-o
guences of the event labels that appear on the processéd, +e(M|; | i €
[n]). Given such a sequence, the actual MSC can be constructityl &as
explained in [6].

Proposition 1: Let M and M’ be two MSCs.M = M’ iff for each
processP;, M|, = M'|;.

Given two MSCsM and M’, with the set of events respectively and
E’, M’ is said to be grefix (resp.suffiy of M, iff:

() E' CE.

(i) e € E' impliesVe' € E, if ¢/ <* e thene’ € E’ (resp.e € E’ implies
Ve' € E, if e <* ¢’ thene’ € E)

(i) e € E'n S implies f(e) € E’ (resp.e € E' N R implies f~1(e) € E',
where f~! is the inverse of the bijectiorf)

(iv) S'=8SNE,R =RNFE,I = l|E/, f’ = f‘EH p/ = p|E/, and
Vi € [n], S;ZSZ |E’-

Let M, M, and M, be MSCs with the corresponding set of evehtsE,
andE; such thatV/,, is a prefix of M, M, is a suffix of M, E,NE, = () and
E = E,UE,. Then,M is said to be thesequential compositioaf ), and
My, denoted by the juxtaposition 8, and M, asM, M. Given two MSCs
M’ andM", L(M'M") = {w|w € w'w",w" € L(M"),w" € L(M")}.

For an integerk > 0, M(*) denotes the sequential composition fof
copies ofM, whereM () is defined to be the empty MSC, i.e. an MSC with
the empty set of events. We will use the notatibft to denote sequential
composition of 0 or more copies, afdd™ to denote sequential composition
of 1 or more copies of the MS@/.

While describing the scenarios that a concurrent system parébrm, a
set of MSCs can be used. However, when this set gets large ugually
presented in a more structured way by using High Level MSCEIMSCs,
which is formally equivalent to an MSC graph given below. Ais® graph
is a labeled transition systefd = (V, vo, vy, T'), whereV is a finite set of
nodes,v, vy € V are the entry and exit nodes (respectively). The relation
T CV x ® x V gives the edges between the nodes with the labels from
®. A pathin G is a sequence of edges

(U17 Mla/UQ)(U27 M27U3)(U37 ]\/[33 U4) e (Uvama'Um-&-l)

Such a path is said to start at nodeand end at node,, ;. The language
of a path is given by the concatenation of the language of t&Mthat
appear on the edgeé,(M;)L(Ms)--- L(M,,). Given an ordered pair of
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Fig. 1. An example MSC Graph
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nodes(v,v’), the language of the paiw,v’), denoted byL(v,v’), is the
union of the languages of all the paths that start @&nd end at’. The
language of a node, denoted by.(v), is L(v, vs). The language of an MSC

graphG is defined ad.(G) = L(vo). We will use the notatiorn M v to
denote(v, M,v') € T.

Ill. PROBLEM DEFINITION

Each function implemented by a concurrent system can beedeas a
combination of some subfunctions. For example, in a filesfenfunction
of a communication protocol, we may have connection estatlent (CE),
data transfer (DT), connection release (CR) subfunctiirme could iden-
tify the subfunctions as they are being executed, then aay@xecution

would consist of the following steps:
CE, DT, DT, ..., DT, CR ()

Based on the size of the data being transferred, the suldariaf would
be executed repeatedly, as many times it is required tofenatie amount of
data at hand. If we consider how one would start describieg sufunction
at an abstract level when the system was first built, it is noeasonable
to imagine that an MSC graph similar to the one given Figuread been
used.

In the context of reverse engineering, several attempteapp in the
literature to recover the design of an implementation fromiven set of
observations [13], [14], [15], [16], [17], [18]. Howeverf the sequence
given in (1) is reverse engineered with the current tectesgthe existence
of repetitions of DT will cause problems. In general, it ist possible to
decide if the repetitions of DT in (1) are due to a repetitiubfsinction (say
a loop) or due to the sequential appearance of DT in the design.eGurr
techniques favor the latter and therefore, do not attemptdover a design
with the repetitive subfunctions. In this paper, we willroduce a method
that will help recover designwith repetitive subfunctions.

As observations, we consider the execution logs (logs ofsags trans-
missions and receptions of the processes) of an implen@mtat:p of a
concurrent system. In other words, Xf is the set of messages used for
the communication between the processedmap, then an observation is
a well-formed and complete word ovEr We assume that an observation



w € 3* corresponds to a complete execution of a single functiofirop,
and the functions are assumed to start from the initial ayst&te, and end
back at the initial system state, without going through thi¢ial system
state. That is, ifw is an observation and the system is at the initial state,
then after performing the message exchanges given (im the order they
appear inw), the system goes back to the initial state right after tis la
member ofw (which must be a reception sineeis complete) is realized.
Furthermore, at no point i, the system must be in the initial system state,
since otherwise the prefix ab up to that point would be considered as a
separate observation.

Suppose that we are given a set of observationsn Section I, it is
shown that a well-formed and complete word corresponds tocua MSC.
Consider the MSGnsc(w) corresponding to an observatien € O, and
a wordw’ € L(msc(w)) but w’ ¢ O. Since the individual processes are
behaving, from their local point of view, exactly in the samay for bothw
andw’, although not given as an observatiari,must also be an observation
of Imp. Only the interleaving preferences between the procedsasge
from w to w’. Therefore, the given set of observatiofis together with
these implied observations, actually corresponds to angdewhich is:

0= U w = U L(msc(w))
weO weO
Since each given observation in € O actually corresponds to an MSC
msc(w), we consider our input to be the set of MSHIs= {msc(w) | w €
0O}, and we will consider an observation to be an MSC from now desm
stated otherwise.

To be able to infer a loop in the design by looking at obseovetj we
demand some evidence. We do not readily accept that a rejppattern
seen in a single observation is due to a loop. However, if #mespattern
is seen different number of repetitiongithin the same contexthen we
assume this is a sufficient evidence for the existence a Befow is the
formal definition of the notion of this evidence.

Definition 1: An MSC M is said to behe basic repetitive MSGf MSC
M’ if M’ = M® for somek > 2 and there does not exist a basic repetitive
MSC of M.

Definition 2: Two MSCsM; and M, are said tanfer M to be repetitive
within the contextM,—M; if all the following are satisfied:

(i) M does not have a basic repetitive MSC;

(i) My = M,M® M, for somek > 2;

(iii) M is not a suffix of M,;

(iv) M is not a prefix ofM;

(v) either My = M, M; (in which caseM is said to bewhile—repetitivg or
My = M,M M, (in which case)M is said to berepeat-repetitivi



Note that Definition 2 captures the essence of two differepeétitive sub-
functions, one which can be skipped, whereas the other td@nekipped
during the execution of the system. In order to differentithese two
different types, we call them awhile and repeat repetitive respectively,
by using an analogy to standard programming loop types.

What we require in observations to infer a loop is that, theustibe an
observation in which the loop is iteratéd> 2 times, and there must also
be another observation in which the same loop iterated thst lgossible
number of times (which is 0 for a while loop, and 1 for a repestpl).
Furthermore, these two observations must have exactly dhee sprefix
before the iterations oM, and exactly the same suffix after the iterations
of M, that is they must appear within the same context. Under sunch
evidence,M will be assumed to be generated by a loop in the design,
or more precisely, by the matching loops (sending and rewgimatching
messages) in the processes.

It is also important to note that, an iteration of a loop in dservation is
allowed only to provide the required evidence to infer a lddpreover, each
repetitive subfunction is inferred only once using the givabservations.
Further, an outer loop cannot start with an iteration of amemloop, and
cannot end with an iteration of an inner loop. Furthermoreoider to
establish the relative ordering of two or more lodpgs, ..., [, in an MSC
graph, if in an observation there ake> 2 iterations ofl;, then for anyl;
such thatj < 4, a nonzero iteration of; must also occur beforé > 2
iteration ofl; in the same observation. In case of nested loops, in thig orde
we assume that the outer loop starts before the inner onds. tNat, this
requirement will be satisfied if; is a repeat loop, or if; is an outer loop
of [;. Therefore, this requirement must only be enforceld is a while loop
and/; is not an inner loop of;.

IV. PROBLEM SOLUTION

When a pair of MSCs\/; and M is identified within the given sel,
such that)/; and M- infers M to be repetitive within the context/,—M,,
then M; and M, will be represented in the output MSC graph by using
either one of the following templates, depending on whethés while—
repetitive (left) or repeat—repetitive (right).

M M
MPOMS MP v M QMS

Vg ———> v Y—"—> Uy V0

vf

The MSC M representing a repetitive functionality will be calléte loop
body (or body of the loop). We will also split the contexd,,—A/, into two,
and call M, the left—contexand A, the right—contexof the loop.



An algorithm that will find such pairs of MSCs, must identifyetcontext
part, i.e. common prefix}/, and the common suffix\/,, and must also
check if the part remaining in the middle has a basic repetMSC. Before
presenting such an algorithm, we need to introduce thevolip notions
on MSCs. Acommon prefixof two MSCsM; and Ms, is an MSCM, such
that M is a prefix of bothAf; and M,. The maximal common prefiaf M,
and M, is a common prefix(/ of M; and M> with the largest number of
events. Similarly,M is said to be a&aommon suffiof M; and M; if itis a
suffix of both M, and M,. The common suffix of\/; and M, with largest
number of elements is called tleaximal common suffief M, and M.

Suppose thad/ = M, M,. Given M and M,, it is trivial to find M,, by
simply removing all the events in/, from the first part ofA/. Similarly,
when we are giverd/ and M, removing all the events i/, starting from
the tail of M will give M,. In both of these algorithms, we need to match
the labels of the events. Let us assume that these algoriensalled as
“remove prefix” and “removesuffix”, respectively.

We can now present an algorithm that can check if two given MSC
identify a repetitive MSC. Without loss of generality, wesase thatM;
has more events thal/s.

Recall that, in order to infed/ to be repetitive fromM; and M, we
must haveM, = M, M *) M, and eitherMy = M, M, or My = M, M M.
The maximal common prefix ofi/; and M, will be consisting of M,
followed by an optional single occurrence 8f. In either case My in
Algorithm 1 given in Figure 2 must be empty (line 7). At line Hhd
11, we check ifM] has a basic repetitive MSC, by using the algorithm
“basic_repetitive MSC”, which is explained in Section IV-A. For the time
being, assume that it returns the basic repetitive MSC oinppsit MSC,
if there exists one, or returns the empty MSC otherwise. thsan M
does not exist, we may still infer a repetitive MSC. This esponds to the
case where\l; = M, M@ M, and M, = M, M M,. In this specific case,
the maximal common prefid/,,, would be M, M. Line 12 checks this
singularity, and the correct left—context is calculatediret 13.

However, if M{ has a basic repetitive MS@/, then we decide if it
is while—repetitive or repeat—repetitive, between thedini8-23. Note that
when M is found to be repeat-repetitive (line 19-20), will be a suffix
of the maximal common prefix af/; and Ms. In order to find the correct
left—context, line 19 extracts this common suffix fran,,,.

For a while repetitive subfunctiod/, within a context M,—M., i.e.
MMy M. in the actual system, we assume ti# and /. do not have a
nonempty common prefix, and, andM, do not have a nonempty common
suffix. Similarly, for a repeat repetitive subfunctiaif;, within a context
My—M,, i.e. M MyM; M. in the actual system, we assume tiAdf and
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M., = maximal common prefix(f;, Mz);
. M| = remove prefix(M,,,, M);
M, = remove prefix(M,,, Ma);
M, = maximal common suffix(M7, M3);
Mj" = remove suffix(M, M,);
M} = remove suffix(M;, MJ);
if M3 is not emptyor M, is emptyor M, is emptythen
M; and M, do not infer a repetitive MSC
else
M = basic repetitive MSC(M7');
if M is emptythen
if M7 is a suffix of M,,,, and My # M,,,, then
M, = remove suffix(M,,,, M{');
M, and M, infer M{' to be repeat—repetitive within the context
M,~M,
15: else
16: M; and M, do not infer a repetitive MSC
17: end if
18: else if M is a suffix of M,,, and M # M,,, then
19: M, = remove suffix(M,,,, M);
20: M, and M- infer M to be repeat—repetitive within the context
Mp,—M,
21 else
22: M; and M, infer M to be while—repetitive within the context
M,,,—M,
23: endif
24: end if

© o NGO R WDNR

L el
Awdhro

Fig. 2. Algorithm 1 — Checking ifM; and M» infers an MSCM to be repetitive

M. do not have a nonempty common prefix, alg and M, do not have a
nonempty common suffix. These assumptions are requiredabliedo infer
the repetitive functionality uniquely. For example, whemvhile repetitive
subfunction)M M, within the contextM,—M M/ occurs in the actual system,
there may be two observations to infer this repetitive snttion in the form
M MM and My (MM)...(MM;)MM/. However based on such two
observations, one can either inféf M/} to be repetitive within the context
M,—M M/, or infer MM to be repetitive within the context/, M—M.

We also assume that for a loop body,, there does not exist/ such
that M, = M%) for somek > 2.

Proposition 2: When M; = M, (M,)* M. (for somek > 2) and M, =
M,M,. are given as two observations to Algorithm 1 given in Figuret 2
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will infer M, to be while repetitive within the context/,—M..

Proposition 3: When M; = M,M,(My)*M, (for somek > 1) and
M, = M,M,M,. are given as two observations to Algorithm 1 given in
Figure 2, it will infer M, to be repeat repetitive within the context,—..

Proposition 4: If for two MSCs M; and M., Algorithm 1 given in
Figure 2 infersM to be repetitive within the context/,—)/,, then either:
(i) My = M,My(My)® M, (for somek > 1) and My = M, M,M,; or
(iiy My = M,(My)*®) M, (for somek > 2) and My = M, M,
for someM,, M, and M..

We explain four elementary functions and the algorithm daspetitive MSC
referenced in Algorithm 1 in the following subsections.

A. Finding the basic repetitive MSC

In this subsection, we explain how to check the existencendffand the
basic repetitive MSQV/ of a given MSCM'.

Recall that)M|; denotes the sequence of event labels of proégds the
MSC M. If M’ = M), it is obvious that for each procegs, we have

~———
k times

In other words, we must see these repeating patterns in #rgseuof the
processes as well. Checking if a wotd consists of repetitions of another
word w is a well-known and well-studied problem (e.g. see [19])attgrn
matching and text processing.df = w("), thenr is calledthe power ofw
in w’ (we are only interested in integer powers, although the igétleeory
of repetitions in words considers rational powers as wali)}dw is called
aroot of w’. If w cannot be written as a repetition of another word, then
it is called asprimitive. Linear time algorithms exist to find the primitive
root of a word. Note that a word is always a root of itself witbwger 1.

Proposition 5: Given an MSCM’, let r; be the power of the primitive
root of M’|;, where: € [n], and letr = ged(r1,72,...,7r,). M’ has a basic
repetitive MSC iffr > 2.

B. Functions on maximal common prefix—suffix, and prefixxswffnoval

Finding the maximal common prefix of two words is trivial, ahdsed
on scanning and comparing the elements of the words staftomy the
beginning and stopping when a difference is seen.

Finding the maximal common prefix of two MSCs is not as trivéal
the case of words, since we require the prefix to be an MSC ds el
M’ and M" be two MSCs. Consider again the sequence of event labels
M'|; andM"|; of processP; on M’ and M". Note thatM’|; and M"|; are
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msc M’ msc M"
L Jle e | (L 2 B |
me mi ms mi
ma ma
ms ms ms3
ms
I I N

Fig. 3. Two MSCs

words. Letw; be the maximal common prefix of the word$’|; and M”|;.
Note that the sequence of event labéls | i € [n]) does not necessarily
characterize an MSC.

For example, when we consider the two MS@E and M" given in
Figure 3, we have

wy = snd(1,2,mq)snd(1,2,ms)
wy = snd(2,3,m1)rcv(2,1,ms)snd(2, 3, mqy)rcv(2, 1, ma)snd(2, 3, ms)
wg = rew(3,2,my)

Obviously, the sequencéw;,ws,ws) does not characterize an MSC.
However, this problem can be solved by removing some of tlfixes of
w;'s. Recall the procedure explained shortly in Section I, Bailding an
MSC based on a sequence of event labels. This procedure cadapéed
to eliminate the problematic suffixes im;'s while finding the maximal
common prefix in the following way. Initially, all the everdbels inw;’s
are unmarked. Then perform a scan on eaglstarting from the beginning.
For each send event label of the forsnd(i, j,a) in w;, find the first
unmarked event label of the formewv(j,4,a) in w;. If such an unmarked
event could be found iw;, mark bothsnd(i, j, a) andrcv(j, i, a) instances
under consideration, and proceed to the next send event.iWWhen we
mark two such events, they are called as marking pairs. lecessary to
remember this association since, if and when one of themniwved, the
other will also be removed in the second phase of this praeediuno such
an unmarked event could be foundun, then leavesnd(i, j, a) and all the
remaining events inv; as unmarked. After this marking phase, we have
an iterative suffix removal phase. For each the suffix ofw; that starts
with the first unmarked event label is removed. Note that,esofrthe event
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Path types Path labels

M
Vg MP Q Ms
MP M @ Ms

Vg M vy M
Fig. 4. Three different path types

vy M, M* M,

vy M, M M*M,

Vo

labels in such a suffix may be marked. While removing such a etbgkent
label, the mark of its marking pair (which must also be preseisomew;

as marked) is removed. This iteration continues until al ¢élvent labels in
all the w;’s are marked. The remaining event labels characterize a@ MS
which is the maximal common prefix. Finding the maximal comnsaffix

of two MSCs can be performed in a similar way, by adapting thgr@ach

in the procedure explained above.

Given an MSCM and a prefixM’ of M, removing the prefix\{’ can
be performed by removing the event label sequentg from the first part
of M|; for each proces$;. Similarly, the removal of a suffix\/’ of M
would be performed by removing the event label sequeWcg from the
last part of M|; for each process.

C. Forming the final MSC graph

Algorithm 2 given in Figure 5 is used to produce an MSC grapbeta
on a given set of MSC#31. It has two phases. The first phase considers
every pair of MSCsM; and M, in M and checks whethebs; and M,
infer a repetitive MSC. The output of the first phase is an M$&pl with
a special structure. For each pair of MSCs that infer a ripetMSC, a
separate subgraph, that is disjoint with the rest of the lgeyrept atyg
andvy, is created. Such a subgraph has a different structure diygenn
whether the inferred MSC is while— or repeat—repetitivejchitare shown
in Figure 4 at the top and in the middle, respectively. If an@®A® does
not infer a repetitive MSC by pairing with another MSC, thesubgraph
which consists of only(vy, M, vy) is created, as shown at the bottom in
Figure 4. We will call these subgrappaths These paths will be referenced
using their labels which are constructed by concatenatfotie labels of
the edges in the paths. The lab®l of a self-loop edge in such a path
will be represented by using/* in the path label. The second column of
Figure 4 gives the label template associated with each path t
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As an example for the execution of the first phase, let us sploat
initially we have three MSCs

M, = M Moy MsMsM,Ms,

My = My My Mo M3 My My Ms,

M, = My MsM4Ms.

M, and M, infer M, to be repeat—repetitive within the contMMz(Q)Mg—
Ms. Hence

My = M1M2(2)M3M4M;M5 is inferred as a path id:. Similarly, M,
and M. infer M5 to be a while-repetitive within the context 64, —M3 M, M.
So

M, = My M3 MsM4Ms is inferred as a path .

Note that the subgraph generated frawy and M, is guaranteed to
represent both\/; and M-, i.e. the language of/; and M, are included
in the language of the generated subgraph. This,and M- are marked
for deletion since we generated a new path from them. Howeféor
an MSC M, there does not exist an MS@/, which infers a repetitive
MSC, thenM; will simply be put intoG and left unmarked. At the end of
the first phase, there is no other repetitive subfunctionttetbe inferred.
However, all possible relative positions of these repatifubfunctions must
be represented in the final MSC graghwhich is constructed in the second
phase of Algorithm 2.

The MSC graphG constructed by the first phase can be nondeterministic.
In other words, there may be two different paths with a nortgrapmmon
prefix. In general, there is no guarantee that the systera ®ahe same
after the execution of the same prefix along these differathigy since the
observations only give the message exchanges, and thealcttahs within
the processes are hidden from the observer. There needstorieeevidence
in the observations that allow some paths to be merged. Edlyewhen
a given observatior/ is used in the generation of two different paths
andps with labelsM; and M, respectively, the execution @f andp, also
corresponds to the execution 8f. Hence the system state alopg and
po that correspond to the execution df must be same, and therefope
andp, need to be merged.

The following is clear from Definition 2 and the constructiof graph
G.

Proposition 6: Algorithm 2 in Figure 5 infers all the repetitive subfunc-
tions for which the required evidence is givenlifi

The second phase of Algorithm 2 performs the merging of pattisg
Algorithm 3 given in Figure 6. Since we need to know the aculader-
vations from which a patlp is generated, the first phase of the algorithm
associates this information to the generated pally src(p).

In the example above, after the first phase, MS@gs M, and M, are
marked and thus removed, and we have the paths correspaiedidg and
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: I* phase 1: infer repetitive subfunctions and formi/
- initially all the MSCs inM are unmarked

: generate the initial and the final nodasandv; in G
: for each pairMy, My € M do

if My, and M, infers an MSCM to be repetitive within a context
M,—M; then
mark bothM; and M,
if M is while-repetitivethen
generate a new pathin G given below, where is a new node
p = {(vo, M, v), (v, M, v), (v, M, Uf)}
else
generate a new path in G given below, wherev and v’ are
new nodes
b= {(U()v My, v), (v, M,v"), (v, M,v"), (v', Ms, Uf)}
end if
let sre(p) = { My, Mo}
end if
end for
for each unmarked MS@/ do
generate a new path= {(vo, M, vy)}
let sre(p) = {M}
end for
/* phase 2: merge paths and for@&{ */
let G’ be an empty graph
obtain a partitionlI of the set of paths such that two paghg’ are in
the same subsd? of 11 iff 3 a sequence of paths, po, ..., pr such
thatp = py, p’ = px, and forl <i < k, sre(p;) N sre(pir1) # 0
for all P €11 do
insertmerge(P) into G’
end for

. 5. Algorithm 2 — Building the MSC graph based on a set of0d8/1

M, added toG. In the second phase, there are two pathg and M, in

G.

Since the sources of these two paths have a nonempty ictiersethey

will be in the same partition, which is actually the only figoh of paths in
this example. Hence, the for loop at lines 22—24 in Algoritawill iterate

on

ly once, and will insert the merging df/; and M, into G'.

In Algorithm 3, we consider every path as a set of three edges M, v1),

(v1, M,v1) and (v, Ms,vy). M,, M and M, will be referred to as the
prefix, loop and the suffix labels of the path, respectivelgteNthat, if the
path is generated for a repeat repetitive subfunctiondlign we consider
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1: let p be a path inP whose prefix label is the shortest among other paths
in P

2: let Pm =D

3: let sre(pm) = sre(p)

4 let P=P—{p}

5. while P is not emptydo

6: let p be a path inP such thatsrc(p) N sre(py,) # @ and the prefix
label of p is the shortest among other such pathgin

7. src(pm) = sre(pm) U sre(p)

8 P=P-—{p}
9: trace the prefix labeM,, of p in p,, (by skippinge edges)
10:  if during this tracelf,, ends in the middle of an edde, M’,v2) in

pm then

11 remove the edgév,, M’ vy)

12: insert a new node in p,,

13: insert the edgegvi, M{,v) and (v, M}, vy) such thatM’ =
MM}, and trace ofM,, ends inv

14: insert a new edgév, M, v) in p,, whereM is the label of the self
loop edge ofp

15:  else

16: {the trace ends at an already existing node,jr}

17: let v be the node at which the trace #8f, has ended

18: let (v, M’,v") be the edge which is not used during the trace of
MP

19: remove the edgév, M’,v")

20: insert a new node” in p,,

21: insert a new edgév”’, M’',v")

22: insert a new edgév, ,v")

23 insert a new edgév”, M, v")

24:  end if

25: end while
26: return @,,)

Fig. 6. Algorithm 3 — Merging paths in a partitioR

the first iteration of the loop as embedded in the prefix label.

Note that,G’ produced by the second phase will effectively have the loops
in G placed in their relative order, which also includes placnipop into
another, i.e. nesting of the loops. Deciding the relativeos of the loops in
different paths in the merged path is based on having a conuibservation
used in the generation of these paths. For instance, seedhnepke given
above.
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Note that, Algorithm 3 depends on tracidg, in p,, (which is actually
an MSC graph) accumulated so far. Given an M&Cand an MSC graph
G, it is known that deciding ifM € L(G) is NP—complete [20], [21].
However, in our case this trace can be found in linear timés ©hdue to
the fact each node ip,, corresponds to the start of a loop. Since we never
allow two loops to start at the same node, for each nodg,jrthere will
be exactly two outgoing edges. One of these edges will beegponding
to the (beginning of the) loop’s body, and the other will beresponding
to the (beginning of the) loop’s right—context. Since foroap, the body
and the right—context of the loop do not have a non—empty compmefix,
we will always have a unique edge to proceed with the trace.

V. CONCLUSION

We have presented an algorithm to derive an MSC gr@pfiom a given
set of observations of an existing implementation of a comcu system.
This algorithm is based on inferring repetitive subfunetidrom a given
set of observations. The language of the MSC gréplderived consists of
all the given observations and the inferred observatiansyhich the loops
and their relative positions are all explored. And thus, ldreguage of the
MSC graphG’ is a design representation of the existing system.

As a proof of concept, we have developed a prototype tool idment
the technique introduced in this paper. The tool accepts af sdbservations
of an existing implementation and produces an MSC graph pyyeqg the
algorithms proposed in this work.

An interesting problem that remains open is the following. éW¥hhe
evidences of some loops are missing in the given set of catsens, gen-
erated subgraphs may provide these missing evidences.xBampée, as-
sume that initially we have three MSQW, = M; M{* M3sMs, M, =
My MP MM My, and M, = M MsM P Ms. M, and M, infers M,
to be while-repetitive within the conte>M1M2(2)M3—M5. HenceM,; =
M1M2(2)]V13M1M5 is generated. Althougld/. does not infer any repeti-
tive subfunctionality withd, or M,, it infers M, to be while—repetitive
within the contextMl—Mng)Mg, when it is considered together with
M, = MM M; MY M which is obtained by instantiating by 3 in
M,. However, these new repetitive subfunctions must be coafirtry the
observer. Hence the question is, can and how an MSC graplthwi
a design representation of the existing system, be geideratder such
missing evidences. It will also be interesting to consider éffects of a)
the number of occurrences of repetitive subfunctions indhven set of
observations to be a fixed value, and b) some apriori knoweleofgthe
structure of the communicating processes on the derivatioan MSC
graph.
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APPENDIX
A. Proofs

Proof of Proposition 1:
The proof follows from the fact that MSCs are fully charaized by their
projections onto the event labels in the processes as agplabove. =

Proof of Proposition 2:
Based on the assumption that a loop body cannot have a hopemmp
mon prefix with the right—context of the lood/, and M. cannot have a
nonempty common prefix.

Therefore, the maximal common prefix df; and M, is M,, hence
the algorithm will find M,,, = M,, M{ = (M,)*M., M} = M,. The
maximal common suffix of\/; and M} is then obviouslyM., and hence
the algorithm will find M, = M., M| = (M,)*, and M} = empty.

Then the algorithm will arrive at line 10, and it will find/ = M, since
M, a loop body, cannot have a basic repetitive MSC. The alyoriwill
then check ifM, is a suffix of M, or not at line 18. However, due to
our assumption that a loop body and the left—context of ttog Ido not
have a non—empty common suffix, this check will fail. Henoe éfgorithm
will reach to line 22 and infei\/;, to be while repetitive within the context
M,—M., i.e. M, (Mp)*M.. [ ]

Proof of Proposition 3:

Based on the assumption that a loop body cannot have a nhopemmp:
mon prefix with the right—context of the loogd, and M. cannot have
a nonempty common prefix. Therefore, the maximal common Xprefi
M, and M, is M,M,, hence the algorithm will findM,,,, = M,M,,
M| = (My)*M,, My = M,. The maximal common suffix ofi/; and
M} is then obviouslyM., and hence the algorithm will find/; = M.,
M{ = (My)*, and M} = empty.

Then the algorithm will arrive at line 10. There may be twoesasle-
pending onk:
Case 1 k£ = 1): Then the algorithm will findM as empty. However, since
M = M, is a suffix of M,,, = M,M,, it will infer (at line 14) M, to be
repeat repetitive within the contedt/,—M.., i.e. M, My (My)* M..
Case 2 £ > 1): Then the algorithm will findM = M, and since it is a
suffix of M,,, = M,M,, it will infer (at line 20) M, to be repeat repetitive
within the contextM,—M., i.e. M, My(My)* M. [ ]

Proof of Proposition 4:
Algorithm 1 will infer a repetitive MSC only at lines 14, 2022Line 10
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has to be reached for all these inference lines. When theitilgoreaches
to line 10, we must haveM; = M,,, M{ M, and My = M,,,Mj.

Case 1 (inference is made at line 14): In order to reach linfdi® line 10,

M{" must not have a basic repetitive MSC, but it must be a suffixfQf,.

Hence in this casé/; = M, M{ M{'M,, and My = M,M{'M,, which is

case (i) withk = 1 given in the proposition.

Case 2 (inference is made at line 20): In order to reach liné&@® line

10, we must havé/] = M%) for somek > 2, and M,,, = M, M. Hence
in this caseM;, = M, M (M)"*) M,, and My = M, M M,, which is case (i)
with k& > 1 given in the proposition.

Case 3 (inference is made at line 22): In order to reach liné&@® line

10, we must havell!’ = M *) for somek > 2. Hence in this casé/; =

M, (M)® M,, and My = M, M;, which is case (i) withk > 2 given in

the proposition. [ ]

Proof of Proposition 5:
Assume thatM’ has a basic repetitive MSC, i.d/’ = M) for some
M andk > 2. Since the projections onto the processes must be the same,
M|; = M\Ek). Therefore,r; = kr} wherer] is the power of the primitive
root of M|; (note thatM|; is not necessarily primitive). Thereforeis a
common divisor ofry,rs,...,r,, and hence = ged(ry,72,...,1m) > k >
2.
For the proof of the reverse direction, assume that2. Consider an MSC
M, whereM |; is the first| E/| /r event labels in\/’|;. Note thath/’ = M ("),
since processwise projections are the same, and also rmwt&/tformed in
this way must be a (well-formed) MSC, since otherwigewill have a send
(receive) event which is not matched by a receive (send)tevdrich in
turn would imply thatM’ also has unmatched events, hedd¢é would not
be well-formed. It remains to show thaf does not have a basic repetitive
MSC. In fact this must be true, since M = M” (") for somer’ > 2, then
we must havel’ = M”(™) . However in this case:r’, which is strictly
greater than would be a common divisor aofy, s, ..., r,, contradicting
with the fact thatr = ged(ry, 79, ..., m0). n

B. Analysis of the Algorithms

1) Maximal common prefix and maximal common suffix of two MSCs:
Analysis of Algorithm 4: At line 2, given two words’ and w”, it takes
O(min(Jw'|, ]w”|)) time to find the maximal common prefix af’ andw”.
Since this line is iterated for each process, the total tiaken by the loop
on lines 1-3 can be considered as

2 pep Omin(M'[;, M"[;)) = O p,cpmin(M'|;, M"];))
= O(min(|M"[,[M"]))
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: for all P; do
w; = maximal common prefix (M'|;, M"|;)
end for
let G be an empty graph
: for all w; do
for all eventse in w; do
insert a noden, into G as an unmarked node
end for
: end for
: for all w; do
for all eventse in w; do
if e is not the last event im; then
insert the edger, — n. in G wheree’ is the event inw; that
immediately followse
14: end if
15:  end for
16: end for
17: for all w; do
18:  for all eventse in w; in the order they appear iw; do

© XN ONR

e
@w N R o

19: if e = snd(i,j,a) then

20: let ¢’ be the first event inv; such thate’ = rcv(j, ¢, a) andn,
is unmarked

21 if ¢’ can be foundhen

22: mark n, andn,

23: insert the edges,. — ne andne — ne in G

24: end if

25: end if

26: end for

27: end for

28: unmark all the nodes G that are reachable from unmarked nodes
29: remove the unmarked nodes @

Fi

g. 7. Algorithm 4 — Finding maximal common prefix 8ff’ and M"

Between the lines 4-27, we form a graph which actually cpoeds
to the partial MSC represented hy;’s. The only difference to a standard
partial MSC is that, the message arrows are bidirectiomaimihg this graph
can be performed i®((>" w;)?) = O((min(|M’|,|M"|))?) time.

Line 28 is a standard graph reachability problem which carsdieed
in O(V + E) time, whereV and E are number of nodes and edges in
the graph. In our graph, we hawein(|M’|,|M"|) nodes. Since each node
has at most two outgoing edges (one going along the process dnd
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: for all P; do
w; = primitive_root (M|;)
ri = |Ei|/w]
end for
r=ged({r:})
if »> 2 then
for all P; do
M'|; = first @ events ofM |;
end for
. else
return empty MSC
s end if

© XN O®NR

B R
N PO

Fig. 8. Algorithm 5 — Finding basic repetitive MS®I’ of a given MSCM

1: for all P; do
22 w; = removeprefix(M,|;, M|;);
3: end for

F

ig. 9. Algorithm 6 — Remove a prefix{,, of an MSC M

optionally — if it is matched — another one going to anothearcpss line),
E = O(min(|M’'|,|M"])). Therefore, line 28 take® (min(|M’|, |M"]))
time as well.

Line 29 can also be handled ®(min(|M’|, |M"|)) time.

The overall execution time for Algorithm 4 is therefoe@((min(|M’|, |[M"|))?).

Note that a very similar algorithm can be used to find the makicom-
mon suffixes. The only difference would be to take the maxiomahmon
suffixes at line 2, and the edges inserted at line 13 would kersed.
Therefore finding maximal common suffix of two MS@¢’ and M takes
O((min(|M’|,|M"]))?) time too.

2) Basic repetitive MSC of a given MSQinalysis of Algorithm 5;:
Finding the primitive root of a wordv at line 2 takesO(Jw|) time. The
total time spent between lines 1-4 will l6&|1/|) (where|M| is the total
number of events in the MS@1), since the loop will be iterated for each
process. In the worst case= 2, hence we will need to copp/|/2 events
in total at line 8. Hence the total time for Algorithm 5 3(|M ).

3) Removing a prefix and a suffix of an MS@nalysis of Algorithm 6:
Since M, |; events will be removed from the beginning 8f|;, the total
time spent in this algorithm will b&(|1,]).

Note that, removing a suffix can be performed by using a vemyilai
algorithm. The only difference will be that we will remoy#&f,|;| elements
at the end ofM/|;. Hence it will also takeD(|M,|) time.
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1 M= M, v="1v

2: while M is not emptydo

3 letv % o be the outgoing edge from such thatM and M’ has a
common prefix

4. if M' == M then

5; return o’

6: else if M’ is a prefix of M then
7 M=M-—-M

8 else

o: /* M is a prefix of M’ */

10: insert a new edge”

11: remove the edge AV

12 insert the edged My and o MM 4y
13: return v”

14:  end if

15: end while

Fig. 10. Algorithm 7 — Given an MSC graph,,, a nodev;,, in p,,, and an MSCM;,,
find the nodev in p,, whose label is equal td/

4) Analysis of Algorithm 1:Note that we assum@M;| > |M,| for
Algorithm 1

Line 1: O((min(| M|, |Ma]))?) = O(|Ma]?)

Line 2: O(|Mpyp|) = O(min(| M|, [ M) = O(| Ma|)

Line 3: O(|Myp|) = O(min(| M|, [ Ms]) = O(|Ma|)

Line 4: O((min(| M, |le))2) = O((min(|M, |, | Mz]))?) = O(|Mx[?)
Line 5: O(| M) = O(min(|Mi], |M5]) = O(min(|M |, [Ms]) = O(| Ma|)

Line 6: O(|My,|) = O(min(|My], [Ma]) = O(|Ma])
Line 10: O(|M{'|) = O(|M])
Overall: O(|Ms|? + |M;])

5) Tracing an MSC within an MSC graphAnalysis of Algorithm 7:
It is known that the problem of "deciding whether a given M3Cis in
the language of a given MSC graph” is NP—complete. Howeweceswe
assume that at each branching point there will be a singlechréhat can
be followed, the complexity of Algorithm 7 i©(|M;,,|).

6) Analysis of Algorithm 3Let |P| be the number of paths in the subset
of the partition being handled.
Let ep be the total size of the paths (the total number of eventslithal
paths inP).
Line 1: O(|P])
Line 2,3,4: constant
Line 6: For all iterations of the enclosing while loop, it takeg|P|?) time
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Line 9: O(|M,|), where|M,| is the size ofM,. Since the line will be
executed for all the MSCs in the subset of the partition bédiagdled, it
takes time linear with the total size of the MSCs, (¥ep).

Other lines in the while loop: constant

Overall: O(|P|* +ep)

Note that the Algorithm 3 could be modified and its complexgéguced
by changing the way we construct the graph. Under our assomsptit is
possible to create a total order on the paths, from the stddehe longest,
each path having a strictly shorter prefix than its successahe order.
Thus, instead of tracing the prefix from the beginning eastetive select
a new path (line 9) we could simply continue our tracing frdra turrent
node by selecting line 6 the next path in this total ordersTihiprovement
would however not change to final complexity of the systemstasvn in
Appendix B7.

7) Analysis of Algorithm 2:Lines 1-14: Assume that we have sorted
the MSCs with respect to their sizes @(klgk) time (wherek = |M]),
hence we have

|Mi| > |[Ma] > -+ > [My]

For line 5, we will be executing Algorithm 1 for each combioat of
MSCs inM. Hence the total time taken at line 5 will be

k—1 <k k— . k-1 .
O Thent (M2 + M) = O(TES (k= )Myl + 05 il M)
Other lines within the for loop between line 4 and line 14 wkenstant
time, hence the total time taken by this for loop is:

k—1 k—1
Ok +> (k= )M+ i|Miga[*) = O(k* + kefy)
=1 =1

whereey is the total number of events in all the MSCshifi

Line 21 can be handled by producing a graph in which we haveda no
for each path, and there is an undirected edge between thes raddwo
pathsp; andps iff src(py) Nsre(pe) # 0. Then, the partition wanted is the
set of connected components. With this approach, line 21beahandled
in quadratic time in the number of paths. Since, under owrrapions, the
number of paths is comparable &g line 21 will be done inO(k?).

The for loop on the last three lines makes a call to AlgorithnwBose
complexity for a partition subsét is O(| P|?+ep), where| P| is the number
of paths inP, ande, is the total number of events in all the pathsim
Therefore the total time will be

> pen O(|P]* +ep) = O pen |PJ? + >_per €P)
= O(ka +em)



Overall:

Initial sorting: O(k1g k)

Lines 4-14:0(k? + keZy)

Lines 15-18:0(k)

Line 21: O(k?)

Lines 22-24:0(k? + ey)

And finally: O(klgk + k* + kel + k + k* + k* + em) = O(k* + kedy)

25



