
Networked public sphere

• democratization of political activism
•Attempts to censor Internet and 
countermeasures
•Electronic elections



• Technology and political activism
– Benkler pp. 220-225, the story of Sinclair 

Broadcasting
– Ease of communicating, gathering and 

creating political action: media eliminated as 
intermediary 

• Attempts of non-democratic governments 
to censor Internet
– China and search engines



• Falun Gong
• Psiphon

– How do ISPs work
– Technical idea: proxy, traffic encoding
– Why it can operate



Technology and political change

• Importance of 
– Social networking
– mobile phones

• Twitter: Iran, Tunisia



Electronic elections

• Why is this important
• From “electronizing” the current poll/ballot 

system to “networked” elections
• The Brazilian experience
• The PunchScan system



Punchscan

• Video http://www.punchscan.org/
• Main features:

– Integrity: secret ballot
– Proof of vote and verification that vote 

recorded correctly
– Impossible to buy votes
– Simple, technologically inexpensive



Technical elements

• Two page ballots
• Daubing
• Shredding
• Verification





Discussion 

• Encryption used to keep votes secret
• Correctness is 

– Pre-election audit shows (with very high probability) 
that the ballots are encoded correctly

– by randomness of the audit, i.e. post-election audit  
audit provides a very high probability that votes as 
registered are counted correctly

– See “An Introduction to PunchScan” by Popovenius
and Hosp, in SpringerLink in e-library



Web as a medium 

• Publishing contents on the web and:
– Freedom of speech
– Existing laws constraining it:

• Hate propaganda
• Anti-pornography, anti-pedophilia

– “small” vs “large”
• Anonymity on the web


