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CALE CAUSES
BRIDCGE

TO SWAY




ENGINEERS SHALL HOLD PARAMOUNT
THE SAFETY, HEALTH AND WELFARE OF

THE PUBLIC




Sometimes something is overlooked




Sometimes physical limits are wrong
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WHAT DOES A SOFTWARE
ENGINEERING DISASTER LOOK LIKE?







JUST KIDDING!

BUT WHAT ARE EXAMPLES OF

SOFTWARE DISASTERS?




SOFTWARE ENGINEERING DIFFERS
FROM TRADITIONAL ENGINEERING




Limitations not well defined
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No such thing as normal operating
conditions
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Must anticipate attacks




SOFTWARE ENGINEER MORE LIKE A
PHYSICIAN OR LAWYER




A software engineer must

e Do no harm
 Maintain confidentiality
 Provide full disclosure




Do No Harm










program 13 free software: you can redistribute 1 nd/or modify
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it under the terms of ti GHU General Public License as published by

the Free Software Foundation, either wersion 3 of the License, or
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(at your coption) any later wversion.
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This program 1s distributed in the hope that i1t will be useful,
but WITHOUT ANY WARRANTY: without even the implied warranty of
MERCHANTAR ] ! 3 1 'BETICULAR PURPOSE. Sea kthe
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GHU General Publ ns for more details.

received a copy of ti GHU General Public
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program. If not, see <http://www. org/licenses.




Maintain Confidentiality




Rumpus: You've previously mentioned a master password, which you no longer use.

Employee: I'm not sure when exactly it was deprecated, but we did have a master
password at one point where you could type in any user’s user ID, and then the
password. I'm not going to give you the exact password, but with upper and lower case,
symbols, numbers, all of the above, it spelled out ‘Chuck Norris,” more or less. It was
pretty fantastic.

Rumpus: This was accessible by any Facebook employee?

Employee: Technically, yes. But it was pretty much limited to the original engineers,
who were basically the only people who knew about it. It wasn't as if random people in
Human Resources were using this password to log into profiles. It was made and
designed for engineering reasons. But it was there, and any employee could find it if
they knew where to look.

I should also say that it was only available internally. If I were to log in from a high
school or library, I couldn’t use it. You had to be in the Facebook office, using the
Facebook ISP.




An application would like to connect to vour account

The application SocialVisor by www . socialvisor.com would like
access and update your data on Twiatter. Sign out if you want

secount other than dangerdiabolick.
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Allow SocialVisor access?

Deny Allow
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DAUTH And Popup Example is requesting permission to do the Following:
w Access my basic information
Al

Includes name, profile picture, gender,
networks, user 10, lisk of friends, and anyw other
information I've shared with evervone,

Post to my Wall U-ﬂULH ﬂ"dIPDIJUIJ
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messages, nokes, photos, and videos to my
wfall

Report Spp
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Facebook & 2011 * English {1J3) about + Advertising * Developers + Careers * Privacy * Terms * Help




A data breach disclosed [Tuesday] by Heartland Payment Systems
may well displace TJX Companies' January 2007 breach in the record
books as the largest ever involving payment data with potentially over
100 million cards being compromised.

Heartland, a N.J.-based provider of credit and debit card processing
services said that unknown intruders had broken into its systems

sometime last year and planted malicious software to steal card data
carried on the company's networks. The company, which is among the
largest payment processors in the country, claimed to have
discovered the intrusion only last week ... Given that Heartland
processes more than 100 million card transactions per month, it is
very possible that the number of compromised credit and debit cards

is at least that much. m




Full Disclosure




L:ﬂ stackoverflow

| won the bid on a project and now the client (who is itself from IT Department) wants me to
architect/implement the solution in a very particular way. | am sure the application will fail that way for
performance problems. And it will not be easily scalable.

This particular client/user does not know ANYTHING about the platform and language | will be using
(ASP.NET [/ SQL Server). His only knowledge is in Cobol and trying to make him to understand my POV
is just making him angry.

He contacted me. He was the person who selected me as a winner on the bid. He is who will be
approving my checks. He is my only contact with this company.

| do not feel comfortable with providing a solution | know will fail and | do not want to be known as the
stupid programmer who make it fail. | do know their real needs and usage patterns for this application
because | have done projects for them in the past.

On the other hand, doing this in his way will just extend my contract more time (so, more financial gains)
in order to solve the problems by modifying the code.

Should | resign from the project knowing that probably | will be losing this client forever?
Or...

should | take the pill and take financial advantage from an extended project and just assume the bad
fame as a cost?




Privacy Overview

Facebaok warid you Bo share your nformalion with exactly the Deopss vou wart B pee i, O this page, voul hird
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Final Thoughts




