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Abstract. In mobile wireless communication environmentsfedént systems adopt common solutions for
recurring problems associated with similar architesd elements. This paper extracts and documents
patterns that identify such common problems andtieois among second and third generation mobile
systems, in the area of mobility and radio resome@agement. . These patterns are grouped inttiexrpa
language that shows how they interact. At a higkllef abstraction, the pattern language makeessible

to generate different scenarios of the mobile sydiehavior. These patterns are suitable to be deatséne
requirements and analysis stages during the dewelopand evolution of mobile systems.
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1 Introduction

Mobile users are able to roam with a large varmdtynobile wireless communication
systems. For instance, the Global System for Matmi@munications 900 (GSM-900) is
a European-based technology that is the founddtiothe digital cellular system 1800
(GSM-1800) [30][33] and the Personal Communicat8ystem 1900 (PCS-1900) [23].
General Packet Radio ServidéaPRS) [22] and Universal Mobile Telecommunications
System (UMTS) [31] are evolutions of GSM. Furtherejdhe Digital Advanced Mobile
Phone System (D-AMPS) (also known as Interim Stah84-B) [10], which is a North
American technology, defines a hybrid air interféitat allows mobile stations to operate
in a dual mode fashion (analog and digital). Theskular systems provide basic and
supplementary telecommunication services [23]. Dh&@MPS air interface is supported
by theAmericanNational Standardd nstitute — 41 (ANSI-41) [9][18]. ANSI-41 provides
registration, roaming, call features, and other iheadypplication protocol features on the
network side.

These systems have substantial differences reiatideir architecture, protocols, and
services [23]. Interfaces among components, crypfy algorithms, and types of
handoff are proprietary solutions. However, theggesns adopt common solutions for
dealing with recurring mobility, communication, an@dio resource management
problems as already discussed in [4], [7] and [8].

Third generation standards such as the Interndtidwbile Telecommunications
2000 (IMT-2000) Systems [25][26][27] have been deped to overcome the
incompatibilities among the second generation systeentioned earlier and to integrate
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standardization activities. Meanwhile, other saln§ such as signaling protocols for
Wireless mobile Asynchronous Transfer Mode (WmAT&¥tems have been proposed
to provide mobility and radio resource managementtions for high-speed Local Area
Networks (LANs) and Wide-Area Networks (WANs) [11%][37]. IMT-2000 systems
and WmATM networks present commonalities with secganeration systems regarding
the architectural elements and the functional bieinsnvnvolved in mobility and radio
resource management.

This paper investigates the commonalities amongilsahlireless communication
systems as presented in [7] in order to identdycdpture, and to document patterns. We
identify and capture commonalities related to mgb#énd radio resource management
functions among the following second and third gatien mobile systems: Global
System for Mobile Communications (GSM) and Gen®atket Radio Servicd&SPRS)
[10][22][30][33], American National Standard Instie 41 (ANSI-41) [9][18], Wireless
Intelligent Network (WIN) [3], Universal Mobile Tecommunications System (UMTS)
[10][31], International Mobile Telecommunication s$§ms 2000 (IMT-2000)
[25][26][27], and Wireless mobile ATM (WmATM) [1115][37].

These patterns are grouped into a pattern langteageobility and radio resource
management (MoRaR) that shows possible relatioasmpong them. Several alternative
scenarios can be derived from these relationskipghermore, this set of patterns allows
designers to recognize similarities among legasyesys at the early stages of the system
development process and evolution, and to re-usad geolutions independent of
implementation.

This paper is organized as follows. The next sultise gives an overview of mobile
wireless systems, which are the pattern languageexb Section 3 introduces the
MoRaR pattern language that shows the relationbleipveen the patterns related to
mobility management introduced in [4] and the radésource management patterns
presented in [8]. These patterns are detailed ©ti®@e4 and Section 5, respectively.
Finally, Section 6 addresses our main contributiand potential future work. A table
with a summary and an index of all patterns presem this paper is provided in the
Appendix.

2 Mobile Wireless Systems: Architectural Concepts

The geographical area covered by a mobile systativided incellsthat are grouped in
location areas. Typically, lacation areais a group of cells that constitute the domain of
an operator, although an operator can have seleeation areas. A mobile station needs
to registerwhen it enters a new location area, and remamjistezed as long as it remains
in it. A mobile station has home location areavhere it is initially registered (this area
typically includes the principal address of therysend it is said to beoamingwhen it
goes to other location areasgsfted area. Roaming must occur without interruption of
service. Mobility management operations are resptngor keeping a record of the
mobile user’s location (location registration funo) as well as for finding the correct
location of a mobile station in a group of cellagmg function). Mobile user’s privileges



are also checked during mobility management in rotdeminimize the possibility of
fraud (ciphering and authentication functions).

When a powered-on mobile station crosses certaimdexies or detects a better
channel in another location area, it requests @ilmc update to the network. The network
is in charge of the databases that keep informathbut the user. If a call is coming to
the mobile user, the network requests a pagingatiperto locate the mobile station and
establish the connection.

Authentication is applied to validate the usersentity and ciphering is used to
protect the information exchanged between the raolsiiation and the network.
Authentication and ciphering operations give thebileouser privacy and security. At a
high-level of abstraction, thesmlutionsare the same for GSM/GPRS/UMTS, ANSI-
41/WIN, IMT-2000, and WmATM systems. However, implentations differ.
Differences may exist in the ciphering and autloatiton algorithms and the sequences of
exchanged messages or parameters between the ketwibies during this process.

Figure 1 illustrates a typical mobile wireless eamment (a PLMN or Public Land
Mobile Network), which is an example of the comnayohitectural elements among the
systems under consideration. The mobile systemtibtmg mentioned earlier in this
section involve mobile stations (MSs), home datak@smmonly called home location
register), visitor database (also called visitaalmon register or VLR), security database
(called authentication center), and mobile switghicenters (MSCs). This scenario
depicts a mobile station (represented by a cat)ish@aming from its home location area
to a visited area. The mobile station movemengpsasented by gray (previous locations)
and black (current location) colors.
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Figure 1.Typical Components of a Mobile Wireless Communaati
System



The MS is the equipment used to terminate the rpdib at the user side. At the network
side, base station controllers (BSCs) and mobiléchmg centers (MSCs) are also
involved.

The mobile switching center is the interface betwdlee base station controller
(BSC), which is not shown in the figure, and thenlkeodatabase as well as the visitor
database. Each mobile switching center is resplenfb one or more location areas and
for the exchange of messages between the netwaekasid the mobile stations through
common or dedicated radio channels. The MSC alsstitotes the interface for user
traffic between the cellular network and other jpublwitched networks, or other MSCs
in the same or other cellular networks. Typicaligre is an MSC and one location area
for each operator. However standards leave corabtier freedom to different
implementations. Operators responsible for largegggphical entities can have several
MSCs and location areas. A mobile user is regidtevith her mobile station with the
MSC which is in hehomelocation area.

The home database permanently keeps informationtaibe mobile user profile
while the visitor database temporarily keeps phthe mobile user profile, the part that is
needed to perform the current call. The securitalatese is responsible for the sensitive
data related to authentication and ciphering fomsti In short, these databases are
responsible for keeping information about mobileergs location, services, and
equipment.

As depicted in Figure 2, a cell is the region cedeby the radio signal of a base
station transceiver. A BSC is responsible for nmammig a certain number of cells
grouped in a location area. The set of BST and BSfften called a base station (BS).

Radio resource management functions handle theection, which is done through
radio access ports (known as air interface), betvirese station transceivers (BSTs) and
mobile stations (MSs). The handoff (also known asmdwover in Europe) procedure
guarantees the quality of the connection (i.e.dindicated radio channel between the MS
and the network) that allows each mobile user tanroWe capture and document
patterns related to handoffs, which constitute thein issues for radio resource
management, on the basis of the architectural eltsmiavolved and their functional
behavior.

Handoff is a critical functionality for mobile sgshs since all communication
services should be maintained while the user imnog. Without handoffs, calls would
be dropped as soon as the user moves from the locaten area. As depicted in Figure
2, handoffs can occur in three different ways depen on the network equipment
involved [23][25][30].

Inter-base station transceiver handoff involves ifieations only in the radio channel
between BSTs and the MS (position 1 in the figurekr-base station controller (or intra-
MSC) handoff includes also changes in the BST (mosR). These types of handoffs are



also known as intra-system handoff. Finally, theeismobile switching center handoff
(also known as inter-system handoff) involves ddfe MSCs (position 3).

As illustrated in the figure, BSTs and BSCs areongnt components of the handoff
process; however, this work considers only the aled intersystem handoffs, which
involve different MSCs. At the upper layers, ingystem handoffs are managed by MSs
and MSCs. BSTs and BSCs act as complex transmisystems and can be ignored.
This handoff requires specialized signaling prol®cbetween the current and the
candidate MSCs that are involved in the process.
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Figure 2.Type of Handoffs

It is worth to mention that mobile wireless systéraschitectural models distinguish
among functional entities, network entities and g¢tgl entities. The highest level of
abstraction is described in terms of functionaltex®, and these are incorporated into
network entities at a lower level of abstractiortiork entities are then mapped to real
physical entities at the implementation level. Histpaper, we use the term architectural
(or structural) element as a synonym for functiooalnetwork entity. As mentioned
earlier, common architectural (or structural) elamseare identified among these systems
[7][10][23]. Thus, the next sections take into sieration the following common
architectural elements: MS, MSC, BST, BSC, andlzitas such as the Home Location
Register (HLR) and the Visitor Location RegistetR).

3 The MoRaR Pattern Language

The common functional behaviors among the mobileeless systems mentioned
previously are presented in [7] using a notatiotledaUse Case Maps (UCMSs)
[3][5][6][14]. These commonalities are analyzed amlgen it is appropriate, a pattern is
captured and documented. The patterns based ofuticonal behavior are called
behavioral patterns. Furthermore, common architattalements among the chosen
systems are also identified in [7], where eachesgsarchitecture is described with UCM



components and the common elements are extractecbrdingly, when the pattern
concept can be applied [2][16][29][34], these natwar functional entities are translated
to the pattern template and they constitute thecttral patterns.

After identifying behavioral and structural pattefnom the commonalities presented
in [7], the motivation for designing a pattern laage arises from the need of showing
interactions among them. The pattern language fability and radio resource
management (MoRaR), which is illustrated in Fig8reives designers the possibility of
generating different scenarios related to mobiktesys. Designers are then able to find
the patterns that are relevant for what they intendo at the requirements and analysis
stages. It should be mentioned that the pattergulage shows alternative ways to
combine patterns.

Figure 3 depicts the pattern language with the Wera (ovals) and architectural
(plain rectangles) patterns classified into twcegaties (dashed rectangles) as follows:
mobility management and radio resource managentenshort, these two categories
describe the functional layers discussed in [7} Hra often used in the literature when
discussing protocols for mobile communication systeln addition to a name, each
pattern has a number that identifies the sub-geatiavhich it is discussed. The dashed
and plain black arrows illustrate the relationshipong the patterns. The gray arrows
with outgoing call, incoming call, and roaming l&bdepict three possible start points for
scenarios derived from the pattern language.
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.3.Inter-syste
Handoff

Failure
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Figure 3.Relationship among the Patterns within the MoRatkeRa
Language

Dashed arrows represent the exchange of the faltpmformation requests between the
behavioral and the structural patterns: a requesdidta items, a request for operations on



data items, or a request for control or releaseresburces. For instancécation
registration requests thdhome and visitor databasde store, update, and delete data
items related to the mobile users’ location. On ttker hand,paging temporary
identificationassignmentauthentication andinter-system handoff executioequest data
items that are stored in the databases. In additehome databasesquests data items
that are stored in thsecurity databasend vice-versa. Thanchor mobile switching
center which controls the resources (e.geleasing resourcgsfor the inter-system
handoff executigns triggered by a request from thandoff decisiomr from thelocation
registration

Plain arrows represent the order in which the padteoccur. A designer chooses
either a set of patterns or an individual pattérat tbest suit the system needs. In other
words, the first pattern in a sequence or a sipgigern is chosen according to the
specific scenario that the designer wants to géméeag., outgoing call, incoming call, or
roaming). The context of each pattern in a spec@iquence is related to the resulting
context of the previous pattern. As mentioned egrthe following systems have been
using these patterns: GSM/GPRS/UMTS, ANSI-41/WINd &MT-2000 based systems
as well as WmATM networks.

For instance, a scenario with the sequence of rpattéhat describe what happens
when a user powers on the mobile station and toiesake a call starts with an outgoing
call request, as shown in Figure 3. First, the petwgueries the mobile station for its
temporary identification then, authentication and ciphering provide a secure
environment for the communication. Theecurity databaseseparates the user’'s
authentication information from the user’s profded it is accessed during the previous
two steps. After this, a netemporary identifications assigned to the mobile station and
the location registrationupdates thénome and visitor databasékat keep track of the
mobile user’s current location information whenether user roams.

When an incoming call (see gray arrow in Figurarives to a mobile station that is
powered onpagingis performed to reach the mobile station befanéhenticationand
ciphering that guarantee security and privacy for the estaflent of the connection
between the users. femporary identifications assigned to the mobile user to avoid
sending the real user’s identity through the aeriiace.

Meanwhile, a handoff decision monitors the quatifythe link between the mobile
station and the network whenever a user moves fsomlocation to another (see the
roaming gray arrow in Figure 3). Thater-system handoff executiqguarantees the
communication when the roaming occurs. Howeveruacsssful handoff outcomes also
occur in this case and handoff failure actions katttem. The ability to release resources
(i.e., releasing resourcgsafter a handoff is also supported by the netwdik presented
earlier, an anchor mobile switching center mairgaime control of the resources (e.g.,
transmission links) during the call processing.

The patterns gathered in the MoRaR pattern langaeggeneral and abstract enough
to allow freedom with respect to future implemeistatdecisions and to be re-used at the



early stages of the system development process\aidtion of mobile systems. Table 1
presents an overview of the MoRaR pattern languagerms of its reusable software
units and their correlation to the software develept stages. These units can be reused
at the requirements and analysis stages of a megdeem development process. [6]
presents an approach that adds rigor to the pateerse and validation. It validates
requirements, analysis, and design models agaaistation test cases that are derived
from the pattern solutions.

Reusable Software Development Stage
Behavioral Patterns Requirements
Structural Patterns Analysis

Table 1Reusable Units of the MoRaR Pattern Language

The next sections introduce the mobility and ragisource patterns, which are used
in different second and third generation systemsta®ed earlier. Pattern names are given
in sub-section headings. When we reference pattiwaisare included in the MoRaR
pattern language, we identify them within the cahter the resulting context sub-
sections. However, a separate sub-section desaribes patterns related mphering
authenticationrandlocation registration

4 Patterns Related to Mobility Management Functions

Mobility management functions solve problems raldtethe user’s security and location.
For instance, mobile communication systems uselegisetechnologies, such as the Time
Division Multiple Access (TDMA) technique, that adgy nature more prone to
eavesdropping and fraud on the radio interfaceas fikad networks. Furthermore, in such
systems, other facilities are required to managation aspects related to users that roam
from cell to cell and to reach a user that is baialjed. This contrasts with the situation
in fixed systems where the location of the usertlferuser’s terminal) is always known
since it is associated to the subscriber’'s number.

The next sub-sections present patterns that soblslity management problems such
as: guaranteeing security and privadgn(porary identification security database
ciphering and authenticatiol; reaching a mobile user that receives an inconialy
(paging; keeping a record of the subscriber's locatioforimation that enables the
establishment of calls efficientih¢me and visitor databagesnd keeping up to date the
location information of the mobile statiolo¢ation registration.

4.1 Temporary I dentification

Context
A user has just powered on the mobile station,eleal/to a new location area, or an
incoming call has just arrived to a mobile user.alh these cases, common control



channels are used for network management messajese lthe establishment of a
dedicated control channel between the mobile statitd the network [33]. At this time,
privacy and security operations are the main carscef the network in order to protect
the communication over the air interface agaitsg@l scanning of these control channels
[18].

Problem
How does one ensure privacy of the subscriber'stigewhen sending it on the radio
path?

Forces

* All the information exchanges in clear on the rgaih are vulnerable to a third party
listening to the control channels. As a result, shscriber’s identity can be easily
captured on the air interface. Then, a frauduleabifa station can be programmed
with this valid identification and make calls aetbriginal mobile station’s expense
(known as mobile cloning fraud);

* Although encryption is very efficient for confideaiity, it is not possible to protect
every single information exchange on the radio pathexample:

— when common channels are used simultaneously byabile stations in the cell
and in the neighboring cellgjphering (Section 4.3) is not applied since a key
known to all mobile stations has a low level ofiséy;

— when a mobile user moves to a dedicated chanrezk ik a period during which
the subscriber’s real identity is unknown to theneek and ciphering methods are
not applied.

Solution

Assign a temporary identification to the mobiletista in order to avoid exchanging the
subscriber’s real identity and the electronic $emanber of the mobile station over a
non-<ciphering(Section 4.3) radio path.

Each mobile station has a unique temporary ideatifon that is composed of a
location area identity and a digit string. The temgpy identification, which is
dynamically allocated by the network when the m®biser registers in the location area,
is stored in the mobile station and in thsitor databasgSection 4.6). When a mobile
user powers off the mobile station or changes tihaar location area, this identification
is released in the oldisitor database The network reduces signaling messages and
resources by storing the temporary identificatiothievisitor database

Figure 4 Iillustrates two scenarios that represamfspectively, atemporary
identification inquiry and atemporary identificatiomassignment. The former is used by
GSM, ANSI-41-C, and IMT-2000 based systems wherohila station powers on or tries
to make a call. The latter can be performed byehgstems when a mobile station
receives a call or changes location area. Whemtbkile station changes location, in



addition to the temporary identification assignmehe old temporary identification is
released from the obdsitor database

Rationale

Temporary identificationadds an extra level of protection in mobile wissle
environment. It is used instead of the real subscis identity when the user powers on a
mobile station or tries to make a call and it hasrbpreviously assigned by the network.
The advantage of the use of this identity is obesgmvhenciphering (Section 4.3) is not
applied to the traffic. In this case, even if som®os listening to the radio path, this
identity does not have any meaning outside theirsgmetwork (e.g., an illegal mobile
station cannot be programmed with this number).

Mobile i isi
Mobile Switching Mobile '\Sﬂvc\)/itt)zzlﬁin \I;IS;tObf
: . atabas
Station Center Station Center ° '
Temporary Ident. Request Temp. Ident. Assign. Requept

Temp. Ident. Assign. Indicatior |«¢

Temporary Ident. Indication

Temp. Ident. Assign. Respo . .
Temp. Ident. Assign. Confirnpation

Figure 4. Temporary identification Inquiry and Assignment

Resulting Context

The temporary identificatiorprotects the mobile user and the network fromdtpirties
that could otherwise get information about the stbsr’s real identity by listening on
the radio path. Once the temporary identificatias been assigned to the mobile station,
the user identity can be validated throwgltthentication(Section 4.4) and the exchanged
information over the dedicated channel can be seciinrougttiphering(Section 4.3).

Known Uses

Temporary identificationis called Temporary Mobile Subscriber Identity (3M in
GSM/GPRS and ANSI-41 Specifications and Temporaopi User Identity (TMUI) in
IMT-2000 Systems and UMTS.

4.2 Security Database

Context

Security and privacy management functions handiermmation such as authentication
keys and security-related parameters. Furtherntbey, check the validity of received
authenticated data, and perform confidentialitytaus.

On the other hand, location management functionsage mobile users’ location
information as well as their identification and fileothat are relevant to the provision of
telecommunication services. This information igetioin thehome and visitor databases
(Section 4.6).
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Problem
How does one handle the mobile user’s sensitivanmétion while assuring its protection
on the network side?

Forces

« All the security mechanisms including keys and atgms should be a concern for
operators and manufacturers of mobile systemsekample ciphering(Section 4.3)
and authentication(Section 4.4) not only rely on the secrecy of ithfermation that
are provided by them, but they also rely on theesscof their keys and algorithms;

 Even though security management functions involile same protocols and
architectural elements as location managementitingstthe location information and
user profile are often accessed by the networkenpgrformingpaging (Section 4.4)
and location registration(Section 4.6). Consequently, the information in Huene
and visitor databaseis vulnerable to attacks and failures due tofileguent access;

* It is also not possible to store the security-eglainformation only in thevisitor
databasesince this database is in charge of storing tearppiinformation related to
subscribers who are currently in its location area.

Solution

Create a repository of the user’s sensitive infaiomathat is only accessed by functions
involved in the security management process. Tlatlthse does not transmit any
sensitive information (e.g., secret keys and allgors) but performs thepheringand the
authenticationcomputations itself.

The authentication center is the security datalfaseANSI-41 and GSM based
systems. The same secret keys and algorithms aneapently stored in the internal
memory of the mobile station when its activationcws. In GSM, the Subscriber
Interface Module (SIM) stores this information.

The home and visitor databas€Section 4.6) have small roles during the security
management process. For example, they store coraptary information that is
necessary to perform the authentication and cipgeromputations.

Rationale

The amount of security information in a wirelessvimnmment such as keys and
algorithms that are used to perform ciphering aathentication calculations justifies
their separation from the user profile informatistored permanently in the home
database. Any problem that home databases facenatilaffect theauthenticationor
cipheringprocedures. This decision gives an extra levekatirity to any mobile system.

Resulting Context

Sensitive data has been stored ingbeurity databasewhich provides an additional layer
of protection around this information. Consequerttig ciphering (Section 4.3) and the
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authentication(Section 4.4) functions use this information inerdo guarantee privacy
and security to the mobile user.

Known Uses
Security Databaseés called Authentication Center (AC) in ANSI-41&gffications, IMT-
2000 Systems, and GSM/GPRS/UMTS.

4.3 Ciphering

Context

In the idle mode, common control channels are dgedll mobile stations that are in a
particular cell as well as for the ones in the hbaying cells. Once a mobile station sends
its temporary identificatior{Section 4.1) to the network, a dedicated cordhainnel and

a traffic channel, which is reserved for user infation, are allocated. As a result, the
mobile user changes from idle mode to dedicatedemod

After this, the type of information transmitted dbgh the radio path belongs to
different categories, such as: user informationiccor data), user-related signaling
(messages carrying user’s identity numbers), arslesyrelated signaling (messages
carrying radio results measurement).

Problem
How does one protect the privacy of the commurocatbver an insecure wireless
communication channel?

Forces
« If the information is sent in clear text on the icaghath, third parties are able to
eavesdrop the communication;

* A good protection against unauthorized listeningaseasy with analog transmission,
which is used by first generation systems suchM®3. For instance, analog mobile
systems have to apply more than one mechanisnctymrselected parameters in the
signaling messages or to encrypt the user trafiaavever, digital transmission, which
is used by second generation systems such as G8Mde@s privacy and security to
mobile subscribers by protecting all the transrdiitdormation (e.g., voice, data, and
signaling);

* Encryption of the same data must not generate dhee ncrypted sequence on the
network each time to prevent replication fraud .(emlay back of the encrypted
sequence from a previously intercepted sequence).

Solution

Apply encryption mechanisms to the digital inforioat that is transmitted through
control and traffic channels when the mobile statis in dedicated mode. These
mechanisms are independent of the exchanged infiamigpe.
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Figure 5 depicts two scenarios that involve thesetf the ciphering mode and the
transmission of the ciphering information in IMT&Dsystems. In Figure 5a, the network
instructs the mobile station that tlegohering mode should be employed during the
transmission process. Figure 5b illustrates theilmabation sending an encrypted data
stream on the radio interface.

Before setting up the encryption mechanisms as shiowFigure 5a, the mobile
station and the network have already agreed onnings that allow the ciphering and
deciphering methods, which are the following onasframe number, an encryption
algorithm, a ciphering key. The frame number, whgprovided by the network for each
ciphering sequence, prevents the replication frauek encryption algorithm, which is
specified for use in several countries, generdte<iphering sequence. The ciphering key
is calculated for each communication according tcardom number, a computation
algorithm, and a secret key. The mobile statioa,Htbme and visitor databases (Section
4.6), and the security database (Section 4.2) esponsible for storing the inputs and
calculating the operations mentioned previously.

Mobile Mobile Mobile Mobile v
itchi itchi ecurity

Station Switching Station Switching
Center Center Databast

Ciphering mode reque Ciphering data

Deciphering data reques

Ciphering mode indicatio

Deciphering data indicatio

Figure 5.(a) Ciphering Mode Setup and (b) Ciphering Datalaxge

In order to ensure that the ciphered data frormtbbile user’s side can be deciphered on
the network side, the encryption algorithm shouéd reversible. For instance, if the
encryption algorithm is used to cipher a data strethe same algorithm is used twice to
decipher this data and get back to the originaksir.

Rationale

The wireless environment does not protect agaiasesdropping. Hence the need of
ciphering the traffic in the air interface. Ciphegi provides algorithms to encrypt
signaling messages and data that are exchanged airtinterface.

Resulting Context

In dedicated mode, encryption mechanisms providerdranced degree of privacy over
the radio channel by preventing unauthorized actedke information exchanges. For
instance, when an incoming call has been requestedigh paging (Section 4.3),
cipheringis applied to assure privacy of the informatioclenges between the network
and the user who is being called. In addition fahering, mobile user’s authentication
(Section 4.4) should be performed to prevent fréerdiaccess.
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Known Uses
Cipheringis used in ANSI-41 Specifications, IMT-2000 SystesSM/GPRS/UMTS,
and WmATM networks.

Related Patterns

Secure-channel communicatjanformation secrecy, secrecy with sender authahoa,
and secrecy with signatureare presented in [12] within a pattern language fo
cryptographic software.

Information secrecyas the same purposeaghering In other words, both patterns
support encryption and decryption of data. Howewsphering documents specific
characteristics of mobile systems and concentrateshe requirements and analysis
stages whilanformation secrecyocuses on the design stage of cryptographic so#w
which are used in different domair&ecrecy with sender authenticatiandsecrecy with
signature are modifications of thenformation secrecywith the addition ofsender
authentication(see related patterns of Section 4a#y signature which guarantees the
authorship of the message (non-repudiation objeafthe cryptographic process)

4.4 Authentication

Context

A temporary identification(Section 4.1) has been requested from a mobiletbaé has
powered on the mobile station, or entered a newtime area. Once the network has
provided a dedicated channeiphering (Section 4.3) prevents the eavesdropping of
communications through the radio path. Neverthelesmsmissions could have been
intercepted before using the temporary identif@wator enabling the ciphering methods
whenever docation registration(Section 4.6) has occurred or when a mobile uasr h
received an incoming call request throyggming (Section 4.5). As a result, the stolen
identification codes could have been used to olatirme fraudulently.

Problem
How does one prevent unauthorized or fraudulenésecto cellular networks by mobile
stations illegally programmed with counterfeit it@oation and electronic serial
number?

Forces

» If the subscriber’s identity is transmitted withartcryption over the air interface and
special radio scanners capture this informatiome, \thlid user’s identity (and the
user’s account) can be illegally used by someose el

« If the identity of the mobile station cannot beifred, any fraudulent mobile station
programmed with a valid subscriber’s identificaticen make calls, which leads to
the possibility of incorrect billing to the legitate user, or the possibility of receiving
calls with false identification (impersonation);
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« Passwords can limit physical access to the mohkaktos, but are of little value when
sent over an open channel on the air interface;

* A robust method of validating the true identity af subscriber in a wireless
environment requires no subscriber intervention amd exchange of keys or
algorithms through the air interface.

Solution

Perform an authentication operation in both the ifeostation and the network sides
based on an encryption algorithm and a secret Weyer. These values are stored in the
legitimate mobile station and in tisecurity databaséSection 4.2) at the initiation of the
service (e.g., at the time of mobile station ad¢iorg. Furthermore, they are neither
displayable nor retrievable and never transmittegt the air or passed between systems.

The operation consists of applying the encryptigo@hm with the following inputs:
a random value dynamically provided by the netwadtke secret key number, an
electronic serial number, which identifies the nielstation, and the user’s identification
number. According to the comparison of both autieatibn results, the mobile station is
either authorized or denied access to the netvildr&.user’s identification number is sent
over aciphering (Section 4.3) radio path and the electronic semiaiber has been
previously stored in theome databasgSection 4.6).

Figure 6 illustrates a typical mobile wireless coamcation environment with a
scenario that shows the authentication operatien®pned by a mobile station and its
home network provider. The architectural elemehtsas in the figure are related to the
following scenario: a mobile user powers on the ieogtation inside the home location
area and aauthentications requested.

7 UsrAuth := AuthAIg(Usr__key TN /'/NetAuth = AUthAIg(Usr_keS/\,\\
{\ random_value,MS_serial, /,' {\ random_value,MS_serial,
\\\EJSUD) el “._Usr_ID)=UsrAuth? O
""""""""" R T O
< Mobile
@) Security Home O
Database Database Své';?]r:'er:g
\\\ /—r/‘ Base
Station
@% Controller
(O O)
Mobile Station Network

Figure 6.Authentication Operations

First, the network sends to the mobile station mdoan value from a pool of free
numbers. The mobile station performs the authendicaoperation based on the
encryption algorithm with this random value and thputs assigned previously. The
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operation result is sent to the network. The compar between these results
(respectively, UsrAuth and NetAuth) is made at tiedwork side with the following
network entities involved: mobile switching centegme databas€Section 4.6), and
security databaséSection 4.2). The mobile user is successfullyenticated and able to
access communication services in case of identesllts. Otherwise, the access is
denied.

The message sequence chart shown in Figure 7rdtastthe architectural elements
of an ANSI-41-C based system that are involvedh@ authentication of the mobile
station shown in Figure 6.

Rationale

There is a need for verifying the authenticity wée/ mobile station that tries to access a
network to avoid problems such as mobile clonindfeent from the fixed networks, in

a wireless environment, extra protection is alscemsary to avoid exchanging security
information over the air interface when cipherirg not available.Authentication
combines the verification of the mobile stationdentity in the network side with the
exchange of random numbers through the radio pwtsad of the mobile user’s identity.

Basic Sequence Diagram for Authetication

Mobile Mobile Home anc Security )
Station Switching \El)lsno br Databas Legend:

atabase ) ) )
e sAl : send Authentication Information

aAA: apply Auth. Algorithm
sAl indication cAR: check Authentication Result
nS : notify Success

aAA confirmation aAA response

Figure 7.Authentication: ANSI-41 Message Sequence Diagram

Resulting Context

The authenticationoperationprotects the network against unauthorized accedstlan
mobile user from fraudulent impersonation by ceirnid her identity. As a result, a secure
mobile communication environment is offered to thgbscribers before the user’s
location registration(Section 4.6), before an attempt to make a callyloen a mobile
user has received an incoming call request thrgagimng(Section 4.5).

Known Uses

On the basis of the air interface protocol (e.8-95 or 1S-136), which is used to access
mobile systems, or of a roaming agreement betwaeimdme and the serving systems, it
Is possible to determine whether the MS is autbatitin-capable or not. The ANSI-41-C
mobile application part (MAP) contains operations algorithms that are responsible for
the authentication tasks [18]. The authenticatigrerations are done by a set of
algorithms calledCellular Authentication and/oice Encryption (CAVE) and two secret
keys: A-key and SSD.
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Related Patterns

Secure-channel communicatjorsender authentication and secrecy with sender
authenticationare presented in [12] within a pattern languagecfgptographic software.
Sender authenticatiomas the same purpose asthentication In other words, both
patterns guarantee that the sender is genuine atieéraic. Howeverauthentication
documents specific characteristics of mobile systeand concentrates on the
requirements and analysis stages whdader authenticatiofocuses on the design stage
of cryptographic software, which is a different dom Secrecy with sender
authenticationis a design pattern that combinggormation secrecy(ciphering and
sender authenticatioauthenticatioi.

The authenticator patternis presented in [13] to describe identificationdan
authentication mechanisms for distributed objedtesys. This design pattern uses a
login-and-authenticate protocol to grant or dergeas to individual requestors. Although
the authenticator and the authentication interégelated, these patterns have differences
regarding their problems, solutions, resulting eahtand applicability.

4.5 Paging

Context

A network has received an incoming call request ifhaddressed to a mobile user whose
current location area is kept by theme and visitor databasé€Section 4.6). This request
contains the mobile user’s identity (dialed numb@&he network refers to the user as the
terminating or called party.

Problem
How does one reach the terminating mobile userranté the call to the actual location
of the mobile station?

Forces
* The precise location of a terminating mobile statieeeds to be known in order to
establish the communication;

* In a fixed telecommunication environment, the uséwtation is always known since
it is associated to the subscriber’'s number. Orctirary, in a mobile network, the
dialed number has no information about the ternmgatser’s current location, since
it changes with the user’'s wanderings;

* The mobile environment is split into cells and ebdation area includes several cells
managed by a single mobile switching center. Whersex roams within a location
area, this user eventually changes cells;

*  When an incoming call request is sent to the nékwloome and visitor databases
(Section 4.6) are queried about the terminating' sis&irrent location area. However,
each location area is composed of several cellgt@durrent cell where the mobile
station is camped on needs to be found by the mkefwo
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e The amount of information transmitted and procesbgdthe network increases
considerably if smaller cells are used. For ingtamehen a large number of mobile
users are transmitting information about their tmsathrough every cell, both base
stations and the spectrum in use by them are ackzth

Solution

Send a paging message to reach the terminatinglenader in a set of cells where the
user is expected to be (for example, several dogts). The location area information is
retrieved from thdhome and visitor databas€¢Section 4.6), which are kept updated by
the location registration(Section 4.7). Based on the mobile station repig, network
precisely knows the cell where the terminating useurrently located.

Figure 8 shows a successpaging scenario after the network receives an incoming
call request.

Basic Sequence Diagram for Paging

Mobile
Switching
Center

Mobile
Station

Paging request
Paging response

Figure 8.Paging Message Sequence Diagram

Rationale

When there is an incoming call for a mobile users inot possible to locate the user on
the basis of the dialed number. The location oftémminating user is not included in the
number since it is not fixed?aging solves the problem of locating the terminatingruse
with the information provided in the user profiletbe home database.

Resulting Context

Once the network has found the terminating mobseruand allocated a dedicated
channel, the call establishment proceeds. The tatimg user’'sauthentication(Section
4.4) andciphering (Section 4.3), which is used to protect the infation on the radio
path, can also folloypagingdepending on implementation decisions.

In large networks, this solution provides a balabeéveen the amount of location
information to be exchanged among architecturahetgs and the number of necessary
paging messages to be sent on the radio path. Besidasingcthe user, the paging
procedure minimizes resource consumption regarolatly the signaling load on the radio
path and the processing load on the network.

Known Uses
Pagingis used in ANSI-41 Specifications, IMT-2000 SysserSM/GPRS/UMTS, and
WmATM networks.
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4.6 Home and Visitor Databases

Context

In the mobile wireless network world, the fact thatiser moves from one location area,
which groups a set of cells, to another is callexhtning”. Roaming occurs when a user
moves to a location area other than her own horea. dn practice, this usually means
that a user is changing from one provider's dom@inanother provider's domain,
although it is possible for a provider to have savdomains.

Problem
How does one enable a user’s mobility between ilocaareas of the same provider or
between location areas of different providers?

Forces

» Different from fixed users’ identification, a mobiuser’s identification includes no
information about the subscriber’s current location

* Mobile communication providers are responsible Keeping information about the
users permanently registered in their networks e as about the ones currently
visiting them;

* Information about mobile users’ home, previous, emaient locations are essential to
enable telecommunication services when one or aepesviders are involved in the
roaming;

* Telecommunication services are only obtained froouraent visiting location area if
a mobile station is registered in this particulegaa This registration relies on the
home and previous location area in order to getrmétion about the mobile user.

Solution

Create two types of repositories to handle the tealser’s information. One is the home
database, which is a primary repository for infotiora (such as current location) about a
set of users permanently registered in a locatrea.alrhe other repository is the visitor
database, which temporarily stores part of thermédion (e.g., home location) about the
users that are currently visiting a particular temaarea. The visitor database reduces the
signaling messages to the home database whendghesusaming.

Every time a mobile user registers in a new lacaarea, thdocation registration
(Section 4.6) procedure updates the home, prevamgscurrent location information.

Rationale

Databases are used in fixed networks to keep irdtbam about their subscribers such as
billing information and features. In mobile systertiese databases are still necessary and
they also have to keep information about user’sretur location areatemporary
identification,and security information, among others. Some «f thiormation is kept
permanently in databases, other is kept tempordrilg permanent information is stored
in the user’'s home network that can be far formctimeent user’s location. The temporary
information is often accessed by the network amuukhbe close to the current user’s
location.Home and visitor databasese used for this purpose.
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Known Uses

GSM, ANSI-41, and IMT-2000 based systems maintaltome database that is called
Home Location Register (HLR) and a visitor databtss is called Visitor Location
Register (VLR). The GSM-900 VLR is physically intaged with the Mobile Switching
Center (MSC).

ANSI-41’s specifications describe thesitor databaseas the VLR functional entity.
The ANSI-41 serving system is described as a siagtéy composed of the MSC and
VLR functional entities. Most of the ANSI-41 implemtations currently available in
service also describe a single MSC/VLR; howevegrdghs potential for their separation
at the implementation level.

Resulting Context

Home and visitor databasekeep track of users’ information througlocation
registration(Section 4.6)As a result of having these databases, the roacapgbility is
guaranteed and the restriction of offering servioady in a specific area within a
particular network is removed. In addition, thsitor databasestores thetemporary
identification (Section 4.1) as well as part of tleer’s profile information.

The mobile user’s location information is needed authentication(Section 4.4)
purposes and fopaging (Section 4.5) the terminating mobile user. Furthemem the
security databaséSection 4.2) requests information from tieane and visitor databases
in order to perform theuthenticationand ciphering calculations, whose results are
requested by theome and visitor databases

4.7 Location Registration

Context

A user has changed location area in a mobile véseEnvironment that contaih®me
and visitor database&Section 4.6). The user’s location has changeal @nsequence of
a power-on evefit an outgoing call, or an incoming call. Optionaln authentication
operation (Section 4.4) has been successfully peda.

Problem
How does one keep up-to-date information about hileaiser’s location every time the
user changes location area?

Forces
» A visitor database has limited storage capacity i&asily overloaded with a large
number of mobile users roaming in its location area

« The accuracy of the location information is necessin order to offer
telecommunication services such as information amgh between users;

2 A mobile user changes location area before powasinthe mobile station.
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* The location information in the previowssitor databasdas no longer up-to-date or
useful when the mobile user moves to a new locatien.

Solution

Perform a location registration procedure that miesof updating and inserting the
mobile user’s location, respectively, in theme andcurrentvisitor databasegSection
4.6) every time the mobile user changes locati@a.afhis registration operation also
includes a request message to the prewaitor databasen order to delete the mobile
user’s temporary location record.

Figure 9 illustrates a location registration in ANS-C networks. This scenario
considers that the mobile user’'s home networkffer@int from the previous location area
(old network). The user is registered in a new ekwnew location area).

A location registration failure occurs in two casé® mobile user’s previous location
information is not reachable or the mobile statowes not support the new area for
technical reasons, such as network failure. Assaltethe location information is not
updated and the network notifies the mobile user.

Current Network Home Network Previous NetworH
—_—— - -~~~ = === === ====== 1 FTTTT T 1 re—_ ="
|| Mobile Visitor | | ' [ Home | 1| Visitor i
|| Switching Database | | . | Database|; || Database|
' |_Center ! ! ! ! :

__________________________________________________

Location regist. request

Location regist. indicatio

Location regist. respon

Location regist. confirmatio De-registration request
De-registration indicatio|

Figure 9.Location Registration Message Sequence Diagram

Rationale

In order to handle the user's mobility, there ineged for updating theome and visitor
database®very time a user enters in a new location arbe. Must be done constantly in
order to make it possible to complete calls or roffervices to mobile userkocation
registration not only takes care of this problem but also nzan# thevisitor database
with temporary information about the users that amerently roaming its respective
location area.

Resulting Context

When the current mobile switching center has sisfubllg registered the mobile station
in the new location area, the mobile station isvald to operate in this area, as well as to
request services, to establish, and to receives.chll addition, the temporary record
containing out-of-date location information has ekeleted from the previougsitor
databaseAs a result, storage resources have been released
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On the other hand, information about user locatioes not change in case of location
registration failure.

Known Uses

The triggering events for location registrations dependent on the protocol used for the
air interface and on internal algorithms implemdnia the serving systems [18].
However, the air interfaces standards for AMPS, GDMnd TDMA registrations
support the following common registration eventsbite station power-on, timer-based
(i.e., registration occurs at periodic intervalsilelthe mobile station is powered on),
transition to another system, and call originatié.a high level of abstraction, the
actions involved in the location registration ammenon to ANSI-41 and GSM based
systems, and WmATM networks.

Related Patterns

The Parameter Databas¢36] that is described within Rattern Language of Feature
Interactionsolves the problem of two or more features accgsaial modifying the same
database parameter. This pattern language handidardeature interactions occurring
in telecommunication services (for fixed and mobisers).

5 Patterns for Radio Resource Management

After investigating the radio resource managemenicerns of the mobile systems that
we have considered in our study, we identify théofang patterns detailed in the next
sub-sectionshandoff decision(Section 5.1),anchor entity(Section 5.2),inter-system
handoff executior{Section 5.3),handoff failure actions(Section 5.4), andeleasing
resourcegSection 5.5).

A decision of doing handoff is taken every timesitappropriate to change a radio
communication link. The execution of an inter-sgsteandoff maintains the stability of
the dedicated radio channel despite the user’s ntova different location area. An
anchor MSC handles the resources for informatiochamge during the inter-system
handoff process. The network is also responsibtehtmdling unsuccessful outcomes
during the inter-system handoff execution. The ofeadio resources is minimized by
releasing circuits that are no longer necessannvehagser roams.

5.1 Handoff Decision

Context

A dedicated radio communication channel has besigrasd between a mobile station,
which has changed from idle to dedicated mode, andobile switching center for

transmitting signaling and data. The mobile usem@ving from one place to another.
This possibility of changing cells (and possiblgdtion area) is called handoff and it is
one of the major sources of complexity for mobigworks [18][30].
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Problem
How do you monitor the quality of the radio comnuation link between the mobile
station and the network to decide whether to triggleandoff or not?

Forces
« Radio communication is interrupted as soon as $ee leaves the radio coverage area
of the current cell whether a call is in progressat;

* When a call is in progress, the radio communicationoff has an important weight
in the overall perception of voice quality from thger’s point of view;

* When comparing the capabilities of two cells, thed of each base station transceiver
and the overall interference level in each cebketfthe radio link quality;

* Local geographic peaks can occur in events sudp@s competitions, concerts, and
festivals. It is possible in these situations thatell is congested in the peak area
while its neighbor cells are not.

Solution

The decision whether a handoff should be triggesednot is based on the signal
measurements of the transmission quality for orgdiedicated radio connections. These
measurements are best taken by the current basensiaby both the current base station
and the mobile station, with parameters such asstnission error rate, propagation path
loss, propagation delay, traffic considerationsyall as the cell capacity and load.

Mobile stations provide measurements of the recebase station signal strength to
the current mobile switching center. Although tignal measurements normally concern
the allocated radio resources of the current agfien it is necessary, adjacent base
stations (in the neighbor cells) also provide meamgnts to the current mobile switching
center while the mobile station moves towards tbewterage areas.

The handoff decision can be taken by the mobileostgmobile station-controlled
handoff), the serving mobile switching center (n@tevcontrolled handoff) or both
(mobile station-assisted handoff called MAHO) defirg on implementation issues.
When the handoff involves two radio channels thrat @ntrolled by the same mobile
switching center (intra-system handoff), the batsian controller can also take the
handoff decision.

Figure 10 shows a handoff decision involving twayasre mobile switching centers
(inter-system handoff).

The current mobile switching center queries adjaeeabile switching centers to
determine whether the mobile station should begassi to another mobile switching
center. The adjacent mobile switching centers sbaccollected handoff measurements,
which contain radio signal strength that is beiegeived on the specific channel. The
current mobile switching center examines each nreasent to determine whether a
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handoff is appropriate or not. In this figure, thendoff is successfully done with the
allocation of a dedicated channel to the mobileémta

Adjacent Current
Mobile
) Switching
Mobile Center
Switching
Center / dedicated channel
S

s NG
@ N7

Current Location Area

Figure 10.Handoff Decisiorwith different MSCs

Figure 11 depicts a possible scenario for applgngnter-system handoff decision. The
diagram starts when the mobile station moves rfeaborder of a location area. In this
scenario, a mobile switching center receives thasmements from the mobile station
and decides whether the handoff is necessary orTingise measurements can be also
taken by the base station or both mobile statiahtmse station.

Basic Sequence Diagram for Handoff Decisign

Mobile
Switching
Center

Mobile
Station

Compare Measurement;
Handoff Result

Figure 11 A Scenario for thédandoff Decision

Known Uses

The handoff decisions taken by the signaling atteves for WmATM presented in [11],
the ANSI-41 Handoff Measurement Request scenagegnted in [18], and GSM based
systems such as GSM-900 and GSM-1800 [10][30] yolinis pattern.

Resulting Context

After the decision about the need of a handoffingna-system or amter-system handoff
(Section 5.3) can occur. Otherwise, there is nalrfee handing off. Ananchor entity
(Section 5.2) handles the network resources witheirtg perceived by the mobile user.
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5.2 Anchor Entity

Context

A handoff decision(Section 5.1) has been taken and an inter-systemdaoffa which
involves the modification of a dedicated transnuisgpath between a mobile station and a
mobile switching center, must be performed [10][30]

Problem
How do you manage the network resources involvadfoarmation exchanges during an
inter-system handoff?

Forces

* The physical transmission path, which includes bibi dedicated radio channel
between the mobile station and the network andixlee transmission path within the
network, is constantly modified by handoffs;

« If the transmission path is released as soon astansystem handoff decision is
taken, all call information that should be transedtto the new mobile switching
center is lost. This can happen regardless of vehethnew channel is allocated
successfully or not;

» Charging is complicated since more than one mailigching center is responsible
for a call.

Solution

The mobile switching center that has first estélelds the dedicated channel with the
mobile station will be in charge of the call. Timbile switching center, called anchor,
keeps control of the call processing informatioaluding the billing record during the

inter-system handoff. Figure 12 depicts an exarapbn anchor MSC.

Anchor
External Mobile Mobile
Networks Switching Switching
(PSTN, Center Center
ISDN)
/ dedicated channel / dedicated channel
S)
|
lI @-----@é @_!‘._@
Initial Location Area Visitor Location Area

Figure 12 ANSI-41 Successful Handoff-Forward winchor entity[8]

When an inter-system handoff occurs, the networkfigaration changes and other
mobile switching centers become involved. The ancbmains the same and the other
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MSCs become just relays. As an example of ancher wisen the anchor mobile

switching center is different from the previous m@Iswitching center, consider the case
where the quality of the new channel is worse tthenquality of the previous one. The
anchor requests the previous base station controllee-direct the transmission to the
previous mobile switching center.

Figure 13 illustrates a scenario that containarehor entity mobile switching center
as a component. This scenario descrilmsr-system handoff executioRurthermore,
anchor entityalso participates in théandoff failure actionandreleasing resources

Resulting Context

The anchor entityis responsible for controlling the resources tharantee the signaling
and data information exchanges during inter-systeandoffs. The handoff process
includes inter-system handoff executiq®ection 5.3)and eventuallyhandoff failure
actions(Section 5.4)

When alocation registration(see [4]) occurs as a consequence of a handoff, the
anchor entity mobile switching center is also in charge of thsoteces for the
information exchanges.

Known Uses
Anchor EntityMobile Switching Center is used in ANSI-41 Spedfions (see Figure
12), IMT-2000 Systems (called MSC), and GSM/GPRSM@\called anchor MSC).

5.3 Inter-system Handoff Execution

Context

A handoff decisior{Section 5.1) has been taken and it is necessaggrform a handoff
that involves different mobile switching centerfienchor entity(Section 5.2) controls
the resources for the information exchanges.

Problem
How do you guarantee continuous communication serfor mobile users, even if they
change location area?

Forces
» The current service can be cut off as a resulhefaf the following:

— the candidate mobile switching center (MSC) dodssnpport the requested radio
channel characteristics. For example, a TDMA digiteannel is required but not
available;

- the signal quality of the candidate MSC is belowaaceptable threshold;

— the current traffic conditions on the candidate M&(nhot allow handoff traffic;
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* Users’ expectations are not met by the candidat€ M&cerning the reliability and
consistency of the signaling and data transmission.

« A similar situation could hold for security requiments.

Solution

Identify the candidate MSC, which is being consediefor handoff purposes, and evaluate
its characteristics before executing the handolffi.the evaluation is successful, the

candidate mobile switching center is selected talleathe communication. After this, the

mobile switching center detects and accepts thelenstation in its location area and the
mobile station tunes to the new channel.

Figure 13 depicts a possible scenario for perfogran inter-system handoff. The
scenario starts with a request triggering eventiclwlepresents the positive handoff
decision (see Figure 11). After this, a new chamnellocated. The mobile station tunes
to the new channel, and according to the commubitatstatus (whether a
communication between the two users is occurringaty, the call is also rerouted. The
new channel is verified to guarantee that the nelhas better quality of transmission
than the previous one. Successful or unsuccessiupaths can be generated as a result
of this action.

Basic Sequence Diagram for Inter-system Handoéckton

Candidatg Anchor

Mobile Mobile
Mobile Switching Switching
Station Center Cente

Allocate Channel
Tune to the new chann
Verify new Connection

Figure 13 A scenario for thénter-System Handoff Execution

Resulting Context

If successful, thanter-systemhandoff executions completed and the mobile station
characteristics become stable. Trechor entity(Section 5.2) is then able to release the
resources that are no longer neededleésing resourcesn Section 5.5). Meanwhile,
home and visitor databasdsee [4]) update mobile user’s location informatid his
successful outcome is transparent to the user.

On the other hand, when a handoff failure occunsnduthis process, the network
takeshandoff failure actiongSection 5.4) and notifies the user.

Known Uses

Inter-System Handoff Executios used in ANSI-41 Specifications, IMT-2000 Syssem
GSM/GPRS/UMTS, and WmATM networks. For instancee trandoff is performed
through previous or candidate ports in case of WMATRNSI-41 documents also
present different scenarios for handoff back amaidod.
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5.4 Handoff Failure Actions

Context

A failure has occurred during theter-system handoff executi¢@ection 5.3) due to the
lack of radio or terrestrial resources or propagatoss (for example, obstacles such as
bridges or tunnels). As mentioned earlier, arthor entity(Section 5.2) controls the
allocated resources during inter-system handoffsnathe mobile station is in dedicated
mode.

Problem
How does the network handle an inter-system harfdiffre?

Forces

» Thehandoff decisior{Section 5.1) and thiater-system hando#ixecutiorreduce the
chances of handoff failure. However, the possipitif failure is not eliminated
completely and the communication with the currasit can be effectively lost;

* The current communication service is cut off wittspible loss of information. This
failure can be perceived by the user;

« Before the failure occurred, several communicati@sources were allocated
including the transmission path;

Solution

Choose one of the following alternatives: a newdadihattempt towards the same cell, a
new handoff attempt towards another cell, or turimghe previous channel (see Figure
1). Then, request the release of all the previoakbcated resourcese{easing resources
in Section 5.5) along the path in which the faillm@s occurred. One alternative that
should be avoided is to lose the communication eetwthe users or the ability to access
network services. Theanchor entity (Section 5.2) chooses one of the previous
alternatives. When the alternative is to tune ® phevious channel, it also includes the
proper actions to de-allocate the candidate chattmalis performed by thReleasing
resources

Resulting Context

Either a handoff has been re-initiated (first amd¢omnd alternatives described in the
pattern solution) or the mobile station has tunedtite previous channel (the last
alternative). Furthermore, all the resources indwgéng the failed handoff have been de-
allocated (seeeleasing resourcgs

Known Uses

Handoff Failure Actionss used in ANSI-41 Specifications, GSM/GPRS, anchAUM
networks. Third generation systems such as IMT-2Bgtems and UMTS also use this
solution.
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5.5 Releasing Resour ces

Context

An inter-systemhandoff executior{Sections 5.3) has successfully occurrechandoff
failure actions(Section 5.4) have been performed. Meanwhile atighor entity(Section
5.2) is controlling the allocated resources dedmtedoffs.

Problem
How does the network minimize the use of resoutibasare no longer needed, such as
the circuits between the mobile switching centers?

Forces
* The circuits between mobile switching centers anitéd, and also resources may be
required by other users for handoff execution otdoation registration;

» If the user is out of coverage, or has poweredh&fmobile station in the middle of a
call, the network infrastructure has to detect thatresources are no longer needed
and make sure that the mobile station is backdodle mode;

» Before a mobile station is back to idle mode (afiteishing a call or due to a network
failure), a frame loss can occur since the mobidia can still transmit on its
dedicated channel while the network is allocatimg $ame channel to another mobile
station.

Solution

Release the unnecessary inter-mobile switchingecesitcuits using a request from the
anchor entity (Section 5.2) to mobile switching centers previguisivolved in the
handoff. In order to avoid conflict on the allocatiof channels, the mobile station goes
back to idle mode (in case b&ndoff failure actionsor stand by mode (in caseioter-
systemhandoff executionand stops using the channels before the netwaldases the
resources.

Resulting Context
Once the inter-mobile switching center circuits éndeen released, they are available for
allocation to other purposes.

Known Uses

Resources are released by the signaling altersatore VmATM networks. This pattern
can be found also in the ANSI-41 Handoff scenaaiod in the GSM Handoff scenarios.
Releasing Resourcésalso used in IMT-2000 Systems and UMTS.

6 Conclusion

This paper presents the MoRaR pattern languagedorithe mobility and radio resource
management functions at a high level abstractiorpréctice, the pattern problems and
their respective solutions are recognized by ingashg different mobile systems and by
capturing their commonalities. MoRaR captures comnfonctional behaviors and
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architectural elements used in various mobile systevhile looking for similarities and
the solution of specific design problems associatedh the commonalities.
GSM/GPRS/UMTS [20][30][31], ANSI-41/WIN [3][9](D-ANPS [10] is an ANSI-41
based system), IMT-2000 [25][26][27], and WmMATM [i37] are the systems
investigated in this work. In [4], we have publidhthe patterns related to mobility
management functions and in [8] those related thioraesource management. The
MoRaR pattern language presents the patterns indwetext.

After commonalities among existing systems are gezed, it is easier to iron out
differences and enable them to inter-work. Furttegenthese solutions become more
accessible and better understood to novices andrtsxprhen documented as patterns.
Whether designers are maintaining existing system$uilding new ones, they can
identify similarities and differences with respeict actual or future systems using
MoRaR. The MoRaR patterns are general and abstramigh to allow freedom with
respect to implementation decisions and can besed-wat the early stages of system
development and in the evolution of systems.

This work does not intend to cover all common fior@l behaviors and architectural
elements among mobile systems. We believe that amrfunctionalities for
communication management can be further investigaed other patterns can be
extracted from these commonalities. These new npattean be included in the MoRaR
language within new categories (e.g. communicati@amagement) if they are not directly
related to mobility or radio resource management.

A case study of pattern language reuse and validat a WmATM environment is
presented in [6]. Furthermore, the MoRaR languagapplied in [1] to design a hybrid
network [32] that aims to integrate cellular anchBworks. Other wireless systems, such
as IEEE.802.11 [20] and Bluetooth [21], can alssseeMoRaR. As future case studies,
the mobility and radio resource management funstiosed by the IS-95 systems (i.e.,
CDMA systems) [18] can be investigated in ordefind out which of the radio resource
management patterns are suitable for them.

A framework that graphically describes the MoRaRgra language with UCMs is
presented in [5]. This framework includes not omhobility and radio resource
management functions (i.e. commonalities) but akm@abilities such as communication
management functions and the network reference hpoegeented in [3].

It is worth to mention that even though the MoRaRgrns are not presented in the
object-oriented paradigm, designers should be &bkgpply object-oriented approaches
[28][17] to implement them.

In addition, we believe that a more complete ideraiion of the intersection between
the software patterns presented in the literatdi@J[35] and the requirements and
analysis patterns documented in this work shoulddbee to point out moreelated
patterns This was attempted in some of the behaviorakpadtpresented earlier in this
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paper. This identification can help to migrate fromguirements and analysis models to
object-oriented design and implementation.

7 Acknowledgments

We would like to thank our PLoP 2000 shepherd, T@addam, and the participants of
the workshop for their insightful and valuable coemts as well as our PLoP 2001
shepherd, Dennis DeBruler, and the participanth®MensorePLoP 2001 workshop for
their encouraging suggestions. John Visser motivateto investigate this area and gave
us much valuable information. We are also thantdulim Coplien for encouraging us to
be involved in the PLoP conferences. Finally, wienagvledge CAPES, CITO, Mitel and
NortelNetworks for their financial support duringraesearch.

8 References

[1] Albano, W.; Sales, W.; Andrade, R.; Cavalcanti, ouza, J. N., SIiGMA: Uma
entidade para localizacdo e autenticacdo de dispissi mOveis entre areas de
micromobilidade. 22° Brazilian Symposium on Computer Networks (SBRC )2004
Gramado (RS), Brazil, May, 2004. (in Portuguese)

[2] Alexander, C., Ishikawa, S., Silverstein, M.Pattern Language: Town, Buildings,
ConstructionsVolume 2, Oxford University Press, New York, 1977

[3] Amyot, D., Andrade, R. Description of Wireless Ihigeent Networks with Use Case
Maps, Proc. 18 Brazilian Symposium on Computer Networks (SBRC 998-433,
Salvador (BA), Brazil, May, 1999.

[4] Andrade, R., Bottomley, M., Logrippo, L., Coram, A Pattern Language for
Mobility Management. In:Proc. of the ¥ Conference on the Pattern Languages of
Programs(PLoP 2000), Monticello, lllinois, August 2000.

[5] Andrade, R., and Logrippo, L. Reusability at thal{E®evelopment Stages of the
Mobile Wireless Communication Systems. Rroc. of the # World Multiconference on
Systemics, Cybernetics and Informatics (SCI 200€lando, Florida, July 2000.

[6] Andrade, R. Applying Use Case Maps and Formal Mitho the Development of
Wireless Mobile ATM Networks. InProc. of the Fifth NASA Langley Formal Methods
Workshop Williamsburg, Virginia, June 2000.

[7] Andrade, R. M. C.Capture, Reuse, and Validation of Requirements Analysis
Patterns for Mobile System2001. 226 f. Thesis (Doctor of Philosophy in Carnep
Science)-School of Information Technology and Emeghmg (SITE), University of
Ottawa-Carleton Institute of Computer Science, WdtaOntario, Canada, 2001.

[8] Andrade, R., Logrippo, L. A Pattern Language fordiRaResource Management.
Submitted and Discussed in the Shepherding Prafabs 8" Conference on the Pattern
Languages of Program@LoP 2001). Workshopped the ' Japan Conference on the
Pattern Languages of ProgranidlensorePLoP 2001), Okinawa, Japan, November 2001.
[9] ANSI/TIA/EIA. ANSI-41-D. Cellular Radiotelecommurations Intersystem
Operations, 1997.

[10]Black, U. Second Generation Mobile & Wireless NetworRsentice Hall Series in
Advanced Communication Technologies, Prentice-Hiadl,, 1999.

31



[11]Bora, A. Signaling Alternatives in a Wireless ATMetork. IEEE Journal on
Selected Areas in Communicatiph®l. 15, No. 1, January 1997

[12]Braga, A. M., Rubira, C. M. F., Dahab, R. Tropyc: Pattern Language for
Cryptographic SoftwarePattern Languages of Program Desigh (PLoPD4), N.D.
Harrison, B. Foote, H. Rohnert (eds.), Addison-WgsB37-371, 2000.

[13]Brown, F. L. Jr., DiVietri, J., Villegas, G. D., f@ndez, E. D. The Authenticator
Pattern. In:Proceedings of Pattern Language of Progra(PoP’99), August 15-18,
1999.

[14]Buhr, R. J. A. Use Case Maps as Architectural Estifor Complex Systems. In:
IEEE Transactions on Software Engineering, Spelsalie on Scenario Management
Vol. 24, No. 12, December 1998.

[15]Cheng, F.C., Holtzman, J.M. Wireless Intelligent MTNetwork and Protocol
Design for Future Personal Communication SystéBEISE Journal on Selected Areas in
CommunicationsVol. 15, No. 7, September 1997.

[16] Coplien, J. OSoftware PatternsSIGS books and Multimedia, June 1996.
[17]Fowler, M., Scott, KUML Distilled: a brief guide to the standard objetiodeling
language Second Edition, Addison-Wesley, 2000.

[18] Gallagher, M. D., Snyder, R. Mobile Telecommunications Networking with 1S-41
McGraw-Hill, 1997.

[19]Gamma, E., Helm, R., Johnson, R., VlissidesDésign Patterns: Elements of
Reusable Object-Oriented Softwakaldison-Wesley, 1995.

[20]Gast, Matheus S802.11 Wireless Network The Definitive Guid®Reilly &
Associates, Inc. 2002. ISBN 0-596-00183-5.

[21] Gratton, Dean ABluetooth Profiles The Definitive GuidBearson Education, Inc.
2003. ISBN 0-13-009221-5.

[22] Ghribi, B.; Logrippo, L. Understanding GPRS: The Nb$acket Radio Service,
Computer Network2000.

[23] Grinberg, A.Seamless Networks: Interoperating wireless and limgenetworks
Addison-Wesley, 1996.

[24] International Telecommunications Union. RecommaeandatZ. 120: Message
Sequence Chart (MSC). Geneva, 1996.

[25] International Telecommunications Union. Recommenda®.1701: Framework for
IMT-2000 Systems. Geneva 1999.

[26] International Telecommunications Union. RecommendatQ.1711: Network
Functional Model for IMT-2000. Geneva 1999.

[27]International Telecommunications Union. RecommandaiQ.1721: Information
Flows for IMT-2000 (in preparation).

[28]Jacobson, I., Christerson, M., Jonsson, P., Ovedg&a Object-Oriented Software
Engineering (A Use Case Driven ApproachCM Press, Addison-Wesley, 1992.

[29] Meszaros, G., Doble, J. A Pattern Language foeRaitVriting.Pattern Language of
Program Design 3edited by R. C. Martin, D. Riehle, and F. BuschmaAddison-
Wesley (Software Patterns Series), 1997.

[30] Mouly, M. and Pautet, M.-B'he GSM System for Mobile Communicatjdré92.

32



[31]Kriaras, I. N., Jarvis, A. W., Phillips, V. E., Riards, D. J. Third-Generation Mobile
Network Architectures for the Universal Mobile Tebenmunications System (UMTS).
In: Bell Labs Technical JournaBummer 1997.

[32] Provision of Communication Services over Hybrid tuaks. IEEE
Communications Magazin¥ol. 37, No. 7, July 1999 (Special issue).

[33]RedI, S. H., Weber, M. K., Oliphant, VAn Introduction to GSMArtech House,
Inc., 1995. ISBN 0-89006-785-6.

[34]Rising, L., Patterns: A Way to Reuse Expertise. IEEE Communications
Magazine Vol. 37, No. 4, April 1999.

[35]Rising, L. The Pattern Almanac 200(®oftware Pattern Series, Addison-Wesley,
2000.

[36]Utas, G. A Pattern Language of Feature Interactian.Feature Interaction in
Telecommunications and Software Systen®®8 Press, 1998.

[37]Wesel, E. K.Wireless Multimedia Communications: Networking did€oice, and
Data. Addison-Wesley Wireless Communications Series8199

33



Appendix

The following table summarizes the patterns for iitykand radio resource management
presented in this paper. For more information aleadh pattern solution, the reader
should refer to the respective sections.

Section | Problem Solution Pattern
Name

4.1 How does one ensure privacyissign a temporary identification to theTemporary
of the subscriber’'s identity mobile wuser in order to avoididentification
when sending it on the radioexchanging the subscriber's rgal
path? identity and the electronic serial

number of the mobile station over|a
non-ciphering (Section 4.3) radio path.

4.2 How does one handle theCreate a repository of the user'Security
mobile user’'s sensitive sensitive information that is onlyDatabase
information while assuring its accessed by functions involved in the
protection on the networksecurity management process.
side?

4.3 How does one protect theApply digital cryptography mechanismsCiphering
privacy of communication to the communication when the mob|le
over an insecure wirelegssubscriber uses a digital traffic channel
communication channel? in the dedicated mode.

4.4 How does one preventPerform an authentication operation|ifuthentication
unauthorized or fraudulentboth the mobile station and the netwark
access to cellular networks bysides based on an encryption algorithm
mobile  stations illegally and a secret key number.
programmed with counterfe|t
identification and electroni¢
serial number?

4.5 How does one reach thesend a paging message to reach |tRaging
terminating mobile user andterminating mobile user to the cells
route the call to the userijswithin the user’s current location are¢a
actual location? where the user is expected to be (for

example, several dozen cells).

4.6 How does one enable a user8reate two types of repositories {tdHome and
mobility between location handle the mobile user’s informatiopVisitor
areas of the same provider ppne is the home database that| Batabases
between location areas ofresponsible for mobile users
different providers? permanently registered in a locatipn

area; and the other is the visitor
database that takes care of mobile users
currently visiting a particular location
area.
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Section Problem Solution Pattern
Name

4.7 How does one keep up tdPerform a location registration procedure thabcation
date information about aconsists of updating and inserting the mobilgegistra-
mobile user’s location everyuser’'s location, respectively, in the home artebn
time the wuser changascurrent visitor databases (Section 4.6) every
location area? time the mobile user changes location area.

5.1 How do you monitor the The decision whether a handoff should |bidandoff
quality of the radio| triggered or not is based on the sigpalecision
communication link betweep measurements of the transmission quality |for
the mobile station and theongoing dedicated radio connections. These
network to decide whether fomeasurements are best taken by the cufrent
trigger a handoff or not? base station or by both the current base stgtion

and the mobile station, with parameters such
as: transmission error rate, propagation path
loss, propagation delay, traffic considerations,
as well as the cell capacity and load.

5.2 How do you manage theThe mobile switching center that has firsAnchor
network resources involvedestablished the dedicated channel with thentity
in information exchanges mobile station is put in charge of the call. This
during an inter-system anchor mobile switching center keeps control
handoff? of the call processing information including

the billing record during the inter-system
handoff.

5.3 How do you guaranteeldentify the candidate MSC, which is beindnter-
continuous communicationconsidered for handoff purposes, and evalyagstem
service for mobile users,its reliability before executing the handoff. |lhandoff
even if they change locatignthe evaluation is successful, the candidasxecution
area? mobile switching center is selected to hangdle

the communication. After this, the mobile

switching center detects and accepts |[the
mobile station in its location area and the
mobile station tunes to the new channel.

5.4 How does the networkChoose one of the following alternatives: a | Handoff
handle an inter-systemnew handoff attempt towards the same cell,|aFailure
handoff failure? new handoff attempt towards another cell, or Actions

tuning to the previous channel (see Figure 1).
Then, request the release of all the previously
allocated resources (releasing resources in
Section 5.5) along the path in which the failyre
has occurred.

55 How does the networkRelease the unnecessary inter-mobiReleasing
minimize  the use  of switching center circuits by effect of a reque®esources

resources that are no long
needed, such as the circu
between the mobilg
switching centers?

efrom the anchor entity (Section 5.2) to mob
tswitching centers previously involved in t
> handoff.

ile
ne

Table 2MoRaR Pattern Language Summary: Patterns relat®tbhbility and Radio
Resource Management
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