
Object-Oriented Software Engineering
Practical Software Development using UML and Java

Chapter 10: 
Testing and Inspecting to Ensure High Quality
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10.1 Basic definitions
A B"failure )7"-.">.-99$4%-'?$"'$&-C);>("$D&)')%$*"'@"-"7@7%$E
F6&$":($G>$.9@";:":-)?>($7"E$-7>($7"%&$"reliability
FB.")E4;(%-.%"*$7)+.";'H$9%)C$")7"%;"-9&)$C$"-"C$(@"?;I":-)?>($"(-%$"-.*"
&$.9$"&)+&"($?)-')?)%@J

FB":-)?>($"9-."($7>?%":(;E"-"C);?-%);.";:"-."$Dplicit ;( implicit
($G>)($E$.%

A B"defect )7"-":?-I")."-.@"-74$9%";:"%&$"7@7%$E"%&-%"9;.%()'>%$7K";("E-@"
4;%$.%)-??@"9;.%()'>%$K"%;"%&$";99>(($.9$";:";.$";("E;($":-)?>($7
F8%"E)+&%"%-L$"7$C$(-?"*$:$9%7"%;"9->7$"-"4-(%)9>?-(":-)?>($

A B."error )7"-"7?)4M>4";(").-44(;4()-%$"*$9)7);."'@"-"7;:%I-($"*$C$?;4$("%&-%"
?$-*7"%;"%&$").%(;*>9%);.";:"-"*$:$9%"
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10.2 Effective and Efficient Testing

To test effectively, you must use a strategy that uncovers 
as many defects as possible. 
To test efficiently, you must find the largest possible 
number of defects using the fewest possible tests
A 6$7%).+")7"?)L$"*$%$9%)C$"I;(L5
F6&$"%$7%$("E>7%"%(@"%;">.*$(7%-.*"&;I"4(;+(-EE$(7"
-.*"*$7)+.$(7"%&).LK"7;"-7"%;"'$%%$(":).*"*$:$9%7J
F6&$"%$7%$("E>7%".;%"?$-C$"-.@%&).+">.9;C$($*K"-.*"
E>7%"'$"7>74)9);>7";:"$C$(@%&).+J
F8%"*;$7".;%"4-@"%;"%-L$"-."$D9$77)C$"-E;>.%";:"%)E$O"
%$7%$("&-7"%;"'$"efficientJ
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Black-box testing

Testers provide the system with inputs and observe the 
outputs
A 6&$@"9-."7$$".;.$";:5"
F6&$"7;>(9$"9;*$
F6&$").%$(.-?"*-%-
FB.@";:"%&$"*$7)+."*;9>E$.%-%);."*$79()').+"%&$"
7@7%$EQ7").%$(.-?7



!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ R

Glass-box testing

Also called ‘white-box’ or ‘structural’ testing

Testers have access to the system design 
A 6&$@"9-."
FSD-E).$"%&$"*$7)+."*;9>E$.%7"
FT)$I"%&$"9;*$
FU'7$(C$"-%"(>."%)E$"%&$"7%$47"%-L$."'@"-?+;()%&E7"
-.*"%&$)(").%$(.-?"*-%-

A 8.*)C)*>-?"4(;+(-EE$(7";:%$.").:;(E-??@"$E4?;@"+?-77M
';D"%$7%).+"%;"C$():@"%&$)(";I."9;*$
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Equivalence classes

A 8%")7").-44(;4()-%$"%;"%$7%"'@"brute forceK">7).+"every possible ).4>%"C-?>$
F6-L$7"-"&>+$"-E;>.%";:"%)E$"
F87")E4(-9%)9-?"
F87"4;).%?$77W

A X;>"7&;>?*"*)C)*$"%&$"4;77)'?$").4>%7").%;"+(;>47"I&)9&"@;>"'$?)$C$"
I)??"'$"%($-%$*"7)E)?-(?@"'@"-??"-?+;()%&E7J"
FY>9&"+(;>47"-($"9-??$*"equivalence classesJ"
FB"%$7%$(".$$*7";.?@"%;"(>.";.$"%$7%"4$("$G>)C-?$.9$"9?-77
F6&$"%$7%$("&-7"%;"

M >.*$(7%-.*"%&$"($G>)($*").4>%K"
M -44($9)-%$"&;I"%&$"7;:%I-($"E-@"&-C$"'$$."*$7)+.$*
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Examples of equivalence classes

A T-?)*").4>%")7"-"E;.%&".>E'$("[2M20\
FSG>)C-?$.9$"9?-77$7"-($5"]M^JJ1_K"]2JJ20_K"]2NJJ"^_

A T-?)*").4>%")7";.$";:"%$."7%().+7"($4($7$.%).+"-"%@4$";:"
:>$?
FSG>)C-?$.9$"9?-77$7"-($

M 21"9?-77$7K";.$":;("$-9&"7%().+
M B"9?-77"($4($7$.%).+"-??";%&$("7%().+7
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Combinations of equivalence classes

A 3;E').-%;()-?"$D4?;7);."E$-.7"%&-%"@;>"9-..;%"
($-?)7%)9-??@"%$7%"$C$(@"4;77)'?$"7@7%$EMI)*$"$G>)C-?$.9$"
9?-77J
F8:"%&$($"-($"P").4>%7"I)%&"R"4;77)'?$"C-?>$7"%&$($"-($"
RP [)J$JV0R\"4;77)'?$"7@7%$EMI)*$"$G>)C-?$.9$"
9?-77$7J"

A X;>"7&;>?*":)(7%"E-L$"7>($"%&-%"-%"?$-7%";.$"%$7%")7"(>."
I)%&"$C$(@"$G>)C-?$.9$"9?-77";:"$C$(@").*)C)*>-?").4>%J"
A X;>"7&;>?*"-?7;"%$7%"-??"9;E').-%);.7"I&$($"-.").4>%")7"
?)L$?@"%;"affect the interpretation ;:"-.;%&$(J
A X;>"7&;>?*"%$7%"-":$I";%&$("(-.*;E"9;E').-%);.7";:"
$G>)C-?$.9$"9?-77$7J
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Example equivalence class combinations

A U.$"C-?)*").4>%")7"$)%&$("bc$%()9Q ;("bdY,8E4$()-?Q
FSG>)C-?$.9$"9?-77$7"-($5

M c$%()9K"dY,8E4$()-?K"U%&$(
A B.;%&$("C-?)*").4>%")7"E-D>E>E 74$$*5"2"%;"ZR1"LE,&"
;("2"%;"R11"E4&
FT-?)*)%@"*$4$.*7";."I&$%&$("E$%()9";("dY,)E4$()-?
FSG>)C-?$.9$"9?-77$7"-($5

M ]M^JJ1_K"]2JJR11_K"]R12JJZR1_K"]ZR2JJ"^_
A Y;E$"%$7%"9;E').-%);.7

M c$%()9K"]2JJR11_ C-?)*
M dY,8E4$()-?K"]R12JJZR1_ ).C-?)*
M c$%()9K"]R12JJZR1_ C-?)*
M c$%()9K"]R12JJZR1_ C-?)*
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Testing at boundaries of equivalence 
classes

A c;($"$((;(7")."7;:%I-($";99>("-%"%&$"';>.*-()$7";:"
$G>)C-?$.9$"9?-77$7"
A 6&$")*$-";:"$G>)C-?$.9$"9?-77"%$7%).+"7&;>?*"'$"$D4-.*$*"
%;"74$9):)9-??@"%$7%"C-?>$7"-%"%&$"$D%($E$7";:"$-9&"
$G>)C-?$.9$"9?-77
FSJ+J"6&$".>E'$("1";:%$."9->7$7"4(;'?$E7"

A E.g.5"8:"%&$"C-?)*").4>%")7"-"E;.%&".>E'$("[2M20\
F6$7%"$G>)C-?$.9$"9?-77$7"-7"'$:;($
F6$7%"1K"2K"20"-.*"2N"-7"I$??"-7"C$(@"?-(+$"4;7)%)C$"
-.*".$+-%)C$"C-?>$7
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Detecting specific categories of defects

A tester must try to uncover any defects the other 
software engineers might have introduced. 
A 6&)7"E$-.7"*$7)+.).+"%$7%7"%&-%"$D4?)9)%?@"%(@"%;"9-%9&"-"
(-.+$";:"74$9):)9"%@4$7";:"*$:$9%7"%&-%"9;EE;.?@";99>(
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10.3 Defects in Ordinary Algorithms

Incorrect logical conditions
A Defect5"
F6&$" ?;+)9-?" 9;.*)%);.7" %&-%" +;C$(." ?;;4).+" -.*" ):M
%&$.M$?7$"7%-%$E$.%7"-($"I(;.+?@":;(E>?-%$*J

A Testing strategy5"
Fd7$"$G>)C-?$.9$"9?-77"-.*"';>.*-(@"%$7%).+J"
F3;.7)*$("-7"-.").4>%"$-9&"C-()-'?$">7$*")."-"(>?$";("
?;+)9-?"9;.*)%);.J
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Example of incorrect logical conditions 
defect

What is the hard-to-find defect in the following code?
A 6&$"?-.*).+"+$-("E>7%"'$"*$4?;@$*"I&$.$C$("%&$"4?-.$")7"I)%&)."0
E).>%$7":(;E"?-.*).+";("%-L$;::K";("I)%&)."0111":$$%":(;E"%&$"
+(;>.*J"8:"C)7)')?)%@")7"?$77"%&-."2111":$$%K"%&$."%&$"?-.*).+"+$-("
E>7%"'$"*$4?;@$*"I&$.$C$("%&$"4?-.$")7"I)%&)."N"E).>%$7":(;E"
?-.*).+";("?;I$("%&-."0R11":$$%

if(!landingGearDeployed &&
(min(now-takeoffTime,estLandTime-now))<
(visibility < 1000 ? 180 :120) ||
relativeAltitude <
(visibility < 1000 ? 2500 :2000)

)
{
throw 
new LandingGearException();

}

Ground
< 2 mins

2 - 3 mins after or prior 
to takeoff

altitude 
< 2000 ft

altitude 2000 - 2500 ft

visibility < 1000 ft

a

b

c

f

g

i

d

h

j

e

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ 2P

Defects in Ordinary Algorithms

Performing a calculation in the wrong part of a control construct
A Defect5"
F6&$"4(;+(-E"4$(:;(E7"-."-9%);."I&$.")%"7&;>?*".;%K";("*;$7".;%"
4$(:;(E"-."-9%);."I&$.")%"7&;>?*J"

F6@4)9-??@"9->7$*"'@").-44(;4()-%$?@"$D9?>*).+";(").9?>*).+"%&$"
-9%);.":(;E"-"?;;4";("-"):"9;.7%(>9%J

A Testing strategies5"
Fe$7)+."%$7%7"%&-%"$D$9>%$"$-9&"?;;4"f$(;"%)E$7K"$D-9%?@";.9$K"
-.*"E;($"%&-.";.9$J"

FB.@%&).+"%&-%"9;>?*"&-44$."I&)?$"?;;4).+")7"E-*$"%;";99>(";."
%&$":)(7%K"-.").%$(E$*)-%$K"-.*"%&$"?-7%")%$(-%);.J
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Example of performing a calculation in the 
wrong part of a control construct

while(j<maximu m)
{
k=someOperation(j);
j++;
}
if(k==-1) signalAnError();
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Defects in Ordinary Algorithms

Not terminating a loop or recursion
A Defect5"
FB"?;;4";("-"($9>(7);."*;$7".;%"-?I-@7"%$(E).-%$K")J$J"
)%")7"b).:).)%$QJ"

A Testing strategies5"
FB.-?@7$" I&-%" 9->7$7" -" ($4$%)%)C$" -9%);." %;" '$"
7%;44$*J
Fg>." %$7%" 9-7$7" %&-%" @;>" -.%)9)4-%$" E)+&%" .;%" '$"
&-.*?$*"9;(($9%?@J
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Defects in Ordinary Algorithms

Not setting up the correct preconditions for an 
algorithm
A Defect5"
FPreconditions 7%-%$" I&-%" E>7%" '$" %(>$" '$:;($" %&$"
-?+;()%&E"7&;>?*"'$"$D$9>%$*J"
FB"*$:$9%"I;>?*"$D)7%"):"-"4(;+(-E"4(;9$$*7"%;"*;")%7"
I;(LK"$C$."I&$."%&$"4($9;.*)%);.7"-($".;%"7-%)7:)$*J

A Testing strategy5"
Fg>." %$7%" 9-7$7" )." I&)9&" $-9&" 4($9;.*)%);." )7" .;%"
7-%)7:)$*J
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Defects in Ordinary Algorithms

Not handling null conditions
A Defect5"
FB"null condition )7"-"7)%>-%);."I&$($"%&$($".;(E-??@"
-($";.$";("E;($"*-%-")%$E7"%;"4(;9$77K"'>%"7;E$%)E$7"
%&$($"-($".;.$J"
F8%" )7" -" *$:$9%" I&$." -" 4(;+(-E" '$&-C$7" -'.;(E-??@"
I&$."-".>??"9;.*)%);.")7"$.9;>.%$($*J

A Testing strategy5"
Fh(-).7%;(E"%;"*$%$(E).$">.>7>-?"9;.*)%);.7"-.*"(>."
-44(;4()-%$"%$7%7J
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Defects in Ordinary Algorithms

Not handling singleton or non-singleton conditions
A Defect5"
FB"singleton condition ;99>(7"I&$."%&$($")7".;(E-??@"

more than one ;:"7;E$%&).+K"'>%"7;E$%)E$7" %&$($" )7"
;.?@";.$J"
FB"non-singleton condition )7"%&$").C$(7$J"
Fe$:$9%7";99>("I&$."%&$">.>7>-?"9-7$")7".;%"4(;4$(?@"
&-.*?$*J

A Testing strategy5"
Fh(-).7%;(E"%;"*$%$(E).$">.>7>-?"9;.*)%);.7"-.*"(>."
-44(;4()-%$"%$7%7J
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Defects in Ordinary Algorithms

Off-by-one errors
A Defect5"
FB"4(;+(-E").-44(;4()-%$?@"-**7";("7>'%(-9%7";.$J
FU("?;;47";.$"%;;"E-.@"%)E$7";(";.$"%;;":$I"%)E$7J"
F6&)7")7"-"4-(%)9>?-(?@"9;EE;."%@4$";:"*$:$9%J

A Testing strategy5"
Fe$C$?;4"%$7%7")."I&)9&"@;>"C$():@"%&-%"%&$"4(;+(-E5"

M 9;E4>%$7"%&$"9;(($9%".>E$()9-?"-.7I$(J
M 4$(:;(E7"%&$"9;(($9%".>E'$(";:")%$(-%);.7J
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Example of off-by-one defect

for (i=1; i<arrayname.length; i++) 
{ 
/* do something */ 
}

while (iterator.hasNext())
{
anOperation(++val);

}

d7$"Iterators %;"&$?4"$?)E).-%$"%&$7$"*$:$9%7
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Defects in Ordinary Algorithms

Operator precedence errors
A Defect5"
FB.";4$(-%;("4($9$*$.9$"$((;(";99>(7"I&$."-"4(;+(-EE$(";E)%7"
.$$*$*"4-($.%&$7$7K";("4>%7"4-($.%&$7$7")."%&$"I(;.+"4?-9$J"

FU4$(-%;("4($9$*$.9$"$((;(7"-($";:%$."$D%($E$?@";'C);>7JJJ
M '>%"9-.";99-7);.-??@"?)$"&)**$.">.%)?"74$9)-?"9;.*)%);.7"-()7$J

FSJ+J"8:"Di@jf"7&;>?*"'$"Di[@jf\"%&)7"I;>?*"'$"&)**$."):"f"I-7"
.;(E-??@"f$(;J

A Testing5"
F8." 7;:%I-($" %&-%" 9;E4>%$7" :;(E>?-$K" (>." %$7%7" %&-%" -.%)9)4-%$"
7>9&"*$:$9%7J
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Defects in Ordinary Algorithms

Use of inappropriate standard algorithms
A Defect5"
FB." ).-44(;4()-%$" 7%-.*-(*" -?+;()%&E" )7" ;.$" %&-%" )7"
>..$9$77-()?@" ).$::)9)$.%" ;(" &-7" 7;E$";%&$(" 4(;4$(%@"
%&-%")7"I)*$?@"($9;+.)f$*"-7"'$).+"'-*J

A Testing strategies5"
F6&$" %$7%$("&-7" %;"L.;I" %&$"4(;4$(%)$7";:"-?+;()%&E7"
-.*" *$7)+." %$7%7" %&-%" I)??" *$%$(E).$" I&$%&$(" -.@"
>.*$7)(-'?$"-?+;()%&E7"&-C$"'$$.")E4?$E$.%$*J
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Example of inappropriate standard 
algorithms

A B.").$::)9)$.%"7;(%"-?+;()%&E
F6&$"E;7%"9?-77)9-?"b'-*Q 9&;)9$";:"-?+;()%&E")7"
7;(%).+">7).+"-"7;M9-??$*"b'>''?$"7;(%Q

A B.").$::)9)$.%"7$-(9&"-?+;()%&E
FS.7>($"%&-%"%&$"7$-(9&"%)E$"*;$7".;%").9($-7$"
>.-99$4%-'?@"-7"%&$"?)7%"+$%7"?;.+$(
F3&$9L"%&-%"%&$"4;7)%);.";:"%&$"7$-(9&$*")%$E"*;$7".;%"
&-C$"-".;%)9$-'?$")E4-9%";."7$-(9&"%)E$J

A B".;.M7%-'?$"7;(%
A B"7$-(9&";("7;(%"%&-%")7"9-7$"7$.7)%)C$"I&$.")%"7&;>?*".;%"
'$K";("C)9$"C$(7-
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10.4 Defects in Numerical Algorithms

Not using enough bits or digits
A Defect: 
FB" 7@7%$E" *;$7" .;%" >7$" C-()-'?$7" 9-4-'?$" ;:"
($4($7$.%).+"%&$"?-(+$7%"C-?>$7"%&-%"9;>?*"'$"7%;($*J"
Fk&$." %&$" 9-4-9)%@" )7" $D9$$*$*K" -." >.$D4$9%$*"
$D9$4%);.")7"%&(;I.K";(""%&$"*-%-"7%;($*")7").9;(($9%J

A Testing strategies: 
F6$7%">7).+"C$(@"?-(+$".>E'$(7" %;"$.7>($" %&$"7@7%$E"
&-7"-"I)*$"$.;>+&"E-(+).";:"$((;(J
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Defects in Numerical Algorithms

Not using enough places after the decimal point or 
significant figures
A Defects5
FB":?;-%).+"4;).%"C-?>$"E)+&%".;%"&-C$"%&$"9-4-9)%@"%;"
7%;($"$.;>+&"7)+.):)9-.%":)+>($7J"
FB":)D$*"4;).%"C-?>$"E)+&%".;%"7%;($"$.;>+&"4?-9$7"
-:%$("%&$"*$9)E-?"4;).%J
F B"%@4)9-?"E-.):$7%-%);.")7"$D9$77)C$"(;>.*).+J

A Testing strategies5
Fl$(:;(E"9-?9>?-%);.7"%&-%").C;?C$"E-.@"7)+.):)9-.%"
:)+>($7K"-.*"?-(+$"*)::$($.9$7")."E-+.)%>*$J"
FT$():@"%&-%"%&$"9-?9>?-%$*"($7>?%7"-($"9;(($9%J
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Defects in Numerical Algorithms

Ordering operations poorly so errors build up
A Defect: 
FB" ?-(+$" .>E'$(" *;$7" .;%" 7%;($" $.;>+&" 7)+.):)9-.%"
:)+>($7"%;"'$"-'?$"%;"-99>(-%$?@""($4($7$.%"%&$"($7>?%J"

A Testing strategies: 
Fc-L$"7>($"%&$"4(;+(-E"I;(L7"I)%&").4>%7"%&-%"&-C$"
?-(+$"4;7)%)C$"-.*".$+-%)C$"$D4;.$.%7J"
F<-C$"%&$"4(;+(-E"I;(L"I)%&".>E'$(7"%&-%"C-(@"-"?;%"
)."E-+.)%>*$J
M c-L$"7>($"9;E4>%-%);.7"-($"7%)??"-99>(-%$?@"4$(:;(E$*J
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Defects in Numerical Algorithms

Assuming a floating point value will be exactly equal to 
some other value
A Defect: 
F8:" @;>" 4$(:;(E" -." -()%&E$%)9" 9-?9>?-%);." ;." -"
:?;-%).+" 4;).%" C-?>$K" %&$." %&$" ($7>?%"I)??" C$(@" (-($?@"
'$"9;E4>%$*"$D-9%?@J"
F6;"%$7%"$G>-?)%@K"@;>"7&;>?*"-?I-@7"%$7%"):")%")7"I)%&)."
-"7E-??"(-.+$"-(;>.*"%&-%"C-?>$J

A Testing strategies: 
FY%-.*-(*"';>.*-(@"%$7%).+"7&;>?*"*$%$9%"%&)7"%@4$";:"
*$:$9%J
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Example of defect in testing floating value 
equality

for (double d = 0.0; d != 10.0; d+=2.0) {...}

for (double d = 0.0; d < 10.0; d+=2.0) {...}

h$%%$(5

h-*5

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ N1

10.5 Defects in Timing and Co-ordination

Deadlock and livelock
A Defects5"
FB"*$-*?;9L")7"-"7)%>-%);."I&$($"%I;";("E;($"%&($-*7"
-($"7%;44$*K"I-)%).+":;("$-9&";%&$("%;"*;"7;E$%&).+J
M 6&$"7@7%$E")7"&>.+"

F#)C$?;9L )7"7)E)?-(K"'>%".;I"%&$"7@7%$E"9-."*;"7;E$"
9;E4>%-%);.7K"'>%"9-.".$C$("+$%";>%";:"7;E$"7%-%$7J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ N2

Defects in Timing and Co-ordination

Deadlock and livelock
A Testing strategies5"
Fe$-*?;9L7" -.*" ?)C$?;9L7 ;99>(" *>$" %;" >.>7>-?"
9;E').-%);.7";:"9;.*)%);.7"%&-%"-($"&-(*"%;"-.%)9)4-%$"
;("($4(;*>9$J"
F8%" )7";:%$."E;7%"$::$9%)C$" %;">7$" inspection %;"*$%$9%"
7>9&"*$:$9%7K"(-%&$("%&-."%$7%).+"-?;.$J
F<;I$C$(K"I&$."%$7%).+5

M T-(@"%&$"%)E$"9;.7>E4%);.";:"*)::$($.%"%&($-*7J
M g>."-"?-(+$".>E'$(";:"%&($-*7"9;.9>(($.%?@J
M e$?)'$(-%$?@"*$.@"($7;>(9$7"%;";.$";("E;($"%&($-*7J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ N0

Example of deadlock

A:Thread O: P: B:Thread

lock

lock

waiting 
to lock O:

waiting 
to lock P:
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Defects in Timing and Co-ordination

Critical races
A Defects5
FU.$"%&($-*"$D4$()$.9$7"-":-)?>($"'$9->7$"-.;%&$("
%&($-*").%$(:$($7"I)%&"%&$"b.;(E-?Q 7$G>$.9$";:"
$C$.%7J

A Testing strategies5
F8%" )7"4-(%)9>?-(?@"&-(*" %;" %$7%" :;(" 9()%)9-?" (-9$7">7).+"
'?-9L"';D"%$7%).+"-?;.$J
FU.$" 4;77)'?$K" -?%&;>+&" ).C-7)C$K" 7%(-%$+@" )7" %;"
*$?)'$(-%$?@"7?;I"*;I.";.$";:"%&$"%&($-*7J
Fd7$").74$9%);.J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ NP

Example of critical race

A:Thread Data: B:Thread

get

set

A:Thread Data: B:Thread

get

set

-\"m;(E-? '\"B'.;(E-?"*>$"%;"*$?-@")."%&($-*"B

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ NR

Semaphore and synchronization

Critical races can be prevented by locking data so that 
they cannot be accessed by other threads when they are 
not ready
A U.$"I)*$?@">7$*"?;9L).+"E$9&-.)7E")7"9-??$*"-"

semaphoreJ"
A 8."n-C-K"%&$"synchronized L$@I;(*"9-."'$">7$*J
F8%"$.7>($7"%&-%".;";%&$("%&($-*"9-."-99$77"-.";'H$9%"
>.%)?"%&$"7@.9&(;.)f$*"E$%&;*"%$(E).-%$7J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ NV

Example of a synchronized method

A:Thread Data: B:Thread

get

get

-\"B'.;(E-?5"6&$"C-?>$"4>%"'@"
""""%&($-*"B")7")EE$*)-%$?@"
"""";C$(I()%%$."'@"%&$"C-?>$"4>%"
""""'@"%&($-*"hJ

put
calc

put
calc

A:Thread Data: B:Thread

get

get

put
calc

put
calc

waiting for A: 
to complete its 
synchronized 
operation

'\"6&$"4(;'?$E"&-7"'$$."7;?C$*"
"""""'@"-99$77).+"%&$"*-%-">7).+"
"""""7@.9&(;.)f$*"E$%&;*7
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10.6 Defects in Handling Stress and 
Unusual Situations

Insufficient throughput or response time on minimal 
configurations
A Defect5"
FU."-"E).)E-?"9;.:)+>(-%);.K"%&$"7@7%$EQ7"%&(;>+&4>%"
;("($74;.7$"%)E$":-)?"%;"E$$%"($G>)($E$.%7J

A Testing strategy5"
Fl$(:;(E"%$7%).+">7).+"E).)E-??@"9;.:)+>($*"
4?-%:;(E7J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ N`

Defects in Handling Stress and Unusual 
Situations

Incompatibility with specific configurations of hardware 
or software
A Defect5"
F6&$" 7@7%$E" :-)?7" ):" )%" )7" (>." >7).+" 4-(%)9>?-("
9;.:)+>(-%);.7" ;:" &-(*I-($K" ;4$(-%).+" 7@7%$E7" -.*"
$D%$(.-?"?)'(-()$7J

A Testing strategy5"
FSD%$.7)C$?@" $D$9>%$" %&$" 7@7%$E" I)%&" -??" 4;77)'?$"
9;.:)+>(-%);.7"%&-%"E)+&%"'$"$.9;>.%$($*"'@">7$(7J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ Na

Defects in Handling Stress and Unusual 
Situations

Defects in handling peak loads or missing resources
A Defects5"
F6&$"7@7%$E"*;$7".;%"+(-9$:>??@"&-.*?$"($7;>(9$"
7&;(%-+$J
Fg$7;>(9$7"%&-%"E)+&%"'$")."7&;(%"7>44?@").9?>*$5

M E$E;(@K"*)7L"74-9$";(".$%I;(L"'-.*I)*%&K"4$(E)77);.J
F6&$"4(;+(-E"'$).+"%$7%$*"7&;>?*"($4;(%"%&$"4(;'?$E"
)."-"I-@"%&$">7$("I)??">.*$(7%-.*J"

A Testing strategies5"
Fe$C)7$"-"E$%&;*";:"*$.@).+"%&$"($7;>(9$7J
Fg>."-"C$(@"?-(+$".>E'$(";:"9;4)$7";:"%&$"4(;+(-E"
'$).+"%$7%$*K"-??"-%"%&$"7-E$"%)E$J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ P1

Defects in Handling Stress and Unusual 
Situations

Inappropriate management of resources
A Defect5"
FB"4(;+(-E">7$7"9$(%-)."($7;>(9$7"'>%"*;$7".;%"E-L$"
%&$E"-C-)?-'?$"I&$.")%".;"?;.+$(".$$*7"%&$EJ

A Testing strategy5"
Fg>." %&$" 4(;+(-E" ).%$.7)C$?@" )." 7>9&" -" I-@" %&-%" )%"
>7$7"E-.@"($7;>(9$7K"($?).G>)7&$7"%&$E"-.*"%&$.">7$7"
%&$E"-+-)."($4$-%$*?@J
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Defects in Handling Stress and Unusual 
Situations

Defects in the process of recovering from a crash
A Defects5"
FB.@" 7@7%$E" I)??" >.*$(+;" -" 7>**$." :-)?>($" ):" )%7"
&-(*I-($":-)?7K";("):")%7"4;I$(")7"%>(.$*";::J"
F8%")7"-"*$:$9%"):"%&$"7@7%$E")7"?$:%")."-.">.7%-'?$"7%-%$"
-.*"&$.9$")7">.-'?$"%;":>??@"($9;C$(J
F8%")7"-?7;"-"*$:$9%"):"-"7@7%$E"*;$7".;%"9;(($9%?@"*$-?"
I)%&"%&$"9(-7&$7";:"($?-%$*"7@7%$E7J

A Testing strategies5"
Fo)??"-"4(;+(-E"-%"C-();>7"%)E$7"*>().+"$D$9>%);.J"
F6(@" %>(.).+" %&$" 4;I$(" ;::K" &;I$C$(" ;4$(-%).+"
7@7%$E7"%&$E7$?C$7"-($";:%$.").%;?$(-.%";:"*;).+"%&-%J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ P0

10.7 Documentation defects

A Defect5"
F6&$"7;:%I-($"&-7"-"*$:$9%"):"%&$">7$("E-.>-?K"
($:$($.9$"E-.>-?";(";.M?).$"&$?45"
M +)C$7").9;(($9%").:;(E-%);."
M :-)?7"%;"+)C$").:;(E-%);."($?$C-.%"%;"-"4(;'?$EJ"

A Testing strategy5"
FSD-E).$"-??"%&$"$.*M>7$("*;9>E$.%-%);.K"E-L).+"
7>($")%")7"9;(($9%J
Fk;(L"%&(;>+&"%&$">7$"9-7$7K"E-L).+"7>($"%&-%"$-9&"
;:"%&$E")7"-*$G>-%$?@"$D4?-).$*"%;"%&$">7$(J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ PN

10.8 Writing Formal Test Cases and Test 
Plans

A test case is an explicit set of instructions designed to 
detect a particular class of defect in a software system.
A B"%$7%"9-7$"9-."+)C$"()7$"%;"E-.@"%$7%7J
A S-9&" %$7%" )7" -" 4-(%)9>?-(" (>..).+" ;:" %&$" %$7%" 9-7$" ;." -"
4-(%)9>?-("C$(7);.";:"%&$"7@7%$EJ

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ PP

Test plans

A test plan is a document that contains a complete set of test cases 
for a system

FB?;.+"I)%&";%&$(").:;(E-%);."-';>%"%&$"%$7%).+"4(;9$77J"
A 6&$"%$7%"4?-.")7";.$";:"%&$"7%-.*-(*":;(E7";:"*;9>E$.%-%);.J
A 8:"-"4(;H$9%"*;$7".;%"&-C$"-"%$7%"4?-.5
F6$7%).+"I)??").$C)%-'?@"'$"*;.$")."-."-*M&;9"E-..$(J
F#$-*).+"%;"4;;("G>-?)%@"7;:%I-($J

A 6&$"%$7%"4?-."7&;>?*"'$"I()%%$."?;.+"'$:;($"%&$"%$7%).+"7%-(%7J"
A X;>"9-."7%-(%"%;"*$C$?;4"%&$"%$7%"4?-.";.9$"@;>"&-C$"*$C$?;4$*"%&$"
($G>)($E$.%7J
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Information to include in a formal test case
A. Identification and classification5"

FS-9&" %$7%" 9-7$" 7&;>?*" &-C$" -" .>E'$(K" -.*" E-@" -?7;" '$" +)C$." -"
*$79()4%)C$"%)%?$J"

F6&$"7@7%$EK" 7>'7@7%$E";("E;*>?$"'$).+" %$7%$*" 7&;>?*"-?7;"'$"9?$-(?@"
).*)9-%$*J

F6&$")E4;(%-.9$";:"%&$"%$7%"9-7$"7&;>?*"'$").*)9-%$*J
B. Instructions5"

F6$??"%&$"%$7%$("$D-9%?@"I&-%"%;"*;J
F6&$" %$7%$(" 7&;>?*".;%".;(E-??@"&-C$" %;" ($:$(" %;"-.@"*;9>E$.%-%);." )."
;(*$("%;"$D$9>%$"%&$").7%(>9%);.7J

C. Expected result5"
F6$??7" %&$" %$7%$(" I&-%" %&$" 7@7%$E" 7&;>?*" *;" )." ($74;.7$" %;" %&$"
).7%(>9%);.7J

F6&$"%$7%$("($4;(%7"-":-)?>($"):"%&$"$D4$9%$*"($7>?%")7".;%"$.9;>.%$($*J
D. Cleanup [I&$.".$$*$*\5""

F6$??7" %&$" %$7%$(" &;I" %;"E-L$" %&$" 7@7%$E"+;" b'-9L" %;" .;(E-?Q ;(" 7&>%"
*;I."-:%$("%&$"%$7%J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ PV

Levels of importance of test cases
A #$C$?"25"
Fp)(7%"4-77"9()%)9-?"%$7%"9-7$7J
Fe$7)+.$*"%;"C$():@"%&$"7@7%$E"(>.7"-.*")7"7-:$J
Fm;":>(%&$("%$7%).+")7"4;77)'?$J

A #$C$?"05"
Fq$.$(-?"%$7%"9-7$7J"
FT$():@"%&-%"*-@M%;M*-@":>.9%);.7"9;(($9%?@J"
FY%)??"4$(E)%"%$7%).+";:";%&$("-74$9%7";:"%&$"7@7%$EJ

A #$C$?"N5"
Fe$%-)?$*"%$7%"9-7$7J"
F6$7%"($G>)($E$.%7"%&-%"-($";:"?$77$(")E4;(%-.9$J"
F6&$" 7@7%$E" :>.9%);.7" E;7%" ;:" %&$" %)E$" '>%" &-7" .;%" @$%" E$%"
G>-?)%@";'H$9%)C$7J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ PZ

Determining test cases by enumerating 
attributes

It is important that the test cases test every aspect of the 
requirements.
A S-9&"*$%-)?")."%&$"($G>)($E$.%7")7"9-??$*"-."attributeJ
FB."-%%()'>%$" 9-."'$" %&;>+&%";:" -7" 7;E$%&).+" %&-%" )7"
%$7%-'?$J"
FB"+;;*":)(7%"7%$4"I&$."9($-%).+"-"7$%";:"%$7%"9-7$7")7"
%;"enumerate %&$"-%%()'>%$7J
FB" I-@" %;" $.>E$(-%$" -%%()'>%$7" )7" %;" 9)(9?$" -??" %&$"
)E4;(%-.%"4;).%7")."%&$"($G>)($E$.%7"*;9>E$.%J""

A <;I$C$("%&$($"-($";:%$."E-.@"-%%()'>%$7"%&-%"-($"implicitJ

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ P`

10.9 Strategies for Testing Large Systems

Big bang testing versus integration testing 
A 8."big bang %$7%).+K"@;>"%-L$"%&$"$.%)($"7@7%$E"-.*"%$7%")%"
-7"-">.)%
A B"'$%%$("7%(-%$+@")."E;7%"9-7$7")7"incremental testing5"
FX;>"%$7%"$-9&").*)C)*>-?"7>'7@7%$E").")7;?-%);.
F3;.%).>$" %$7%).+" -7" @;>" -**" E;($" -.*" E;($"
7>'7@7%$E7"%;"%&$":).-?"4(;*>9%
F8.9($E$.%-?"%$7%).+"9-."'$"4$(:;(E$*"horizontally ;("

verticallyK"*$4$.*).+";."%&$"-(9&)%$9%>($
M <;()f;.%-?" %$7%).+"9-."'$">7$*"I&$." %&$" 7@7%$E" )7"*)C)*$*"
).%;"7$4-(-%$"7>'M-44?)9-%);.7
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Top down testing

A Y%-(%"'@"%$7%).+"H>7%"%&$">7$(").%$(:-9$J
A 6&$">.*$(?@).+":>.9%);.-?)%@"-($"7)E>?-%$*"'@"stubsJ"
Fl)$9$7" ;:" 9;*$" %&-%" &-C$" %&$" 7-E$" ).%$(:-9$" -7" %&$"
?;I$("?$C$?":>.9%);.-?)%@J
Fe;".;%"4$(:;(E"-.@"($-?"9;E4>%-%);.7";("E-.)4>?-%$"
-.@"($-?"*-%-J"

A 6&$."@;>"I;(L"*;I.I-(*7K").%$+(-%).+"?;I$("-.*"?;I$("
?-@$(7J
A 6&$" ')+" *(-I'-9L" %;" %;4" *;I." %$7%).+" )7" %&$" 9;7%" ;:"
I()%).+"%&$"7%>'7J"

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ R1

Bottom-up testing

A Y%-(%"'@"%$7%).+"%&$"C$(@"?;I$7%"?$C$?7";:"%&$"7;:%I-($J
A X;>".$$*7"drivers %;"%$7%"%&$"?;I$("?-@$(7";:"7;:%I-($J"
Fe()C$(7" -($" 7)E4?$" 4(;+(-E7" *$7)+.$*" 74$9):)9-??@"
:;("%$7%).+"%&-%"E-L$"9-??7"%;"%&$"?;I$("?-@$(7J

A e()C$(7")."';%%;EM>4"%$7%).+"&-C$"-"7)E)?-("(;?$"%;"7%>'7"
)."%;4M*;I."%$7%).+K"-.*"-($"%)E$M9;.7>E).+"%;"I()%$J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ R2

Sandwich testing

A Y-.*I)9&"%$7%).+")7"-"&@'()*"'$%I$$."';%%;EM>4"-.*"%;4"
*;I."%$7%).+J"
A 6$7%"%&$">7$(").%$(:-9$").")7;?-%);.K">7).+"7%>'7J
A 6$7%"%&$"C$(@"?;I$7%"?$C$?":>.9%);.7K">7).+"*()C$(7J"
A k&$."%&$"9;E4?$%$"7@7%$E")7").%$+(-%$*K";.?@"%&$"E)**?$"
?-@$("($E-).7";."I&)9&"%;"4$(:;(E"%&$":).-?"7$%";:"%$7%7J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ R0

Vertical strategies for incremental integration 
testing

stub stub stub

UI Layer

stub stub stub

UI Layer

Functional layer

UI Layer

Functional layer

Database 
layer

Network 
layer

Functional layer

Database 
layer

Network 
layer

driver driverdriver

Database 
layer

Network 
layer

driver driverdriver

stub stub stub

UI Layer

6;4M*;I."%$7%).+ h;%%;EM>4"%$7%).+ Y-.*I)9&"%$7%).+

Database 
layer

Network 
layer

driver driverdriver

Fully 
integrated 

system
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The test-fix-test cycle 

When a failure occurs during testing:
A S-9&" :-)?>($" ($4;(%" )7" $.%$($*" ).%;" -" :-)?>($" %(-9L).+"
7@7%$EJ"
A 8%")7"%&$."79($$.$*"-.*"-77)+.$*"-"4();()%@J"
A #;IM4();()%@":-)?>($7"E)+&%"'$"4>%";."-"known bugs list
%&-%")7").9?>*$*"I)%&"%&$"7;:%I-($Q7"release notesJ"
A Y;E$":-)?>($" ($4;(%7"E)+&%"'$"E$(+$*" ):" %&$@"-44$-(" %;"
($7>?%":(;E"%&$"7-E$"*$:$9%7J
A Y;E$';*@")7"-77)+.$*"%;").C$7%)+-%$"-":-)?>($J
A 6&-%"4$(7;."%(-9L7"*;I."%&$"*$:$9%"-.*":)D$7")%J"
A p).-??@"-".$I"C$(7);.";:"%&$"7@7%$E")7"9($-%$*K"($-*@"%;"
'$"%$7%$*"-+-).J

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ RP

The ripple effect

There is a high probability that the efforts to remove the 
defects may have actually added new defects
A 6&$" E-).%-).$(" %()$7" %;" :)D" 4(;'?$E7" I)%&;>%" :>??@"
>.*$(7%-.*).+"%&$"(-E):)9-%);.7";:"%&$"9&-.+$7
A 6&$"E-).%-).$("E-L$7";(*).-(@"&>E-."$((;(7
A 6&$"7@7%$E"regresses ).%;"-"E;($"-.*"E;($":-)?>($M4(;.$"
7%-%$
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Regression testing

A 8%"%$.*7"%;"'$":-("%;;"$D4$.7)C$"%;"($M(>."$C$(@"7).+?$"%$7%"
9-7$"$C$(@"%)E$"-"9&-.+$")7"E-*$"%;"7;:%I-($J"
A <$.9$" ;.?@" -" 7>'7$%" ;:" %&$" 4($C);>7?@M7>99$77:>?" %$7%"
9-7$7")7"-9%>-??@"($M(>.J"
A 6&)7"4(;9$77")7"9-??$*"regression testing.
F6&$"%$7%7"%&-%"-($"($M(>."-($"9-??$*"($+($77);."%$7%7J"

A g$+($77);." %$7%" 9-7$7" -($" 9-($:>??@" 7$?$9%$*" %;" 9;C$(" -7"
E>9&";:"%&$"7@7%$E"-7"4;77)'?$J

6&$"r?-I";:"9;.7$(C-%);.";:"'>+7s5
A The number of bugs remaining in a large system is 

proportional to the number of bugs already fixed

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ RV

Deciding when to stop testing

A B??";:"%&$"?$C$?"2"%$7%"9-7$7"E>7%"&-C$"'$$."7>99$77:>??@"
$D$9>%$*J
A 3$(%-)." 4($M*$:).$*" 4$(9$.%-+$7" ;:" ?$C$?" 0" -.*" ?$C$?" N"
%$7%"9-7$7"E>7%"&-C$"'$$."$D$9>%$*"7>99$77:>??@J
A 6&$"%-(+$%7"E>7%"&-C$"'$$."-9&)$C$*"-.*"-($"E-).%-).$*"
:;("-%"?$-7%"%I;"9@9?$7";:"b'>)?*7QJ
FB" build ).C;?C$7" 9;E4)?).+" -.*" ).%$+(-%).+" -??" %&$"
9;E4;.$.%7J
Fp-)?>($"(-%$7"9-.":?>9%>-%$":(;E"'>)?*"%;"'>)?*"-75

M e)::$($.%"7$%7";:"($+($77);."%$7%7"-($"(>.J
M m$I"*$:$9%7"-($").%(;*>9$*J
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The roles of people involved in testing

A 6&$" :)(7%" 4-77" ;:" >.)%" -.*" ).%$+(-%);." %$7%).+" )7" 9-??$*"
developer testingJ"
Fl($?)E).-(@" %$7%).+" 4$(:;(E$*" '@" %&$" 7;:%I-($"
*$C$?;4$(7"I&;"*;"%&$"*$7)+.J

A Independent testing )7"4$(:;(E$*"'@"-"7$4-(-%$"+(;>4J
F6&$@"*;".;%"&-C$"-"C$7%$*").%$($7%")."7$$).+"-7"E-.@"
%$7%"9-7$7"4-77"-7"4;77)'?$J
F6&$@"*$C$?;4" 74$9):)9" $D4$(%)7$" )." &;I" %;" *;" +;;*"
%$7%).+K"-.*"&;I"%;">7$"%$7%).+"%;;?7J
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Testing performed by users and clients

A Alpha testing
Fl$(:;(E$*" '@" %&$" >7$(" ;(" 9?)$.%K" '>%" >.*$(" %&$"
7>4$(C)7);.";:"%&$"7;:%I-($"*$C$?;4E$.%"%$-EJ"

A Beta testing
Fl$(:;(E$*" '@" %&$" >7$(" ;(" 9?)$.%" )." -" .;(E-?" I;(L"
$.C)(;.E$.%J
Fg$9(>)%$*":(;E"%&$"4;%$.%)-?">7$("4;4>?-%);.J
FB."open beta release )7" %&$" ($?$-7$" ;:" ?;IMG>-?)%@"
7;:%I-($"%;"%&$"+$.$(-?"4;4>?-%);.J

A Acceptance testing
Fl$(:;(E$*"'@">7$(7"-.*"9>7%;E$(7J"
F<;I$C$(K"%&$"9>7%;E$(7"*;")%";."%&$)(";I.").)%)-%)C$J
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10.10 Inspections

An inspection is an activity in which one or more people 
systematically
A SD-E).$" 7;>(9$" 9;*$" ;(" *;9>E$.%-%);.K" ?;;L).+" :;("
*$:$9%7J"
A m;(E-??@K").74$9%);.").C;?C$7"-"E$$%).+JJJ
FB?%&;>+&"4-(%)9)4-.%7"9-."-?7;").74$9%"-?;.$"-%"%&$)("
*$7L7J
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Roles on inspection teams

A 6&$"author
A 6&$"moderatorJ"
F3-??7"-.*"(>.7"%&$"E$$%).+J
Fc-L$7"7>($"%&-%"%&$"+$.$(-?"4().9)4?$7";:").74$9%);."-($"-*&$($*
%;J"

A 6&$"secretaryJ"
Fg$74;.7)'?$":;("($9;(*).+"%&$"*$:$9%7"I&$."%&$@"-($":;>.*J"
Fc>7%"&-C$"-"%&;(;>+&"L.;I?$*+$";:"7;:%I-($"$.+).$$().+J

A ParaphrasersJ"
FY%$4"%&(;>+&"%&$"*;9>E$.%"$D4?-).).+")%")."%&$)(";I."I;(*7J
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Principles of inspecting

A 8.74$9%"%&$"E;7%")E4;(%-.%"*;9>E$.%7";:"-??"%@4$7
F9;*$K"*$7)+."*;9>E$.%7K"%$7%"4?-.7"-.*"($G>)($E$.%7

A 3&;;7$"-."$::$9%)C$"-.*"$::)9)$.%").74$9%);."%$-E
F'$%I$$."%I;"-.*":)C$"4$;4?$
F8.9?>*).+"$D4$()$.9$*"7;:%I-($"$.+).$$(7"

A g$G>)($"%&-%"4-(%)9)4-.%7"4($4-($":;(").74$9%);.7
F6&$@" 7&;>?*" 7%>*@" %&$" *;9>E$.%7" 4();(" %;" %&$"
E$$%).+"-.*"9;E$"4($4-($*"I)%&"-"?)7%";:"*$:$9%7

A U.?@").74$9%"*;9>E$.%7"%&-%"-($"($-*@
FB%%$E4%).+" %;" ).74$9%" -" C$(@" 4;;(" *;9>E$.%" I)??"
($7>?%")."*$:$9%7"'$).+"E)77$*
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Principles of inspecting

A BC;)*"*)79>77).+"&;I"%;":)D"*$:$9%7
Fp)D).+"*$:$9%7"9-."'$"?$:%"%;"%&$"->%&;(

A BC;)*"*)79>77).+"7%@?$")77>$7
F877>$7" ?)L$" -($" )E4;(%-.%K" '>%" 7&;>?*" '$" *)79>77$*"
7$4-(-%$?@

A e;".;%"(>7&"%&$").74$9%);."4(;9$77
FB"+;;*"74$$*"%;").74$9%")7

M 011"?).$7";:"9;*$"4$("&;>("[).9?>*).+"9;EE$.%7\
M ;("%$."4-+$7";:"%$D%"4$("&;>(
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Principles of inspecting

A BC;)*"E-L).+"4-(%)9)4-.%7"%)($*
F8%")7"'$7%".;%"%;").74$9%":;("E;($"%&-."%I;"&;>(7"-%"-"
%)E$K";(":;("E;($"%&-.":;>("&;>(7"-"*-@

A o$$4"-.*">7$"?;+7";:").74$9%);.7
FX;>"9-."-?7;">7$"%&$"?;+7"%;"%(-9L"%&$"G>-?)%@";:"%&$"
*$7)+."4(;9$77"

A g$M).74$9%"I&$."9&-.+$7"-($"E-*$
FX;>"7&;>?*"($M).74$9%"-.@"*;9>E$.%";("9;*$"%&-%")7"
9&-.+$*"E;($"%&-."01t

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ VP

A peer-review process 

Managers are normally not involved
A 6&)7"-??;I7"%&$"4-(%)9)4-.%7"%;"$D4($77"%&$)("9()%)9)7E7"
E;($";4$.?@K".;%":$-().+"($4$(9>77);.7"
A 6&$"E$E'$(7";:"-.").74$9%);."%$-E"7&;>?*":$$?"%&$@"-($"
-??"I;(L).+"%;+$%&$("%;"9($-%$"-"'$%%$("*;9>E$.%
A m;';*@"7&;>?*"'$"'?-E$*
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Conducting an inspection meeting

2J 6&$" E;*$(-%;(" 9-??7" %&$" E$$%).+" -.*" *)7%()'>%$7" %&$"
*;9>E$.%7J

0J 6&$"4-(%)9)4-.%7"4($4-($":;("%&$"E$$%).+")."-*C-.9$J
NJ B%" %&$" 7%-(%" ;:" %&$"E$$%).+K" %&$"E;*$(-%;(" $D4?-).7" %&$"
4(;9$*>($7"-.*"C$():)$7"%&-%"$C$(@';*@"&-7"4($4-($*J

PJ l-(-4&(-7$(7 %-L$" %>(.7" $D4?-).).+" %&$" 9;.%$.%7" ;:" %&$"
*;9>E$.%";("9;*$K"I)%&;>%"($-*).+")%"C$('-%)EJ
A g$G>)().+" %&-%" %&$" 4-(-4&(-7$( .;%" '$" %&$" ->%&;("
$.7>($7" %&-%" %&$" 4-(-4&(-7$( 7-@"I&-%" &$" ;(" 7&$" seesK"
.;%"I&-%"%&$"->%&;("intended %;"7-@J

RJ"SC$(@';*@"74$-L7">4"I&$."%&$@".;%)9$"-"*$:$9%J
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Inspecting compared to testing

A h;%&"%$7%).+"-.*").74$9%);."($?@";."*)::$($.%"-74$9%7";:"
&>E-.").%$??)+$.9$J

A 6$7%).+" 9-." :).*" *$:$9%7" I&;7$" 9;.7$G>$.9$7" -($"
;'C);>7"'>%"I&)9&"-($"'>()$*")."9;E4?$D"9;*$J

A 8.74$9%).+" 9-." :).*" *$:$9%7" %&-%" ($?-%$" %;"
E-).%-).-')?)%@";("$::)9)$.9@J

A 6&$"9&-.9$7";:"E)7%-L$7"-($"($*>9$*"):"';%&"-9%)C)%)$7"
-($"4$(:;(E$*J
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Testing or inspecting, which comes first?

A 8%" )7" )E4;(%-.%" %;" ).74$9%" 7;:%I-($" before $D%$.7)C$?@"
%$7%).+")%J"
A 6&$" ($-7;." :;(" %&)7" )7"��%&-%" ).74$9%).+" -??;I7"@;>" %;"
G>)9L?@"+$%"()*";:"E-.@"*$:$9%7J"
A 8:"@;>"%$7%":)(7%K"-.*").74$9%;(7"($9;EE$.*"%&-%"($*$7)+."
)7".$$*$*K"%&$"%$7%).+"I;(L"&-7"'$$."I-7%$*J
F6&$($")7"-"+(;I).+"9;.7$.7>7"%&-%")%")7"E;7%"$::)9)$.%"
%;").74$9%"7;:%I-($"'$:;(e a.@"%$7%).+")7"*;.$J

A SC$."'$:;($"*$C$?;4$("%$7%).+
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10.11 Quality Assurance in General

Root cause analysis
A e$%$(E).$"I&$%&$("4(;'?$E7"-($"9->7$*"'@"7>9&":-9%;(7"
-7
F#-9L";:"%(-).).+
FY9&$*>?$7"%&-%"-($"%;;"%)+&%
Fh>)?*).+";."4;;("*$7)+.7";("($>7-'?$"%$9&.;?;+@
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Measure quality and strive for continual 
improvement

Things you can measure regarding the quality of a 
software product, and indirectly of the quality of the 
process
A 6&$".>E'$(";:":-)?>($7"$.9;>.%$($*"'@">7$(7J
A 6&$".>E'$(";:":-)?>($7":;>.*"I&$."%$7%).+"-"4(;*>9%J
A 6&$".>E'$(";:"*$:$9%7":;>.*"I&$.").74$9%).+"-"4(;*>9%J
A 6&$"4$(9$.%-+$";:"9;*$"%&-%")7"($>7$*J
Fc;($")7"'$%%$(K"'>%"*;.Q%"9;>.%"9?;.$7J

A 6&$" .>E'$(" ;:" G>$7%);.7" 4;7$*" '@" >7$(7" %;" %&$" &$?4"
*$7LJ"
FB7" -" E$-7>($" ;:" >7-')?)%@" -.*" %&$" G>-?)%@" ;:"
*;9>E$.%-%);.J
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Post-mortem analysis

Looking back at a project after it is complete, or after a 
release,
A X;>"?;;L"-%"%&$"*$7)+."-.*"%&$"*$C$?;4E$.%"4(;9$77"
A 8*$.%):@"%&;7$"-74$9%7"I&)9&K"I)%&"'$.$:)%";:"&).*7)+&%K"
@;>"9;>?*"&-C$"*;.$"'$%%$(
A X;>"E-L$"4?-.7"%;"*;"'$%%$(".$D%"%)E$

!"#$%&'()*+$,#-+-.)/($"0112 3&-4%$("215"6$7%).+"-.*"8.74$9%).+":;("<)+&"=>-?)%@ Z2

Process standards

The personal software process (PSP): 
A e$:).$7"-"*)79)4?).$*"-44(;-9&"%&-%"-"*$C$?;4$("9-.">7$"%;")E4(;C$"
%&$"G>-?)%@"-.*"$::)9)$.9@";:"&)7";("&$("4$(7;.-?"I;(LJ"
A U.$";:"%&$"L$@"%$.$%7")7"4$(7;.-??@").74$9%).+"@;>(";I."I;(LJ

The team software process (TSP): 
A e$79()'$7" &;I" %$-E7" ;:" 7;:%I-($" $.+).$$(7" 9-." I;(L" %;+$%&$("
$::$9%)C$?@J

The software capability maturity model (CMM): 
A 3;.%-).7" :)C$" ?$C$?7K" U(+-.)f-%);.7" 7%-(%" )." ?$C$?" 2K" -.*" -7" %&$)("
4(;9$77$7"'$9;E$"'$%%$("%&$@"9-."E;C$">4"%;I-(*7"?$C$?"RJ

ISO 9000-2: 
A B." ).%$(.-%);.-?" 7%-.*-(*" %&-%" ?)7%7" -" ?-(+$" .>E'$(" ;:" %&).+7" -.
;(+-.)f-%);."7&;>?*"*;"%;")E4(;C$"%&$)(";C$(-??"7;:%I-($"4(;9$77J
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10.12 Detailed Example: Test cases for 
Phase 2 of the SimpleChat

General Setup for Test Cases in the 2000 Series
System5"Y)E4?$3&-%,U3Yp Phase5"0

Instructions5
2J 8.7%-??"n-C-K"E).)E>E"($?$-7$"2J0J1K";."k).*;I7"aRK"a`";("cSJ
0J 8.7%-??"n-C-K"E).)E>E"($?$-7$"2J0J1K";."k).*;I7"m6";("0111J
NJ 8.7%-??"n-C-K"E).)E>E"($?$-7$"2J0J1K";."-"Y;?-()7"7@7%$EJ
PJ 8.7%-??"%&$"Y)E4?$3&-% M l&-7$"0";."$-9&";:"%&$"-';C$"4?-%:;(E7J
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Test cases for Phase 2 of the SimpleChat
Test Case 2001
System5"Y)E4?$3&-% Phase5"0
Server startup check with default arguments
Severity5"2

Instructions5
2J"B%"%&$"9;.7;?$K"$.%$(5"java EchoServerJ

Expected result:
2J"6&$"7$(C$("($4;(%7"%&-%")%")7"?)7%$.).+":;("9?)$.%7"'@"*)74?-@).+"%&$":;??;I).+"

E$77-+$5
Server listening for clients on port 5555

0J"6&$"7$(C$("9;.7;?$"I-)%7":;(">7$(").4>%J

Cleanup5
2J"<)%"36g#j3"%;"L)??"%&$"7$(C$(J
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Test cases for Phase 2 of the SimpleChat
Test Case 2002
System5"Y)E4?$3&-% Phase5"0
Client startup check without a login
Severity5"2

Instructions:
2J"B%"%&$"9;.7;?$K"$.%$(5"java ClientConsole.

Expected result:
2J"6&$"9?)$.%"($4;(%7")%"9-..;%"9;..$9%"I)%&;>%"-"?;+)."'@"*)74?-@).+5
ERROR - No login ID specified. Connection aborted.

0J"6&$"9?)$.%"%$(E).-%$7J

Cleanup5"[):"9?)$.%")7"7%)??"-9%)C$\
2J"<)%"36g#j3"%;"L)??"%&$"9?)$.%J
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Test cases for Phase 2 of the SimpleChat
Test Case 2003
System5"Y)E4?$3&-% Phase5"0
Client startup check with a login and without a server
Severity5"2

Instructions:
2J"B%"%&$"9;.7;?$K"$.%$(5"java ClientConsole <loginID>

I&$($"<loginID> )7"%&$".-E$"@;>"I)7&"%;"'$")*$.%):)$*"'@J

Expected result:
2J"6&$"9?)$.%"($4;(%7")%"9-..;%"9;..$9%"%;"-"7$(C$("'@"*)74?-@).+5

Cannot open connection. Awaiting com mand.
0J"6&$"9?)$.%"I-)%7":;(">7$(").4>%

Cleanup5"[):"9?)$.%")7"7%)??"-9%)C$\
2J"<)%"36g#j3"%;"L)??"%&$"9?)$.%J
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Test cases for Phase 2 of the SimpleChat

Test Case 2007
System5"Y)E4?$3&-% Phase5"0
Server termination command check
Severity5"0

Instructions:
2J"Y%-(%"-"7$(C$("[6$7%"3-7$"0112").7%(>9%);."2\">7).+"*$:->?%"-(+>E$.%7J
0J"6@4$"#quit).%;"%&$"7$(C$(u7"9;.7;?$J
Expected result:
2J"6&$"7$(C$("G>)%7J
Cleanup [8:"%&$"7$(C$(")7"7%)??"-9%)C$\5
2J <)%"36g#j3"%;"L)??"%&$"7$(C$(J
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Test cases for Phase 2 of the SimpleChat
Test Case 2013
System5"Y)E4?$3&-% Phase5"0
Client host and port setup commands check
Severity5"0
Instructions:
2J"Y%-(%"-"9?)$.%"I)%&;>%"-"7$(C$("[6$7%"3-7$"011N\J
0J"B%"%&$"9?)$.%u7"9;.7;?$K"%@4$"#sethost <newhost>I&$($"
• <newhost> )7""%&$".-E$";:"-"9;E4>%$(";."%&$".$%I;(L
NJ"B%"%&$"9?)$.%Q7"9;.7;?$K"%@4$"#setport 1234J

Expected result:
2J 6&$"9?)$.%"*)74?-@7
Host set to: <newhost>
Port set to: 1234.
Cleanup5
2J 6@4$"#quit %;"L)??"%&$"9?)$.%J
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Test cases for Phase 2 of the SimpleChat

Test Case 2019
System5"Y)E4?$3&-% Phase5"0
Different platform tests
Severity5"N

Instructions:
2J"g$4$-%" %$7%" 9-7$7" 0112" %;" 012`" ;."k).*;I7" aRK" a`K"m6" ;(" 0111K -.*"
Y;?-()7

Expected results:
2J"6&$"7-E$"-7"'$:;($J
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10.13 Difficulties and Risks in Quality 
Assurance

It is very easy to forget to test some aspects of a software 
system:

F‘running the code a few times’ is not enough. 
FForgetting certain types of tests diminishes the 

system’s quality.

There is a conflict between achieving adequate quality 
levels, and ‘getting the product out of the door’

FCreate a separate department to oversee QA. 
FPublish statistics about quality.
FBuild adequate time for all activities.
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Difficulties and Risks in Quality Assurance

People have different abilities and knowledge when it 
comes to quality

FGive people tasks that fit their natural personalities. 
FTrain people in testing and inspecting techniques.
F Give people feedback about their performance in 

terms of producing quality software.
FHave developers and maintainers work for several 

months on a testing team. 


