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   INT R O D U C T IO N 

 T h e emerg ence of fi le-sh aring  systems su ch  as Napster 
and G nu tella make th e term peer-to-peer (P2P) popu lar. 
T h e b enefi ts and ch alleng es of su ch  network arch itec-
tu res are realiz ed b y network operators and u sers. T h eir 
cost-effective resou rce ag g reg ation capab ility, tog eth er 
with  many oth er b enefi ts, h as motivated many new de-
velopments and produ cts. T oday, fi le sh aring , content 
distrib u tion, distrib u ted compu ting , instant messag ing , 
Internet teleph ony, and video conferencing , and ad h oc 
networking  are all taking  advantag e of P2P network  ar-
ch itectu res. T h is ch apter su mmariz es th e network arch i-
tectu res th at u se th e P2P concept. 

 W e start with  a discu ssion of wh at a P2P network is 
in th e section on D efi nitions. C ollections of th e ex isting  
defi nitions of a P2P network are listed. Alth ou g h  th ere is 
no sing le concise defi nition of a P2P network, th ese defi -
nitions g ive u s an informal description of a P2P network. 
S u ch  an open mind is favorab le, since new tech nolog ies 
can b e accommodated as th ey are introdu ced. 

 An analysis of th e b enefi ts and limitations of P2P net-
works is g iven in th e section on Benefi ts and Limitations 
of P2P Networks. C ompared to centraliz ed networks, P2P 
networks b enefi t from cost sh aring  and redu ction, scal-
ab ility, resou rce ag g reg ation and interoperab ility, rob u st-
ness improvement, increased au tonomy, anonymity and 
privacy, enh anced dynamics, ad h oc commu nication, 
and collab oration. H owever, P2P networks are limited b y 
th eir manag eab ility, secu rity, and service g u arantee capa-
b ility. I t h as b een ob served th at P2P networks h ave lim-
ited meth ods to prevent ch eating  and selfi sh  b eh aviors. 

 T o present a g eneral framework, we u se a conceptu al 
layered arch itectu re to illu strate key b u ilding  b locks in a 
P2P network in th e section on PS P Network Arch itectu re. 
T h e ab stract reference P2P network arch itectu re consists 
of th ree layers: th e b ase overlay layer, th e middleware 
layer, and th e application layer. T h e b ase overlay layer 
provides peer discovery, overlay network constru ction, 
and application-level mu lticast. T h e middleware layer of-
fers distrib u ted search , pu b lish  and su b scrib e, secu rity, 
distrib u ted index ing , distrib u ted directory, metadata, and 
sch edu ling . T h e application layer inclu des distrib u ted 
commu nication and collab oration, fi le sh aring , content 

distrib u tion, distrib u ted storag e, and massively parallel 
compu ting . P2P network implementations u se very diver-
sifi ed arch itectu res. S ome P2P networks are developed 
as sing le applications, possib ly u sing  proprietary imple-
mentations. S ome P2P networks provide software mod-
u les th at can b e u sed to compose oth er applications. T h e 
th ree-layer reference P2P network arch itectu re captu res 
th e major fu nctional ch aracteristics of P2P networks. 
H owever, it does not imply th at a P2P network h as to 
strictly follow th e reference arch itectu re. 

 T h is ch apter focu ses on th e arch itectu ral aspects; 
C h apter  145  is ab ou t P2P network applications. Alth ou g h  
ad h oc networking  ex tensively u ses P2P network arch itec-
tu re, we do not cover ad h oc networking  in th is ch apter, 
since oth er ch apters discu ss th is concept. 

   D E F INIT IO NS  

 T h e term  client  refers to a process u sing  a service. In th e 
contex t of networks, a client refers to a commu nication 
process receiving  information from oth ers or g etting  con-
nected to oth ers b y th e means of transit services. A client 
process initiates service req u ests to oth ers. Bu t a pu re cli-
ent process is not ab le to serve req u ests from oth ers, u n-
less each  participating  device su pports linked client and 
server processes. In contrast to a client process, a  server  
refers to a process offering  services. In networks, a server 
process h osts information for client processes to search , 
download, and so on. 

 T h e term  peer  means “ eq u al,”  wh ich  can b e informally 
interpreted as a process with  capab ility similar to th e 
oth er processes with  wh ich  process commu nicates. In 
th e contex t of P2P networks, a peer process acts as a cli-
ent process and at th e same time as a server process for 
th e same fu nction. F or ex ample, a process th at down-
loads fi les from oth ers and meanwh ile th e process h osts 
sh ared fi les for oth ers to download is a peer process in fi le 
downloading /u ploading . T h ere is no distinction b etween 
th ese processes in terms of wh ich  is providing  or u sing  
services. Peer processes commu nicate with  each  oth er in 
a symmetric pattern. Note th at th e fu nction th at a peer 
process req u ests and offers mu st b e th e same with in 
th e contex t of a g iven application. A peer process can b e 
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