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Abstract cute (in contrast, a JIT compiler can be’1ides of code

and therefore cannot possibly be free of bugs), and (2)
Proof-carrying code is a framework for proving the for sufficiently simple safety policies and for programs
safety of machine-language programs with a machine- compiled from type-safe source languages, the proofs can
checkable proof. Previous PCC frameworks have de- be constructed fully automatically. Unlike typed assem-
fined type-checking rules as part of the logic. We show bly language [MWCG98], PCC can use both tyzesl
a universal type framework for proof-carrying code that dataflow to prove safety.
will allow a code producer to choose a programming lan-  Necula has demonstrated two instances of PCC safety
guage, prove the type rules for that language as lemmaspolicies: one for a subset of C [Nec98] and another for an
in higher-order logic, then use those lemmas to prove the extremely restricted subset of ML [Nec97]. In our work
safety of a particular program. We show how to handle we have generalized the approach and removed many re-
traversal, allocation, and initialization of values in alei strictions:

variety of types, including functions, records, unions, ex o ) )
istentials, and covariant recursive types. 1. Instead of building type-inference rules into the
safety policy, we model the types via definitions

from first principles, then prove the typing rules as
1 Introduction lemmas. This makes the safety policy independent

of the type system used by the program, so that pro-
When a host computer runs an untrusted program, the  grams compiled from different source languages can
host may want some assurance that the program does no  be sent to the same code consumer.
harm: does not access unauthorized resources, read pri-
vate data, or overwrite valuable data. Proof-carrying code
[Nec97] is a technique for providing such assurances.
With PCC, the host — called the “code consumer” — spec-

ifies asafety policy which tells under what conditions a 3. We show how to handle a much wider variety of

2. We show how to prove safe the allocation and ini-
tialization of data structures, not just the traversal of
data.

word of memory may be read or written or how much of a types, including records, tagged variants, first-class

resource (such as CPU cycles) may be used. The provider  functions, first-class labels, existential types (i.e. ab-

of the program — the “code producer”—must also provide stract data types), union types, intersection types,

a program-verification-style proof that the program satis- and covariant recursive types.

fies these conditions. The host computer mechanically

checks the proof before running the program. 4. We move the machine instruction semantics from
Two significant advantages of PCC are that (1) these the verification-condition generator to the safety

proofs can be performed on the native machine code, policy; this simplifies the trusted computing base at

so that no unsoundness can be introduced in translation ~ the expense of complicating the proofs, which is the

from the proved program to the program that will exe- right trade-off to make.
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Figure 1: Semantic definition of machine instructions.

2 Example Axioms 1 and 2 describe what addresses are readable
and writable. Axioms 3-7 describe the initial state of

To illustrate, we use an imaginary word-addressed ma- the machine, comprising a register-bafland a memory

chine with a simple instruction set and instruction encod- m?, each of which is a function from integers to integers.

ing. Axiom 3 says that any future statem whose program
counter (17) is equal to what's in%(7) is a safe state; or

OPCODE in common terms, initially~ is a valid return address (we

add |0d s S |rgTrs +rs, write r(7) andr; interchangeably). Axiom 4 says thgt

addi |1d s c|rg«rs+¢cC is an address in the readable range, and axiom 5 says that

load |2d s c|rg« m(rs+c) the program countaty is initially 100.

store| 3,5 € | M(rs, +C) < Iy, The predicates readable, writable, and safe are primi-

jump|4d s c|rq<« pc pc+rs+cC tives. They are not defined; instead their meaning is en-

bgt |5s15 ¢ |ifrg >rg, thenpc+ pc+c capsulated by inference rules that are used to build proofs

beq | 6s1s c |if rs, =rs, thenpc+ pc+c aboutthem. A sound safety policy would insure that from

any machine statem, if safgr,m), then execution pro-
ceeding from that state will never load from an unread-
able location or store to an unwritable location.

We also include axioms to describe the untrusted code
100: 2210 rp < m(ry) that has just been loaded. Although these are not part of
101: 4070 jump(r7); ro < pc the predefined safety policy, the code producer and code

consumer can each calculate these axioms from the code
The code producer will provide the program (i.e., in this jtself:
case the sequence of hexadecimal integers (2210,4070))
and a proof that if these integers are loaded at address 6. mg(100) =2210
100 then it will be safe to jump there. The program’s 7. m°(101) = 4070
precondition is that register 1 points to a record of two We have implemented our logic in Twelf [PS99],
integers and register 7 points to a return address. which is an implementation of the Edinburgh logical

The logic comprises a set of inference rules and a framework [HHP93]. All the theorems in this paper have

set of axioms. The inference rules are standard natural-been checked in Twelf.

deduction rules of higher-order logic with natural num-

ber arithmetic and induction, augmented with just a few Theorem. safer0,mP).

predicates and rules concerning the readability, writabil  This theorem is the one that the code producer must
ity, and “jumpability” of machine addresses, and the de- gye: the code consumer will check the proof before

Example 1. We wish to verify the safety of the follow-
ing short program.

coding and semantics of machine instructions. jumping to address 100. But before describing the proof,
We refer to the axioms as tisafety policy For Exam-  \ye must show the inference rules for reasoning about ma-
ple 1, we will use the following safety policy: chine instructions.
1. Vv. (v> 50) — readablév) ) )
2. Wv. (v>100) — writable(v) 3 Instruction execution
3. Vr,m.(r(17) = r%(7)) — safgr,m)
4. ro(]_) > 50 Each instruction defines a relation between the machine
5. r%(17) = 100 state (registers, memory) before execution and the ma-



formaiw,a,b,c,d) =gef 0<a< 16A0<b< 16A0<Cc<16A0<d < 16AW=ax16°+bx16°+c*16+d.

decodév,m,i) =ges
(3d,s1, . formatm(v),0,d,s1,5) AT = addd, s1,S2))
V (3d,sg,c. formafm(v),1,d,s;,c) Ai = addid,s,c)) V...

Figure 2: Instruction decoding.

chine state afterwards. We treat the program counter as Our definitions allow for the possibility that a store in-
part of the register setr{7) even though it's not really  struction will overwrite the program, which allows us to
namable in an instruction opcode. Figure 1 shows the prove the safety of self-modifying code. But our simple
definition of this relation for each of the instructions add, example does not overwrite itself, and this fact is a nec-

addi, load, and so on.

On a von Neumann machine, each instruction is rep-
resented in memory by an integer. Qiecoderelation
(Figure 2) is a predicate on three argumenisn,i) and
says that addressn memorym contains the encoding of
instructioni.

If our machine permitted execution only of readable
instructions, or only of instructions in a special text seg-
ment, we would have to add these conditions on the pa-
rametew of thedecodeaelation.

We can now write the step relatiom,m) — (r’,nv)
(Figure 3) which says that the execution of one instruc-
tion in state(r,m) leads to statér’,m'). This holds only
for safe and legahstruction executions, because the defi-
nition of theloadrelation requires that the loaded address
be readable, and the definition storerequires that the
stored address be writable, and thecoderelation fails
to hold at all for illegal instructions.

Finally, we capture the notion of continued execution
by the inference rulanultistep (Figure 3), which is a
coinduction principle based (loosely) on the Floyd-Hoare
whilerule.

Our model of instruction semantics differs from the
“verification-condition generator” of Necula [Nec97].
Our approach makes it possible to model function-pointer
types and moves complexity from the code consumer
to the prover. Bugs in the code consumer compromise
safety whereas bugs in the code producer cannot.

4 The global invariant

To prove our program safe, we construct an invarlant
that holds at all times. We start by informally annotating
each instruction with a precondition.

l100(r,m) = jumpablér;) Areadablérs)

100: 2210 rp < m(ry)
l101(r,m) = jumpablér;)
101: 4070 jump(r7)
where

jumpablév) =gef Vr',m.r'(17) = v — safdr’,n)).

essary part of our invariant:

decodé100 m,load2,1,0))
Adecodé¢101, m,jump(0,7,0))

prog(m) —def

Now our global invariant is just the combination of the
proginvariant with all the local ones:

|(F,m) =qer progm)A
(I’(l?) =100A |1oo(l’, m)
\ I'(17) =101A |101(I’, m)
V jumpablér(17)))

To prove our theorem s&fi@, m°) we use thenultistep
rule. First we show(r®, m°), and then thalt is preserved
under thesteprelation.

Axioms 6 and 7, along with the definition of the
decode relation, prove that prag®) holds. Axiom 5
(r°(17) = 100) means that the remaining proof obligation
for 1 (r% m®) is 1300(r% mP), which can be proved directly
from axioms 3, 4, and 1.

To show that the invariant is conserved, we work by
cases:

o 11, = 100A l1go(rt,m'). By prog(m') we have
decodéri, mt,load(2,1,0)). Lettingr? =r[17— ri, +
1,2+ mt(r})] andm? = mt, and using readalfel) from
l100, We have(rl,mt) — (r2,m?). Sincer3 = rZ, by l100
we have jumpabl@?). ThusrZ, = 101Al101(r2,m?) is
proved. Sincen' = n?, prog(n¥) holds.

e r1, = 101A l101(rt,mt). By prog(m!) we have
decodéri, mt,jump(0,7,0)). Letting r2 = ri[17
r3,0 — ri], we have jumf0,7,0)(r{[17 > r}, +
1),mb,r2,mb) by the definition of jump. Thus we
have (r,m!) — (r?,m!). We can use the definition
of the upd relation, along with jumpaljté), to show
jumpablér2), which satisfies one of the disjuncts of the
| relation.

e jumpablérl,) implies saf¢r,mt) directly by the
definition of jumpable with’, M instantiated by?*, mt.



(r,m) = (r',m) =qer 3i,r".decodér(17),m,i) Aupdr,17,r(17) + 1,r") Ai(r", m,;r', )

Inv(r, m) vt mt Inv(rt, mt) — (safgrt,mt) v (3r2, m?. (rf,mb) s (r2,m?) Alnv(r2, m?)))
safdgr,m)

multistep

Figure 3: Themultistepinference rule of the logic.

5 Types and integer (or address) To illustrate, we will define
the untagged integer type, cartesian product type, and list

We have demonstrated that it is possible to prove a pro- type as predicates, and prove (as theorems) the typing
gram safe. But for applications in proof-carrying code, rules shown above.
it will be necessary to prove safety of large programs  Any one-word bit pattern qualifies as an untagged inte-
completely automatically. Such proofs can be based on ger, so thent predicate accepts any value in any memory:
dataflowor ontypes

Although it is possible to construct proofs by purely
dataflow-based techniques suchsadtware fault isola- Cartesian products can be defined in terms of the con-
tion [WLAG93], in this paper we will concentrate on s of two adjacent memory words:
types. Necula's PCC logic for an ML subset [Nec97]
has inference rules such as the following (expressed in  recor@(Ty,T2) MV=ges
slightly different notation): readablév) A readablév+ 1)
Atam(m(v)) ATom(m(v+1))

int(m)(v) =gef true

V.mT1 X T2

readablév) Areadablév+ 1) recordze Now therecord2e rule shown above can be proved as a
AMV) mTaAMV+1)imT theorem, directly from the definition of recerd
. We can go on to define union types, list types, and so
vim list(1) V#O i e on, with corresponding traversal theorems. But Necula’s
readablév) Areadablev+1 PCC system gives no rules for creation (i.e., allocation
AM(V) im TAM(V+ 1) im list(T) and initialization) of data structures such as records and

lists. From our definition of recogdwe could certainly

These rules relate typing judgements directly to the prove the thearem,

layout of typed values in machine memory, which is es-
sential to proofs about machine-language programs. We  readablév) A readablév+ 1)
write the judgement :, T with the colon subscripted by a AMV) imTiAMVA+ 1) i T2
machine memoryn, since a judgement that holds in one

memory state might not hold in another. (Necula writes
mkEv:Tt.) But this is not enough! Any program that creates a new

record value must initialize it by storing two values into
memory. The step rule for the store instruction is

record?2i

V.mT1 X T2

The disadvantage of inference rules for types. Nec-
ula’s PCC system includes typing rules in the safety pol- store(sy, $,¢) (r,m,r’, ) =ef
icy, that is, in the trusted computing base. He proves the writable(r (sp) + €) A
soundness of these rules by a metatheorem. Such a safety updm,r(s) + ¢, r(s),m) Ar =’
policy will require the code producer to use a particular
type system, with values laid out in memory in a particu- Which relates a memony (before the store) to a memory
lar way — in effect, the safety policy will force the use of N (after the store). Now suppose we have the following
a single programming language and a single compiler. ~ program fragment:

Our approach allows each code producer to define the
type system that its own mobile code uses. Of course, the
type system must be sound; we allow the code producer
to prove the typing rules as lemmas (provable in the ob-
ject logic) rather than define new inference rules with a 104 -
soundness metatheorem (which would be difficult for the
code consumer to check).

We view the judgement :m T as syntactic sugar for  After storing two integers into memory at addressgs
1(m)(v), an application of the predicateto memorym andrz + 1 we can legitimately use the recordfule to

l103(r,M) = r1 imint x (int x int) Arz :mint

m(ry) < r3

l104(r,m) = rq :mint x (int x int)
Arg:mintAm(rz) =rs

m(ra+1) < rs

l105(r,M) = r1 imintx (int x int) Arz :mint x int



prover; :y int x int with respect to the new memony to the program executes. The program will initialize (i.e.,
which I195 will be applied. But unfortunately, we cannot store) new data structures beyongl to ensure that the
prover; iy int x (int x int), becausé; oz establishes that  prog invariant holds, we must continually maintain the
fact about in adifferentversion ofm. Practically speak-  invariantrg > 300.

ing, we don’t know whether one of the store instructions

overwrites a field of the record et so as to invalidate the A||Ocating a record. Figure 4 shows a program that

typing judgement- . _ creates a new record value by storing the two fields at lo-
The following theorem is certainly provable: cationsrg andrg+ 1 and then increasing by 2. Clearly,
VinTi x T2 updmx,y,m) X#V X#AV+1 at the point1gg r» satisfies all the conditions in the right-

hand side of the definition of recar@, ) (stdgr,m), m),

. ) proving the judgement : TXT.

but how can we organize the proof so as to establish that' gt at the same times’tdfg’en?émis a pre-existing record
X7 V? value inr1 that will still be needed after the new record is

. The. sglutiqn i.s to reason carefully about heap alloca- reated — that is, both the preconditiaps and the post-
tion, distinguishing the allocated region of the heap from conditionl11o mentionr; :am T. The trick is to maintain

the unallocated region, as the next section will explain.  iqis judgement even as the stores create “differens”
and increasingg creates “differenta sets.

6 Heap Allocation We will define avalid type as one satisfying these con-
ditions:

Vig T1 XT2

A call-by-value pure functional program allocates new valid(t) =def

data-structure values on a heap, and never updates old Va,a,myv. (ac &) —t(a,mv—1(a,myv

values. (Imperative languages are much harder to reason A Ya,mm v. (Vx € a. m(x) =m(x)) —

about, so we leave that for future work.) The program T(amv—1(a,m)v

(gnd run-time environment_) keeps track of which loca- The first condition is that a typing judgementam T is
tions are allocated and which are free on the heap. In @jnyariant under increasing the size of the allocated set;

very simple system agllocation pointer— a register or e second is that the judgementis invariant under storing
memory location — points to the boundary between allo- any value at any unallocated location.

cated and unallocated memory. A more complex systém  This valid predicate is strong enough to enable safety
might use a data structure to keep track of which blocks 505 for programs that traverse, allocate, and initial-
of memory are allocated. _ ize data structures built from valid types. On the other

The typing judgement :m 11 x T2 should imply that  hanq valid does not guarantee preservation of typing
the addressesandv+ 1 are in the allocated set. We can judgments through updating of already allocated fields,

make this explicit by making the allocated set param- g4 we are restricted to type systems that use immutable
eter of the typing judgementy :am T. Now we define data structures.

record types a bit differently than in the previous section ¢ ¢ is a valid type, then the judgement :am T will

(whereais an allocation predicate amk a is syntactic be preserved through all the operations betwegnand
sugar fora(v)): l110. Each typing predicate that we wish to use in our
record(Ty, T2) (&, M)V =gef proof of sa_\fety must be proved valid. We will show such

veaA(v+l)ea theorems in the next section.

Areadablév) Areadablév+ 1) Morrlsgtt et al. [MWCG98] show how to prove ;afe_ty

ATy (a,m) (MV) ATz (a,m) (M(vV+ 1)) pf allocation based on a type system for paruglly.lmual—
ized records. We have not chosen to do this; instead,
the approach we have shown in this section uses dataflow
analysis to reason about the contents of the partially ini-
tialized record. We believe this will work well, since
record initialization is an essentially local phenomenon.

Maintaining the allocation pointer. Consider a pro-
gram that uses registes as an allocation pointer, so that
the “standard” allocation predicate is

a(v) —def V< TIg
Heap exhaustion. We can model a bounded-size heap

as follows. Axiom 2 of the safety policy would be written
stde(r,m) (V) =gef v <1(6) as

Abstracting over andm, we say that

If all memory beyond address 100 is readable and 2. Yv. (100< v < 1000 — writable(v).
writable, and the program itself occupies addresses 100—At each initializing store, it would be necessary to prove
299, then we might start witty = 300 and increase; as that the address i3 100 and< 1000. The former can be



l106(r,M) =re > 300AT1 ‘stggr,m),m T
106: m(rg) < r1
|107(I’, m) =1rg > 300AT :stda(r,m),m A m(rB) :stda(r,m),m T
107: m(rg+1)«r1
|108(I’, m) =1 > 300AT; ‘stdgr,m),m T A m(rB) ‘stdgr,m),m T A m(r6 + 1) ‘stdgr,m),m T
108: rp+re+0
|1og(l’, m) =re > 300AT1 ‘stdgr,m),m T A m(rZ) ‘stdgr,m),m T A m(rZ + 1) “stdg(r,m),m T NIz =Tg
109: rg¢<re+2
|110(I’, m) =1rg > 300AT, :stda(r,m),m TAT2 :stda(r,m),m TXT

Figure 4: A program that allocates and initializes a record.

proved as before from the invariant (elgy7 of Figure 4. union(ty,T2) (&, M)V =gef T1(a,M)VV T2(a,m)Vv
The latter requires the program to include an instruction The typet; UT» of values that belong either @ or
of the formif rg +2 > 1000goto exit. Immediately after 2.

such an instruction (which is the heap-limit check that | .
any reasonable program would have to perform anyway), Nersectiofits, 12) (&, M)V =gef T1(a,M)VAT2(a,m)v

it is easy to establish thag < 1000. The typeti NTa.
record(T1,T2) =gef field 011 N field 11p
7 Type constructors A definition of the two-element record type equiva-

lent to the one given in section 6 but more concise.

Almost all the types used in ML programs can be de- SUM(T1, T2) =gef

fined and proved valid in our system: record types, tagged  recorg(constty Q 11) U recorg(constty 1 Ty)
union datatypes, function types, abstract types, polymor- A tagged disjoint sum type.

phic types, and covariant recursive types. We have not

yet succeeded in defining contravariant recursive types, Money =qef  recorg(constty 0 int)

as the next section will discuss. U record(constty 1 int)
We start with some primitives: U recorg(constty 2 int, int)
_ _ Equivalent to the ML datatype,
consttyi (a,m)v=get V=1 _ money = COIN of int
The constant type, that is, §m constty(6).

| BILL of int
|

AR
chara,m)v =get 0 < V< 256 CHECK of int * int

The character (or tiny integer) type. existentia{F) (a,m) v =qer 31. (FT)(a,m)vAvalid(t)

boxeda,m) Vv =gef V> 256 An existential type, useful in defining abstract data
The type of boxed (noncharacter) values. types [MP88] and function closures [MMH96].
reft(a,m)v=ger V€ aAreadablév) AT(a,m)(mv) universalF) (a,m)v =gef V1. valid(t) — (FT)(a,m)v
The type of (immutable) references to memory An universal type, useful for polymorphic functions.

words containing values of t
g ype Now we must prove all these types and constructors

areft (a,m)v =qef V € aAreadablév) A valid. The typesconstty, char, boxedre invariant with
Ja.d canvga At(a,m (mv respect to increasing or updatingm at an unallocated
The type of acyclic references, that is, the referenced location because their definitions don’t use gher mar-
data structure does not contain pointers back to ad- gument at all.

dressv. Type refT) is valid if T is valid:

offseti T(a,m)v =get T(a,m) (V+i) 1. acad —t(a,mw— 1(a’,m)w for all w, so the im-
The type of values such thav +i has typet. plication will hold for the particulaw = m(v).

field i T =qef Offseti(reft) 2.if m=m at all allocated locations, then
The type of a record field at offsétcontaining a 1(a,m(m(v)) — 1(a,m)(m(v)) by validity of
value of typet. If acyclic records are desired, then T. And sincev € a, then m(v) = m'(v), so

aref can be used instead af. T(a,m)(m(v)) — t(a,m)(m (v)) by congruence.



Offseti 1 is valid if T is valid by instantiation of/+ i This predicate has almost the form of a type, except with

for vin the definition of validity oft. anr parameter instead of That s, it specifies the “type”
Union and intersection types are valid (if their compo- of the register bank, or rather, the types of some subset of
nents are valid) by an equally simple argument. the registers — the formal parameter types.

A valid type constructor is one that preserves validity,  For any such parameter-preconditi®nwe define
as do ref and offséi). It is easy to show that the compo-
sition of valid constructors preserves validity; therefor
field types, record types, and sum types are valid if their

codepttP) (a,m) v =ges
vr'om . r'(17) =v

!
component types are valid. /\S;dlit(rja”,f)m o
Itis trivial to prove that the type existent{#) is valid A (Sf a(,r r7r{ ),m)(r)
if F is a valid constructor. — safgr’,m’)

From these definitions, we can derive introductionand  This says thatv is a codeptr with formal parame-
elimination for all of our type constructors. For example, ters P if, for any future register-bank’ and memory

veaAv+lean m, if the program-counter is at location the standard-
readablév) A readablév+ 1) A preconditio@dpholds, and.the types of the registers sat-
M(V) tam TLAMVA+1) lam T2 . isfy P, then it's safe to continue. _
Vi T x 1 record2i In order for codep(iP) to be a valid typeP must be

a valid register-type — that is, it must be invariant with
. respect to increasing the allocated set or modifying mem-
8 Function types ory at unallocated locations. It is easy to show gk

) ) ) . ~isvalidif tis valid. In general ift1, T2, ... are valid types,
We will build function values (and function types) in  ihen the predicate

three stages. First-order continuations — that is, maehine
code addresses with arguments — belong toctbaeptr iy lamT1A ...l lam Tk
type. A continuation closurgont)is a code pointer with . . .
. . . is a valid formal-parameters predicate.
an environment. And a function closuffinc)is also a , X :
) . . Let us define a family of predicates pargmsfor var-

code pointer with an environment, but the arguments of . : )

: . . . iousk — as the standard calling sequencé& afguments:
this code pointer includee@ont A compiler could gener-
ate these plosures by followmg the typed closure conver-  params (11) (a,m)r =gef
sion algorithm of Morrisett et al. [MWCG98].

A codeptr is an address to which control may be passed B
provided that its precondition is met. In a type-based params (11,T2) (&, m)T =def

M lamT1

proof, the precondition is mainly in the form of typing M1amT1AT2 am T2
judgements. We can take address 106 from Figure 4 as  paramsg (T1,T2,13) (&, M) =gef
an example; we can jump to location 106 from any ma- M1 amTiATr2 amT2Ar3amT3

chine state satisfyinfygs and theprog invariant. Let us ] .
separate this invariant into two parts, the “standard” in-  1hus, with respect to the program of Figure 4 we can

variant and the part specific to entry-point 106: make the following judgement:
stdgr,m) = progr,m)Arg > 300 stdp(r,m) — 106 stggr,m),m COdepttparams(t)).
|ioe(r, m = n ‘stdgr,m),m T

Continuation closures. In a programming language
with nested lexical scopes for function definitions, an in-
ner function may have free variables (which are bound
only in an outer scope). The implementation of such a
function must include botbontrol (e.g., a code pointer)
andenvironmen{a data structure in which values for the
free variables can be found). Since two functions of the
same type may have different sets of free variables, the
type of the environment should not be part of the func-

Notice that entry-point 106 uses the “standard” repre-
sentation of the allocated set, that is, $td@). Not all
program locations do; a program is free to spillto a
memory location, or to defer incrementinguntil a se-
ries of allocations is complete. In such cases, a program
point’s allocated-set would be representedsasm(ap)
orv < rg+kinstead of std@, m)(v) =v < r(6). However,
we can make the restriction that any address to which we

attribute thecodeptrtype must usetda tion type. We solve this problem in the standard way: we

f :
Wwe can "’Tbs”a‘mdafm'””. 106 to yield the component use an existential type to hide the type of the environment
of the invariant that deals just with the formal-parameter [MMHO6]

type(s) of that entry point: A continuation is a function that never returns (or

Pros(@a,mr=riamT rather, its return is the completion of the whole program).



Continuations, like functions, need closures and environ-
ments. For any typg, con(T) is the continuation taking
aT argumentin register 1. However, the code entry point
will also have to take an environment (of typgin reg-
ister 2.

CON{T) =def
existentia{fAa. record(codeptparams(t,0)), 0))

To apply a continuation valug one must first fetch the
codeptrc from m(v+ 0) and put it in some register, say
rs. One must put a value of typein r;. One must fetch
the environmené from m(v + 1) into ro. One must en-
sure that the standard precondition gtdim) holds. The-
orem: Then it is safe to jump to the address contained in
rs. Proof: by expansion of definitions.

Function closures. A function is just a continuation
with an additional argument that is itself a continuation.
That is, the function typex — (3 takes one argument
that is a value of type&, and another argument of type
cont3). Since functions may have free variables, we
make function closures in the same way as for continu-
ations — so the codeptr component of a function has an-
other argument of type, the environment type.

func(aa B) —def
existentia{Ao.
recorg(codeptfparamsg(a,cont),0)), o))

Calling a function is done almost exactly as calling
a continuation, except thai contains the argument;
contains the continuation-closure, angl contains the
function environment.

The recursive types are all types ¢égfor which the least
fixed point of the argument functiof is req f). It can

be shown that any functioh that preserves validity and
also satisfies the following monotone predicate has this

property.
monotonéf) =ge V11,T2. Tt E T2 — f(T1) C f(T2)

In particular, we prove that whenevérsatisfies these
properties, both f(rec(f)) C rec(f) and rec(f) C
f(rec(f)) hold, and thus the following theorem holds.

preservesalidity(f)  monotonéf)
rec(f)(a,m)(v) « f(rec(f))(a,m)(v)

This theorem allows us to fold and unfold recursive types.
Unfolding is useful for proofs of safety for programs that
traverse recursive datatypes, while folding is useful in
proofs involving allocation. Using the rec operator we
can define (for example) polymorphic lists:

roll_unroll

list(t) =qef rec(AT’. constty O
U boxednrecora(int,T))

The address used for pointers to cons cells must not be 0,
so we use a boxed address to point to cons cells.

In order to build arbitrary recursive datatypes using any
of the constructors of section 7, we have proved that they
preserve both validity and monotonicity. For the con-
structor ref, for example, we proved monot¢red). For
constructors that take two arguments, we must show that
the constructor is monotone in both. For example, we
showed monotonéunion), where:

monotone(f) =gef V11,T2,T7,T).
TICT =TT, — f(11,T)) C (12, 1)

The type-constructors cont and func are valid because
they are just compositions of other valid constructors (ex- We want to be able to automate the proofs that show that
istential, record, codeptr, params). any datatype built from these constructors is monotonic

We have described functions with heap-allocated con- and preserves validity. This automation is in fact easy as
tinuations — not stack-allocated frames — because they arglong as we prove the right set of lemmas. The lemmas
easier to reason about, easier to implement, suitably effi- we have proved allow us to structure proofs for arbitrary
cient, and used by a compiler [Sha98] that can plausibly datatypes so that they contain exactly one lemma appli-
serve as a front-end for our PCC system. Of course it is cation for each constructor that appears in the datatype.
also possible to reason effectively about stack-allocated The following lemma about union illustrates the form of
frames [MCGW98, KKR 86]. the lemmas that we use for this purpose:

validmonq f)  valid-mondg)
valid_mondAt. (f T)U(gT))

b_where validmono is:

vm_union

9 Recursive Datatypes

In order to define recursive datatypes, we introduce a su

typing relation defined as logical implication: valid.-mong(f) =gef preserveszalidity( f) Amonotonéf).

Subtypéts, T2) =ger Va,m,V. T1(a,M)(v) = T2(a,m)(v). We prove analogous lemmas for ref, aref, offset, field,

intersection, sum, and records of any number of argu-
ments.

Allowing function types in recursive datatypes
presents a further challenge. Not all types satisfy the

We writeT1 C T2 to denote this relation. Using this rela-
tion, we define the following rec predicate:

req f) =qer V1. valid(t) = f(1) C T — t(a,m)(V)



monotone criterion; only covariant types do. Inthese and_i: pf A->pf B -> pf (A and B).
types occurrences of the type being defined can only ap- and_el: pf (A and B) -> pf A
pearpositively that is, they must appear to the leftofan ~ and_e2: pf (A and B) -> pf B.

even number of function arrows in an ML declaration. ~ forall_i: ({X tm T}pf (A X))

For instance, in the following examples: -> pf (forall A).
forall _e: pf(forall A)

11 =cy of int | ¢z of int — 11 -> {XtmT}pf (A X).

To =cy1 of int | ¢z of T2 — int A metalogic (Twelf) type is & ype, an object-logic type
13 =c; of int | ¢ of (T3 = int) — T3 is at p, and a programming-language type tsya(which

T4 =Cp of int | ¢ of ((t4 — int) x int) — (T4 x int) is not in the core logic since it is a definition at the dis-

, i i o cretion of the code producer). Object-logic types are con-
the first, third, and fourth satisfy the restriction. Prov- structed froni nt , the typef or mof formulas of the ob-

ing that they do requires proving antimonoteeedepty, jectlogic, and thar r owconstructor. Object-level terms

where we define: of type T have type(t m T) in the metalogic. Quanti-
fying at the metalevel allows us to encode polymorphic
object-level types. Terms of tygegpf A) are terms rep-
resenting proofs of object formuka

The declarations beginning withamintroduce con-
stants for constructing terms and formulas. Note that the
universal quantifief or al | is polymorphic; uppercase
letters denote variables, and free variables are implicitl
guantified at the outermost level. Braces are used for ex-
plicit quantification. The last five declarations encode the
introduction and elimination rules of natural deduction
for conjunction and universal quantification. The com-
plete encoding (about 100 lines of Twelf) includes the re-
maining inference rules of higher-order logic, an encod-
. . ... ingofintegers (including arithmetic operators and ndtura
These and'3|mllar results allow us to prove the validity number induction), the multistep rule, and the axioms of
of the recursive typesy, Tz, T4 shown above. We must o safety policy. All other objects are definitions and
prove (anti)monotonicity lemmas for all the constructors theorems built from this core signature.

of section 7. The next section includes an example of The following are the Twelf definitions of some of the

antimonotongf) =gef V11,T2. T1 C T2 — f(T2) C f(T1)-

The antimonotonicity of codeptr results from the appear-
ance of the argument-type predicate to the left of an im-
plication arrow in codeptr’s definition.

We prove the composition of a monotone with an an-
timonotone operator, or vice versa, is antimonotone; and
that the composition of antimonotone operators is mono-
tone. Then it follows easily that cont is antimonotone,
and that fun¢ty, T2) is monotone ir if 141 is antimono-
tone ina andTtz is monotone imi. Note thatt, appears
inside two nested cont operators, establishing its mono-
tonicity.

their use. type constructors as well as the polymorphic lists pre-
sented in section 9.
10 Implementation in Twelf ty : tp = state arrowint arrow form
ref : tm(ty arrowty) =
Our encoding of higher-order logic (the object logic) is il- lan8 [T][S][V] fst S @V and
lustrated by the following declarations in Twelf (the meta readable @V and T @S @(snd S @V).
logic). offset : tm(int arrowty arrowty) =
lamd [1][TI[SI[VI(T @S @(V + 1)).
tp: type. field : tm(int arrowty arrowty) =
int: tp. lan2 [I][T](offset @I @(ref @T)).
form tp. record2 : tm(ty arrowty arrowty) =
arrow. tp ->tp -> tp. lan2 [TI[U (intersect @
% nfix right 14 arrow. (field @0 @T) @(field @1 @U)).
tm tp -> type. listf : tmty ->tm(ty arrowty) =
form tp. [TI(lam [T ] (union @
pf: tmform-> type. (constty @(const 0)) @

(intersect @ boxed

lam (tmT->tmU ->tm (T arrow U). @(record2 @T @T')))).

@ tm (T arrowlU) ->tmT ->tmU. li . _
st : tm(ty arrowt =
%nfix left 20 @ ! (ty wty)

and: tmform->tmform->tmform (lam [T (rec @(listf T)).
% nfix right 12 and. Thety declaration gives the type for predicates repre-
forall: (tmT ->tmforn) ->tmform senting ML types. Some definitions are omitted. For



examplel am} is defined in terms of am and binds on machine states. Doing so requires the formalization
4 variables, andgtate is (pair all ocset nem of metric spaces or partial equivalence relations, respec-
ory) wherepai r is polymorphic, defined in the usual tively.
way with A-calculus. The following theorem justifies the
use ofr ec in the definition ofl i st .
Mutable fields. We also plan to describe mutable data
vmlistf : pf (validtype @T) -> structures, such as ML refs and Java objects. Handling
pf (valid _mono @(listf T)) = references will involve allowing for mutable memory lo-
[P:pf (validtype @T)] cations, which will require a more complex notion of al-

vm_uni on vm constt . . .
((an intersect vm bzxed location, and thus a more complealid typepredicate.

(vm_record2

(vmvalidtype P) vmid))). i
Fw. Ourlonger-range plan is to cover more of the types

Thevm_lemmas state that the constructors preserve va-used by a production compiler for a language such as
lidity and monotonicity. Thevm uni on theorem, for ML. In particular, we plan to incorporate the type sys-
instance, was presented in the previous section. tem of the FLINT intermediate language [Sha98] (which
will also compile Java [LST99]), for which we will have
) to encode the types and kinds of thg polymorphicA-
11 Conclusion and Future Work calculus [Gir72, Rey74].

We have described a framework for proof-carrying code
which should be sufficiently general to accommodate real Other type systems. To show that our approach to
programming languages on real machines. safety policies (which moves information from the
Any PCC system must be concerned with keeping the trusted computing base into a semantic model built from
size of proofs small. Our lemmatization of the typing first principles) is truly universal, we plan to build a
rules adds a constant size to any proof, but no multi- model of a type system that is possibly quite different
plicative factor. Also, instead of expanding out Hoare- from that of ML. One possibility is the type system of
logic substitutions before proving — as Necula does in Touchstone [Nec98] which has mutable records, but no
his verification-condition generator — we avoid this po- function types or union types; or the typed assembly lan-
tentially exponential blowup in theorem size by using a guage of Morrisett et al. [MWCG98].
step-relation machine semantics. This gives us the poten-
tial for smaller proofs.
Concurrency. Our model is sequential. Concurrency
Future Work gnd gsynchronous exceptions can be hgndled by assum-
ing (in the step relation) that some portions of memory
A variety of directions remain to be explored. We sum- can change between successive machine instructions, and
marize a few here. some portions will not. The safety policy must guarantee
that certain memory locations (i.e. unshared variables of

Machine instruction sets. To handle real machines, we (his thread) are preserved unchanged.

plan to encode instruction set architectures such as the
Sparc and Pentium; we will have to handle variable size

instructions and byte addressing. Automating proof. In an earlier version of our system,

we built a prototype theorem prover which automatically
proved safety of simple programs that traverse and allo-
Contravariant recursive types. Many real program-  cate lists. We have lots of ideas about how to augment this
ming languages—ML, Java, C—have contravariant re- prover. In doing so, it will be necessary to keep proofs
cursive types such as this one: small. Our goal is to develop a set of lemmas that allow
us to build proofs fully automatically that are linear in the
size of the type-annotated intermediate representation of
the compiled program; we believe this is possible for the
Our current type framework cannot handle this type be- kinds of safety proofs we are considering. An example
cause of the occurrence ekp to the left of the arrow illustrating this idea is them | i st theorem in the pre-

in the LAMconstructor. We plan to adapt the model of vious section whose proof uses exactly as many lemma
types in MacQueen et al. [MPS86] or in Mitchell and constructors as the description of thest f type uses
Viswanathan [MV96] to our notion of types as predicates type constructors.

dat atype exp = APP of exp * exp
| LAM of exp -> exp



Runtime code generation. Because our machine se-
mantics treats machine instructions as data in the Von
Neumann style, there is the potential to prove the safety
of programs that do runtime code generation.

Garbage collection. We have left garbage collection
for future work, but the approach of Wang and Ap-
pel [WA99] looks promising and fits into our framework.
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